Final Deliverable

Florida International University

Bolo Flier Creator v5.0

School of Computing and Information Sciences

Team Members:
Burke, John
Gonzalez, Emmanuel
Medina, Jorge
Munoz, Nilton

Product Owner(s):
Samuel Ceballos
Jason Cohen

Mentor(s):
Juan Caraballo
Robert Loredo

CIS 4911 - Senior Capstone Project
Software Engineering Focus

Final Deliverable

BOLO Flier Creator Version 5

Instructor: Masoud Sadjadi

The MIT License (MIT)

Copyright (c) 2016 <copyright holders>

August 4th, 2016

Page 1 of 232



Final Deliverable Bolo Flier Creator v5.0

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and
associated documentation files (the "Software"), to deal in the Software without restriction, including
without limitation the rights to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is furnished to do so, subject to

the following conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial

portions of the Software.

THE SOFTWARE IS PROVIDED "AS I1S", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN
THE SOFTWARE.
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Abstract

The Pinecrest Police Department wish to bring policing into the
future by combining technology with their vast domain knowledge.
The current system for the distribution of BOLO's is lethargic and
inefficient. For these reasons the Pinecrest Police department has
employed the assistance of the college of engineering and
computer science at Florida International University along with
IBM Bluemix to implement their innovative idea.

This document provides a solution in the BOLO 5.0 system, a user-driven approach that allows
law enforcement agents to instantly publish BOLOs. This document contains an extensive list of
implemented user stories. It also provides a detailed plan of execution that includes hardware
and software specifications. System design is explained through specific diagrams. System
validation is also discussed. A glossary with essential domain terminology can also be found.

Finally, the last chapter contains a series of appendices with UML samples, screenshots, and
progress reports.
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INTRODUCTION

BOLO 5.0 is a web application that allows police to distribute electronic BOLOs (Be on the
Lookout) flyers so that other officers in the area can have instant access to them. This is meant
to enhance the current system, which uses the following strategies to create and disseminate
BOLOs: alerts over police radio, computer-aided dispatch that is dependent on antiquated
hardware, and paper printed posters for manual distribution.

This introductory section has the purpose of describing the Current System used by Pinecrest
Police Department to distribute BOLOs, it also provides an overview of the new approach
provided by current project and the advantages of its use in order to reduce crime within our
communities.

Current System

The current approach used by Pinecrest Police Department to create “Be On the Look Out”
(BOLO) flyers is not efficient. Several hours may pass before a paper report is distributed to all
officers on duty. Alerts over police radio, computer-aided dispatch and paper printed posters are
not enough to achieve the goal of keeping all officers up to date with the recent BOLOs.

Besides been slow, the current system has high costs due to the number of people and resources
required to share the BOLOs. In order to fight crime as effectively as possible the current system
needs to be redesign and updated using new technologies.

Purpose of New System

BOLO 5.0 was designed to be accessed using the devices most used by police officers: in-patrol
computers and mobile devices. It takes advantage of new cloud-based technologies to reduce
downtime of this important application.

The system allows officer to quickly access all active BOLOs and to create and distribute new
flyers via email. The system also allows users to attach images to the BOLOs, which are quickly
distributed within the BOLO flyer.

Another advantage of the current system is the ability to efficiently search inactive BOLOs
without having to go over thousands of paper reports.
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USER STORIES

This is a comprehensive list of the user stories that were implemented for the fifth version of
BOLO. All the user stories compiled here were requested by the product owner and delivered on
time.

Implemented User Stories
Sprint 1
(05/23/2016 - 06/05/2016)

User Story #887 Remove unnecessary data from email alert
e Asauser, | would not like to see unnecessary information in the BOLO alert

User Story #892 Expire passwords in 90 days
e Asa System Administrator | would like for user passwords to expire every 90 days so
that | can increase the security of the system.

User Story 882 Implement WildCard search field
e As an Officer | would like to use a wildcard field when searching BOLOs, so the search
can be expanded to cover all fields at once

User Story #888 Open PDF documents in new tab
e Asan officer | would like PDFs to open in a new tab so there is no need to click the back
button on the browser.

User Story #894 Update all Pages to Bolo v5.0
e As the System Administrator | would like the application to reflect its current version
(5.0) so it is up to date with the new release

User Story #895 Create template for Theft-Boat BOLO
e Asauser, I would like to be able to select a template for a Theft-Boat BOLO, so the data
according to this category will be shown

User Story #881 Create template for Theft-Auto BOLO
e Asauser, | would like to be able to select a template for a Theft-Auto BOLO, so the data
according to this category will be shown

Sprint 2
(06/06/2016 - 06/19/2016)

User Story #893 Authenticate password reset confirmation
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e AsaUser | would like for it to be required to use the password confirmation
authentication when resetting my password so that I can confirm I have entered the
password | believe | have entered.

User Story #919 Adjust timeout session
e Asa user of the system | would like to have the system give me a five more minutes to
work with other documents on a case without timing out me out so frequently.

User Story #930 Send email notification after password has been reset
e Asauser I would like to receive an email notification when my password is reset so that I
know if someone else has reset my password.

User Story #879 Confirm BOLO via email after creation
e Asa System Administrator | would like for officers to confirm a BOLO creation via
email before the BOLO is created so that we ensure that officers who are let go cannot
create any further BOLOs since their email account will be disabled.

User Story #891 Prevent password from displaying in url
e Asauser I would not like my password to be displayed in the address bar after purging.

User Story #880 Send feed of BOLOs as JSON documents
e As a System Administrator | would like all BOLOs to be sent to subscribed entities as
JSON documents so they may be exported to other systems

User Story #920 Compress images upon upload
e As System Administrator | want the application to compress all images loaded into the
system to decrease the size of emails sent to users

User Story #896 Create specific Bolo for Theft-Auto
e Asauser, I would like to be able to create a specific Theft-Auto BOLO, so the data
according to this category will be shown

User Story #932 View Bolo Details for Theft-Auto
e Asauser, | would like to be able to view details for Theft-Auto BOLO, so the view will
be shown

User Story #933 Edit bolo for Theft-Auto
e Asauser, | would like to be able to edit the bolo for Theft-Auto BOLO, so changes will
be updated automatically

User Story #936 Create specific Bolo for Theft-Boat
e Asauser, | would like to be able to create a specific Theft-Boat BOLO, so the data
according to this category will be shown

User Story #937 View Bolo Details for Theft-Boat
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e Asauser, | would like to be able to view details for Theft-Boat BOLO, so the view will
be shown

User Story #938 Edit Bolo for Theft-Boat
e Asauser, | would like to be able to edit the bolo for Theft-Boat BOLO, so changes will
be updated automatically

Sprint 3
(06/20/2016 — 07/03/2016)

User Story #934 Remove empty fields from PDF bolo for display
e Asauser | would like to have the empty fields removed from each bolo for displayed as a
PDF for reading because it will reduce the amount of searching for the needed
information.

User Story #935 Add drop down menu for links such as settings, user guide, logout and others
to be added at a later time
e Asauser | would like to have some of the items on the menu bar combined in a drop
down where it is less busy and easier to find things of the same nature. Features such as
setting, user guide, and logout can be combined within a drop down.

User Story #1006 Add a user guide page for each tier
e Asauser I would like to have a user’s guide specific to each level of user because it will
make using the application easier

User Story #1046 Add an about us page

e Asauser I would like to have an about us page because it will nice to know the history of
the BOLO flyer

User Story #1011 Filter BOLOS by author and reformat the dropdown
e Asauser I would like to filter BOLOS by the ones I created, zipcode, and by bolos
created by multiple agencies so that | can have a better global view of BOLOS.

User Story #1009 Automate database creation via scripts
e Asadeveloper I would like to have a solution to implement the automation of the
database initialization in order to save developer time.

User Story #1008 Prevent user email domain from being something other than their agency's
domain
e Asas asystem administrator | would like to limit my officers to having only their work
email registered in the system in order to increase the security of the system

User Story #889 Change bolo email to noreply
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e Asauser | would like to receive emails from an email called noreply@boloflyer.com in
order to prevent users from trying to email back the sending address.

User Story #931 Create script to reset DB Schema
e Asa System Administrator | would like to have a script to update the schema of the
database so data is not lost every time the database is updated.

User Story #985 Enhance ImageService
e Asa System Administrator I would like to change the behavior of the Image Service so
the style and quality of the BOLO flyer is enhanced

User Story #986 Unsubscribe from BOLO emails
e Asan officer I would like to be able to unsubscribe from BOLOs from a particular
agency so | do not receive any future alerts from that agency in the future

User Story #1001 Implement routes with authentication
e Asa System Administrator | would like to keep original URLs when non-authenticated
users access the system so users do not need to navigate to the pages after login

User Story #1007 Redesign Filter by Agencies in Home page
e As a System Administrator | would like to reformat the Filter by Agency so it shows only
BOLOs related to the particular agency selected and the number of pages is accurate.

User Story #1033 Fix several bugs
e Asa System Administrator | would like to have the all bugs solved so they do are not
replicated on the Production environment.

User Story #990 Redesign and add validations for General Bolo Template
e Asauser, I would like to use a redesigned page with field validation for General Bolo, so
the new view will be shown

User Story #981 Implement Search for New Bolo Templates
e Asauser I would like to use a search for the new Bolo Templates, so the search can be
used for Theft-Auto and Theft-Boat Bolo’s

User Story #991 Redesign and add validations for Theft Auto Template
e Asauser, | would like to use a redesigned page with field validation for Theft-Auto
Bolo, so the new view will be shown

User Story #992 Redesign and add validations for Theft Boat Template
e Asauser, | would like to use a redesigned page with field validation for Theft-Boat Bolo,
so the new view will be shown

User Story #1030 Delete the Ongoing Status from Bolo

e Asauser, | would like that old bolos do not show the ongoing status, so that status will
be blank
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Sprint 4
(07/04/2016 — 07/17/2016)

User Story #1010 Create a front end page for root to customize system settings
e Asroot I would like to have access to change our agency domain where | do not
manually have to create a new agency and transfer information to the new agency if our
agency name changes, in addition | would like to have access to change other features
like timeout session and brute force attempts against the email login.

User Story #1096 Implement a link to download a PDF of the user's guide based on user's tier
e Asauser I would like to get the user’s guide as a PDF so I can download it and read it
later without logging back into the system.

User Story #1097 Implement an About Miami Dade County Association of Chief of Police
(MDCACP) page
e Asan potential financial investor of the BOLO flyer, I would like to have a way to learn
details of the MDCACP who are the main sponsors of the BOLO flyer so | can make an
acquitted decision for investing in BOLO flyer.

User Story #1098 Create an about us page for Florida International University's (FIU)
contribution
e As apotential financial investor of the BOLO flyer, | would like to have a way to learn
details of FIU’s contribution who are the developers of the BOLO flyer so | can make an
acquitted decision for investing in BOLO flyer.

User Story #1099 Create an about us page for IBM's contribution
e Asa potential financial investor of the BOLO flyer, | would like to have a way to learn
details of IBM’s contribution, who are the Mentors and what products of IBM are used
for the BOLO flyer so | can make an acquitted decision for investing in BOLO flyer.

User Story #1100 Create a page where root can retrieve data for analysis
e Asroot, | would like to retrieve the information about different crimes and to run analysis
on them to compare against today’s system before BOLO

User Story #1014 Lock user account after 10 incorrect login attempts
e As asystem administrator | would like to lock user accounts after they have tried to
incorrectly login to the system 10 amount of times in order to prevent against brute force
attacks.
User Story #1038 Filter by multiple agencies in bolo list page
e Asa User | would like to filter bolos by any combination of the agencies they belong to
so that | can easily see the bolos in neighboring agencies.

User Story #890 Implement Watermarks for agencies
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e Asa System Administrator | would like all agencies to have the option of adding
watermarks to their BOLOSs so the flyers’ style are unique by Agency

User Story #1037 Allow Tier 3 users to control Agency settings
e Asa System Administrator | would like Agency Administrators to be able to edit the
information for their own Agency so the Agency Management does not require Root
intervention.

User Story #1081 Prevent Tier 3 users from granting Root access
e Asa System Administrator | would like to prevent Agency Administrators from granting
Root Access so the security layer is not vulnerable to be changed from lower tier users

User Story #1083 Prevent Officers from previewing PDFs before confirmation
e Asa System Administrator | would like to prevent Officers from viewing BOLO PDFs
before confirmation so no flyer is distributed without prior validation

User Story #1087 Implement time retrieval points for data analysis for Create Bolo (General -
Auto - Boat)
e As research analyst, I would like to have specific time analysis points implemented when
the Bolos are created, so | will be able to use those points of reference for comparison for
data analysis

User Story #1119 Implement time retrieval points for data analysis for Edit Bolo (General -
Auto - Boat)
e As research analyst, I would like to have specific time analysis points implemented when
the Bolos are updated, so I will be able to use those points of reference for comparison
for data analysis

User Story #1088 Deactivate and Activate User Accounts from Root and Administrator
e As aroot administrator, | would like to be able to activate or deactivate users form the
user management view, so these process can be done fast

Sprint 5
(07/18/2016 — 07/31/2016)

User Story #1094 Implement confirmation of BOLO updates
e Asa System Administrator | would like to have email confirmations when BOLOs are
updated, in order to avoid having inactive officers submitting incorrect information.

User Story #1155 Change PDF labels
e Asa System Administrator | would like bigger headers in the BOLO flyers so officers
can notice changes in BOLO status faster.
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User Story #1086 Change Interactive Edit Menu to Static Label for Status. Keep Data Field
Contents After Validations When a New User and a New Agency is Created. Add New Aesthetic
for Bolo Buttons
e Asaroot | would like to see the Bolo list and Bolo Agency with a static status, keeping
data after validations when enter a new user or agency, new aesthetic for details, edit,
buttons, so nobody can edit a Bolo form the status menu. Also, keeping data after a
validation for new user and new agency, saving time typing it again

User Story #1089 Show Edit and Archive only for Root and Administrators and Only View for
Users. Create the functionality to go back for Details for Bolos (General, Auto and Boat). Create
the ability for view a Bolo when it is Archived, and show edit and restore for Root
e Asaroot | would like have a different view from the users, also a button to go back when
a detail view is shown, and see the details from an archived Bolo, so the view can be
different, also can go back from details and view a Bolo when is archived

User Story #1163 Connect system setting page to backend
e Asaroot I would like to have control of the login attempts and time out setting because it
might be necessary to reduce the amount of login attempts to prevent brute force attacks
and it might be necessary to give officers more time to fill outa BOLO

User Story #1164 connect data analysis page to backend
e Asroot I would like to have a way to download BOLO information to run analysis on it
because it will be nice to figure out what kind of affect a new system like BOLO has on
crime compared to before BOLO
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PROJECT PLAN

The primary goal of version 5 of the BOLO application was to add to the effort of the previous
iteration of the application. The features implemented in this iteration would allow the BOLO
application to reach a pilot stage. The last release of the application was stable and therefore this
iteration did not require any modifications to the platform. The application was hosted on IBM
Bluemix running on a node.js server with an express.js backend. Front end content was rendered
using express.js and the jade templating engine.

Below are the recommended hardware specifications as well as the required software needed to
run the application from a developers point of view.

Hardware and Software Resources

In order to develop and deploy the application some hardware and software is required. The
following sections will describe the environments needed.

Development Environment

In order to develop the application, the follow hardware specs are recommended:
Windows/Apple Computer
Min of 8Gb of RAM
At least 128 GB of disk space
At least 2.0 GHZ processor
For software, developers will need to have working knowledge of JavaScript as well as the
following:
Experience with Jade Templating for HTML
Node.js 4.2+
o Node is a JavaScript runtime environment which is used in the project as the server.
NPM
o NPM is the package manager for node.js. It is used to install project dependencies as well as to
automate the execution of the application testing and miscellaneous scripts.
Express Framework
o Express is a minimal and flexible Node.js web application framework that provides a robust
set of features for web and mobile applications.
- Preferred IDE
- Preferred Development Environments were Webstorm IDE or Atom

Deployment Requirements

The project is targeted for deployment on the IBM Bluemix Platform-as-a-Service Cloudfoundry
environment. Besides an IBM Bluemix account the following is also required.

Cloudant NOSQL Database
o Access tokens are required to be set as environment variables for the application to work in
both deployment and development.

SendGrid
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o This is the service the application uses for sending notifications. An api key was required
from SendGrid in order to successfully run the application locally and in production.
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Sprints Plan

These are the user stories that were released per sprint.
Sprint 1
(05/23/2016 - 06/05/2016)

User Story #887 Remove unnecessary data from email alert

Acceptance Criteria:

e Getrid of:

e Hi,
Suspect
First Name: asrgf
Last Name: asdfg
Sex: Female
Race: White
Height: 06-06
Weight: 900
Hair Color: Red
Address: N/A
Tattoos: zsdfhasdtjsrfyjrsfh
Drivers License: €221-125-25-25--5
Date Of Birth: 12/12/2020
Summary
QDEF
Additional Information
def
Media
Video URL: N/A
Images:
unsub.JPG

-- The Bolo Flier Creator Team

Related Tasks:

e Documentation

e Go into code/src/web/views/email/new-bolo-notification and delete extends ./layout.jade

e Go into code/src/web/views/email/new-bolo-notification and delete include ./_bolo-
details.jade

e Go into code/src/web/views/email/update-bolo-notification and delete extends
Jlayout.jade

e Go into code/src/web/views/email/update-bolo-notification and delete include ./_bolo-
details.jade
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e Remove code/src/web/views/email/layout.jade because previous actions of step 1 and 3
will render the layout.jade class useless

e Remove code/src/web/views/email/_bolo-details.jade because previous actions of steps 2
and 4 will render the _bolo-details.jade class useless

e Testing to verify whether unnecessary data is removed

Modeling
e Refer to UML diagrams in Appendix A: Static UML Diagrams, Figure sp1-1 and
Dynamic UML Diagrams, Figure spl-1

User Story #892 Expire passwords in 90 days

Acceptance Criteria:
e When user’s password expires it gets changed to a random string
e They will be prompted to change their password
e The will be notified 5 days prior to the password expiring

Related Tasks:
e Modify backend to update passwordLifetime field
e Add new password lifetime field to user model
e Modify passport login strategy

Modeling
e Refer to UML diagrams in Appendix A: Static UML Diagrams, Figure sp1-2 and
Dynamic UML Diagrams, Figure sp1-2

User Story #882 Implement WildCard search field

Acceptance Criteria:
e Officers are able to search all fields by filling out the wildcard field
e Wildcard feature must be able to interact with the Match Field feature so both can be
used at the same time

Related Tasks:
Update DB reset scripts to include new BOLO search index

e Customize query string change when wildcard search used
e Expand Cloudant Index for Bolo Search
e Create Wildcard field on Search Form

Modeling

e Refer to UML diagrams in Appendix A: Static UML Diagrams, Figure sp1-3 and
Dynamic UML Diagrams, Figure sp1-3

User Story #888 Open PDF documents in new tab
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Acceptance Criteria:
e AllPDFs open in a new tab instead of in the same window.

Related Tasks:
e Update bolo-details.jade template

Modeling
e Refer to UML diagrams in Appendix A: Static UML Diagrams, Figure sp1-4 and
Dynamic UML Diagrams, Figure spl-4

User Story #894 Update all Pages to Bolo v5.0

Acceptance Criteria:
e All navigations show BOLO 5.0 instead of Bolo 4.0

Related Tasks:
e Update all Pages to Bolo v5.0
e Update login template

Modeling
e Refer to UML diagrams in Appendix A: Static UML Diagrams, Figure sp1-5 and
Dynamic UML Diagrams, Figure sp1-5

User Story #895 Create template for Theft-Boat BOLO

Acceptance Criteria:
e The user should be able to choose the category Theft-Boat BOLO
e The system will display the required fields for this specific category

Related Tasks:
e Create the new Theft-Boat template view
e Modify the bolo-create-form view to add functionality
e Add functionality when select the option Theft-Boat-specific data will be shown

Modeling
e Refer to UML diagrams in Appendix A: Static UML Diagrams, Figure sp1-6 and
Dynamic UML Diagrams, Figure sp1-6

User Story #881 Create template for Theft-Auto BOLO

Acceptance Criteria:
e The user should be able to choose the category Theft-Auto BOLO
e The system will display the required fields for this specific category

Related Tasks:
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e Create the new Theft-Auto template view
e Modify the bolo-create-form view to add functionality
e Add functionality when select the option Theft-Auto,specific data will be shown

Modeling

e Refer to UML diagrams in Appendix A: Static UML Diagrams, Figure sp1-7 and
Dynamic UML Diagrams, Figure sp1-7

Sprint 2
(06/06/2016 - 06/19/2016)

User Story #893 Authenticate password reset confirmation

Acceptance Criteria:

e Not allowed to reset password without entering both a new password and a confirmation
of the new password.

Related Tasks:
e Write use case
draw up diagrams
sequence
use case
class
modify the helper function at path code/src/web/lib to reflect true for the confirm
password value must be filled upon the submit button being clicked.
Test
e Report

Modeling

e Refer to UML diagrams in Appendix A: Static UML Diagrams, Figure sp2-1 and
Dynamic UML Diagrams, Figure sp2-1

User Story #919 Adjust timeout session

Acceptance Criteria:
e The timer session must time out at ten minutes to allow officers to complete other task
within a case they are working on, including confirm bolo which may take up to several
minutes to receive the confirmation email depending on internet congestion.

Related Tasks:
e Write use case
e draw up diagrams
e sequence
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e Use case

e class

¢ Increase the variable session at path code/src/web/ to reflect an increase of timer counter
to ten minutes from five minutes.

o Test
e Report
Modeling

e Refer to UML diagrams in Appendix A: Static UML Diagrams, Figure sp2-2 and
Dynamic UML Diagrams, Figure sp2-2

User Story #930 Send email notification after password has been reset

Acceptance Criteria:
e Anemail has been sent to the user notifying the user their password has been reset

Related Tasks:

e Use case
Diagrams
use case
sequence
class
implementation
testing
user guide

Modeling

e Refer to UML diagrams in Appendix A: Static UML Diagrams, Figure sp2-3 and
Dynamic UML Diagrams, Figure sp2-3

User Story #879 Confirm BOLO via email after creation

Acceptance Criteria:
e Anemail is sent to the email of the person that is created with information about the
BOLO that was just created
e Upon clicking on the link provided an email the BOLO is confirmed and created.

Related Tasks:
e Confirm bolo via email
Create new post route to receive bolo confirmation
Modify create-bolo route
Modify Jade page to filter bolos
Edit Bolo schema to include confirmation token
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Modeling

e Refer to UML diagrams in Appendix A: Static UML Diagrams, Figure sp2-4 and
Dynamic UML Diagrams, Figure sp2-4

User Story #891 Prevent password from displaying in url

Acceptance Criteria:
e Password is no longer displayed after purging bolos.

Related Tasks:
e Learn about event listeners

Modeling

e Refer to UML diagrams in Appendix A: Static UML Diagrams, Figure sp2-5 and
Dynamic UML Diagrams, Figure sp2-5

User Story #880 Send feed of BOLOs as JSON documents

Acceptance Criteria:
e All new BOLOs are sent via email to required entities as JSON documents
e Log of the data transfer is showed

Related Tasks:
e Append new email function to BOLO Promise
Create Data Subscriber Edit template
Create Data Subscriber index
Create Data Subscriber repository
Create Data Subscriber service
Create Data Subscriber schema
Update admin-router
Update admin-layout template

Modeling

e Refer to UML diagrams in Appendix A: Static UML Diagrams, Figure sp2-6 and
Dynamic UML Diagrams, Figure sp2-6

User Story #920 Compress images upon upload

Acceptance Criteria:
e All images are compressed upon upload to application.
e All emails sent by the application are less than 1 MB size.
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Related Tasks:

Replace gm library with jimp library

Set Agency-Insert method to use Image Service
Change Agency-Update method

Update Image Service

Modeling

e Refer to UML diagrams in Appendix A: Static UML Diagrams, Figure sp2-7 and
Dynamic UML Diagrams, Figure sp2-7

User Story #896 Create specific Bolo for Theft-Auto

Acceptance Criteria:

e The user should be able to choose the category Theft-Auto BOLO
The system will display the required fields for this specific category
The user will be able to preview the data
The user will be able to preview the pdf
The system will only create the Theft-Auto BOLO

Related Tasks:
e Add new data to the Bolo entity
Connect the Theft-Auto bolo template
Create new routes for Theft-Auto bolo template
Add picture no photo available for Theft-Auto
Add route for picture no photo available for Theft-Auto
Create new view for preview
Create new route for Theft-Auto bolo preview
Create new view for Theft-Auto bolo preview pdf
Add functionality to bolo-route, bolo-repository

Modeling

e Refer to UML diagrams in Appendix A: Static UML Diagrams, Figure sp2-8 and
Dynamic UML Diagrams, Figure sp2-8

User Story #932 View Bolo Details for Theft-Auto

Acceptance Criteria:
e The user should be able to view details for Theft-Auto BOLO
e The system will display the specific view
e The user will be able to generate a pdf

Related Tasks:
e Create new detail view for Theft-Auto
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e Create the route for the details view
e Create new view for Theft-Auto pdf
e Create new route for Theft-Auto pdf

Modeling

e Refer to UML diagrams in Appendix A: Static UML Diagrams, Figure sp2-9 and
Dynamic UML Diagrams, Figure sp2-9

User Story #933 Edit bolo for Theft-Auto

Acceptance Criteria:
e The user should be able to edit the BOLO for Theft-Auto
The system will display the specific edit view
The view will be populated with the current data
The user will be able modify the related fields
The system will be able to publish the updated data

Related Tasks:
e Create new edit view for Theft-Auto
e Create the route for the edit view
e Insert a confirmed token for the bolo

Modeling

e Refer to UML diagrams in Appendix A: Static UML Diagrams, Figure sp2-10 and
Dynamic UML Diagrams, Figure sp2-10

User Story #936 Create specific Bolo for Theft-Boat

Acceptance Criteria:

e The user should be able to choose the category Theft-Boat BOLO
The system will display the required fields for this specific category
The user will be able to preview the data
The user will be able to preview the pdf
The system will only create the Theft-Boat BOLO

Related Tasks:
e Add new data to the Bolo entity
Connect the Theft-Boat bolo template
Create new routes for Theft-Boat bolo template
Add picture no photo available for Theft-Boat
Add route for picture no photo available for Theft-Boat
Create new view for preview
Create new route for Theft-Boat bolo preview
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e Create new view for Theft-Boat bolo preview pdf
e Add functionality to bolo-route, bolo-repository

Modeling

e Refer to UML diagrams in Appendix A: Static UML Diagrams, Figure sp2-11 and
Dynamic UML Diagrams, Figure sp2-11

User Story #937 View Bolo Details for Theft-Boat

Acceptance Criteria:
e The user should be able to view details for Theft-Boat BOLO
e The system will display the specific view
e The user will be able to generate a pdf

Related Tasks:

Create new detail view for Theft-Boat
Create the route for the details view
Create new view for Theft-Boat pdf
Create new route for Theft-Boat pdf

Modeling

e Refer to UML diagrams in Appendix A: Static UML Diagrams, Figure sp2-12 and
Dynamic UML Diagrams, Figure sp2-12

User Story #938 Edit Bolo for Theft-Boat

Acceptance Criteria:
e The user should be able to edit the BOLO for Theft-Boat
The system will display the specific edit view
The view will be populated with the current data
The user will be able modify the related fields
The system will be able to publish the updated data

Related Tasks:
e Create new edit view for Theft-Boat
e Create the route for the edit view
e Insert a confirmed token for the bolo

Modeling

e Refer to UML diagrams in Appendix A: Static UML Diagrams, Figure sp2-13 and
Dynamic UML Diagrams, Figure sp2-13
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Sprint 3
(06/20/2016 — 07/03/2016)

User Story #934 Remove empty fields from PDF bolo for display

Acceptance Criteria:
e When abolo is viewed or displayed in any way, any fields not filled in should not be
displayed
e All fields should be displayed when the bolo is updated

Related Tasks:

e Documentation
User story
Diagrams
Use case
Sequence
Class
Code test

Modeling

e Refer to UML diagrams in Appendix A: Static UML Diagrams, Figure sp3-1 and
Dynamic UML Diagrams, Figure sp3-1

User Story #935 Add drop down menu for links such as settings, user guide, logout and others
to be added at a later time

Acceptance Criteria:
e Avoid crowding of the menu bar.
e Make it easier to add featured links in the future without crowding

Related Tasks:
e Test the new drop down button and new menu items work
e Add a like for the About Us page
e Add a link for the User Guide

Modeling
e No diagrams

User Story #1006 Add a user guide page for each tier

Acceptance Criteria:
e Root user has their own guide
e Admin user has their own guide
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e Super visor user has their own guide
e officer user has their own guide

Related Tasks:
e Test each user can access their User Guide page
e Implement the details of the User guide page for all users

Modeling

e Refer to UML diagrams in Appendix A: Static UML Diagrams, Figure sp3-2 and
Dynamic UML Diagrams, Figure sp3-2

User Story #1046 Add an about us page

Acceptance Criteria:
e Display an information about the founders and development teams who took part in
building BOLO flyer

Related Tasks:
e Test each user has access to the About Us page
e Implement an About Us page

Modeling

e Refer to UML diagrams in Appendix A: Static UML Diagrams, Figure sp3-3 and
Dynamic UML Diagrams, Figure sp3-3

User Story #1011 Filter BOLOS by author and reformat the dropdown

Acceptance Criteria:
e Filter BOLOS by “My Bolos” should only display BOLOS created by the logged in user
e Reformat dropdown so user only sees All Bolos, My Bolos, and Their agencies link
e Create another dropdown with the other agencies.

Related Tasks:

Add new view to the database

Edit bolo creation algorithm

Add new bolo service function and bolo cloudant function
Add new filter "My Bolos™

Modeling

e Refer to UML diagrams in Appendix A: Static UML Diagrams, Figure sp3-4 and
Dynamic UML Diagrams, Figure sp3-4

User Story #1009 Automate database creation via scripts
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Acceptance Criteria:
e Database is torn down and built with a simple command

Related Tasks:
e Implement automation with gulp
e Research options

Modeling

e No diagrams

User Story #1008 Prevent user email domain from being something other than their agency's
domain

Acceptance Criteria:

e When Root creates an agency there should be an obligatory field to fill out for agency
domain

e When Root creates a user he has the freedom to set any email for that user

e When an Admin wants to create a user for his agency that users domain is limited to be
the admin’s agency’ domain

e When a Root user wants to edits an agency he should have the ability to change the
agency domain field.

Related Tasks:
e Validate user creation form

e Edit user creation page

e Edit Agency edit page

e Edit agency create page

e Edit agency database model
Modeling

e Refer to UML diagrams in Appendix A: Static UML Diagrams, Figure sp3-5 and
Dynamic UML Diagrams, Figure sp3-5

User Story #889 Change bolo email to no-reply

Acceptance Criteria:
e Any emails that are received should originate from noreply@boloflyer.com

Related Tasks:
e Change the email variable

Modeling

e No diagrams
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User Story #931 Create script to reset DB Schema

Acceptance Criteria:
e Changes inserted into the database update script are reflected in Cloudant.
e No document is missing after the database is updated

Related Tasks:
e Integrate with existing design Documents
e Create method to update views
e Create method to update indexes

Modeling

e Refer to UML diagrams in Appendix A: Static UML Diagrams, Figure sp3-6 and
Dynamic UML Diagrams, Figure sp3-6

User Story #985 Enhance ImageService

Acceptance Criteria:
e Images are compressed to less than 1 MB size
e Images in BOLO flyers keep the same layout regardless of original size of the image
e Images keep good quality standards.

Related Tasks:
e Edit pdfs templates for BOLOs
e Update image-service compression settings

Modeling
e No diagrams

User Story #986 Unsubscribe from BOLO emails

Acceptance Criteria:
e When users click on the link they are unsubscribed from the specific agency
e  Users are authenticated before been unsubscribed.

Related Tasks:
e Create Method for change user notifications
e Update Account Router
e Update Bolo Notification Template

Modeling

e Refer to UML diagrams in Appendix A: Static UML Diagrams, Figure sp3-7 and
Dynamic UML Diagrams, Figure sp3-7
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User Story #1001 Implement routes with authentication

Acceptance Criteria:
e Users are asked to authenticate when they access the system regardless of the URL they
are using,
e Users are routed to the original URL after login

Related Tasks:
e Update user service to re-direct to original request
e Update app.js to keep original request

Modeling

e Refer to UML diagrams in Appendix A: Static UML Diagrams, Figure sp3-8 and
Dynamic UML Diagrams, Figure sp3-8

User Story #1007 Redesign Filter by Agencies in Home page

Acceptance Criteria:

e Only BOLOs from the Agency selected are shown

e The number of pages shown relates to the number of BOLOs for the particular agency
Related Tasks:

e Create algorithm to skip results in Cloudant DB search

e Update BOLO service

e Update BOLO repository algorithm for filter

Modeling

e Refer to UML diagrams in Appendix A: Static UML Diagrams, Figure sp3-9 and
Dynamic UML Diagrams, Figure sp3-9

User Story #1033 Fix several bugs

Acceptance Criteria:
e Fix all the issues reported with the subscription management when the agency’s names is
composed by two words.
e Fix the login from shortcuts saved on Apple devices as PNG files.
Related Tasks:
e Fix unsubscription on Agencies with names with more than one word
e Fix routing when login in from shortcuts on Apple devices

Modeling
e No diagrams

User Story #990 Redesign and add validations for General Bolo Template
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Acceptance Criteria:

The general Bolo template will include two new fields: address and zip code
The preview, view, edit, preview pdf, generate pdf for general bolo have to be working
Validations of different fields will be included

Related Tasks:

Add zip code variable to Bolo entity

Add zip code field to general Bolo template

Add id values to mixins input_text and select_options

Add zip code field to the preview view

Add zip code and address to preview pdf and generate pdf, adding the validation of show
only if they are not blank

Add zip code to the details view

Add zip code and address to the edit view

Removed “N/A’ option and sorted alphabetically

Add validations for different fields and placeholders

Modeling

Refer to UML diagrams in Appendix A: Static UML Diagrams, Figure sp3-10 and
Dynamic UML Diagrams, Figure sp3-10

User Story #981 Implement Search for New Bolo Templates

Acceptance Criteria:

The search will work with Theft-Auto Bolo
The search will work with Theft-Boat Bolo

Related Tasks:

Creation of a new Drop Menu for Search Bolo with three categories: General Bolo,
Theft-Auto and Theft-Boat

Creation of new page for Theft-Auto Search

Creation of new page for Theft-Boat Search

Creation of index for the attributes for Theft-Auto

Creation of index for the attributes for Theft-Boat

Creation of new routes for the new pages

Creation of service for the new pages

Modeling

Refer to UML diagrams in Appendix A: Static UML Diagrams, Figure sp3-11 and
Dynamic UML Diagrams, Figure sp3-11

User Story #991 Redesign and add validations for Theft Auto Template
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Acceptance Criteria:
e The Theft — Auto template will include a new redistribution and new fields
e The preview, view, edit, preview pdf, generate pdf for Theft Auto bolo have to be
working
e Validations of different fields will be included

Related Tasks:
e Creation of new variables and attributes
Reorganization and re connection of the page
Reorganization and update
Addition to pdf service the new attributes for preview pdf
Reorganization and update of attributes for auto details
Reorganization and update of attributes for bolo edit auto form and addition of attributes
for pdf view
Creation of new file for scripts
e Addition of validations for the different fields to the script file

Modeling

e Refer to UML diagrams in Appendix A: Static UML Diagrams, Figure sp3-12 and
Dynamic UML Diagrams, Figure sp3-12

User Story #992 Redesign and add validations for Theft Boat Template

Acceptance Criteria:
e The Theft — Boat template will include a new redistribution and new fields
e The preview, view, edit, preview pdf, generate pdf for Theft Boat bolo have to be
working
e Validations of different fields will be included

Related Tasks:
e Creation of new variables and attributes
Reorganization and re connection of the page
Reorganization and update
Creation of three new sections for theft boat: vessel, propulsion and trailer
Addition to pdf service the new attributes for preview pdf
Reorganization and update of attributes for boat details
Reorganization and update of attributes for bolo edit auto form and addition of attributes
for pdf view
e Addition of validations for the different fields to the script file

Modeling

e Refer to UML diagrams in Appendix A: Static UML Diagrams, Figure sp3-13 and
Dynamic UML Diagrams, Figure sp3-13
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User Story #1030 Delete the Ongoing Status from Bolo

Acceptance Criteria:
e After the period of time designed the bolo status will not be “ongoing” anymore, only
blank will be shown
Related Tasks:
e Remove “ongoing” status after the expiration time from Bolos

Modeling

e No diagrams

Sprint 4

(07/04/2016 — 07/17/2016)

User Story #1010 Create a front end page for root to customize system settings

Acceptance Criteria:
e link for the ability to change agency domain
¢ link for the ability to change brute force attempts
e link for the ability to change system timeout session

Related Tasks:
e Test root access to the system settings page
e Implement interface to give root access to customize system settings

Modeling

e Refer to UML diagrams in Appendix A: Static UML Diagrams, Figure sp4-1 and
Dynamic UML Diagrams, Figure sp4-1
User Story #1096 Implement a link to download a PDF of the user's guide based on user's tier

Acceptance Criteria:
¢ alink on the user’s guide page to download a PDF version of the user’s guide

e user guide for the root

e user guide for an administration

e user guide for a supervisor

e user guide for an officer
Related Tasks:
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e Test the implementation of the PDF for the "User's Guide"
e Create a page that will create a PDF of the user's guide

Modeling

e Refer to UML diagrams in Appendix A: Static UML Diagrams, Figure sp4-2 and
Dynamic UML Diagrams, Figure sp4-2

User Story #1097 Implement an About Miami Dade County Association of Chief of Police
(MDCACP) page

Acceptance Criteria:
e implement an about MDCACP page for BOLO
e MUST not require login credentials to view
e Must have a logo that links to the MDCACP website

Related Tasks:
e test the implementation of the MDCACP page
e create the about us page for A.C.O.P.

Modeling

e Refer to UML diagrams in Appendix A: Static UML Diagrams, Figure sp4-3 and
Dynamic UML Diagrams, Figure sp4-3

User Story #1098 Create an about us page for Florida International University's (FIU)
contribution

Acceptance Criteria:
e Implement an about FIU’s Contribution page for BOLO
Must be mobile responsive
MUST not require login credentials to view
Must have a logo that links to the FIU website
Must have introduction for the professor Sadjadi
Must have a link to his home page
Must have introduction for the professor’s TA, Mohsen
Must have link to VIP page
Must display by semester
Each of student’s images who worked on BOLO
Student’s name
Student’s email
one main feature the student worked on
graduation date

Related Tasks:
e Test the implementation of the FIU contribution page
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e Create the about us page for FIU

Modeling
e Refer to UML diagrams in Appendix A: Static UML Diagrams, Figure sp4-4 and
Dynamic UML Diagrams, Figure sp4-4

User Story #1099 Create an about us page for IBM's contribution

Acceptance Criteria:

e Implement an about IBM’s Contribution page for BOLO
Must be mobile responsive
MUST not require login credentials to view
Must have a logo that links to the product used for website
Must have introduction for each mentor
Must have a link to Mentor’s web page (if available)

Related Tasks:
e Test the implementation of the IBM's contribution page
e Create the about us page for IBM

Modeling
e Refer to UML diagrams in Appendix A: Static UML Diagrams, Figure sp4-5 and
Dynamic UML Diagrams, Figure sp4-5

User Story #1100 Create a page where root can retrieve data for analysis

Acceptance Criteria:

e Must include agency picker list to choose from where root is not required to select all
data

e Must include date ranges where root is not required to select all data
e Must be easy to implement new search criteria at a later date.

Related Tasks:
e test roots access to the down load data for analysis page
e Implement down load data for analysis page for root

Modeling

e Refer to UML diagrams in Appendix A: Static UML Diagrams, Figure sp4-6 and
Dynamic UML Diagrams, Figure sp4-6

User Story #1014 Lock user account after 10 incorrect login attempts

Acceptance Criteria:
e User is locked out of his account if he tried to incorrectly login 10 times
o User will be forced to reset his password if his account has been locked and is inactive.
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e Ifuser logs in successfully before the 10th try the counter will reset.
e When the user changes his password the account will also be reactivated

Related Tasks:
e Implement algorithm to lock user out of system
e Edit user db model
e Add functionality to passport authentication strategy

Modeling

e Refer to UML diagrams in Appendix A: Static UML Diagrams, Figure sp4-7 and
Dynamic UML Diagrams, Figure sp4-7

User Story #1038 Filter by multiple agencies in bolo list page

Acceptance Criteria:
e User must be able to select any permutation of agencies from a dropdown.
e After hitting submit, the user should be brought to a page where they can see the bolos
from the agencies they selected.

Related Tasks:
¢ Implement backend algorithm to call agencies from the Database
e Create a call that sends the selected agencies to a backend route
e Implement a dropdown to select multiple agencies

Modeling

e Refer to UML diagrams in Appendix A: Static UML Diagrams, Figure sp4-8 and
Dynamic UML Diagrams, Figure sp4-8

User Story #890 Implement Watermarks for agencies

Acceptance Criteria:
e Root is able to add/change watermarks for all agencies
e |If present, all BOLOs for the Agency have the watermark inserted.
e Watermarks are inserted in all PDF previews of the BOLOS

Related Tasks:
e Add validations to make Watermark optional
Update BOLO pdf previews
Update BOLO-preview
Update Agency router
Update Agency-Edit form
Add WaterMark field to Create-Agency template

Modeling
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e Refer to UML diagrams in Appendix A: Static UML Diagrams, Figure sp4-9 and
Dynamic UML Diagrams, Figure sp4-9

User Story #1037 Allow Tier 3 users to control Agency settings

Acceptance Criteria:
e Tier 3 users have access to Agency management for their own agency only
e Tier 3 us able to control user subscriptions within their own agencies

Related Tasks:
e Implement subscription management on Agency Service

e Add fields to Agency Domain

e Update Admin-Agency page

e Update Admin Navigations
Modeling

e Refer to UML diagrams in Appendix A: Static UML Diagrams, Figure sp4-10 and
Dynamic UML Diagrams, Figure sp4-10

User Story #1081 Prevent Tier 3 users from granting Root access

Acceptance Criteria:
e Admin users are only able to grant roles from Officer-Administrator
e Root users are able to grant any role

Related Tasks:
e Update User-Edit-Details template

Modeling

e Refer to UML diagrams in Appendix A: Static UML Diagrams, Figure sp4-11 and
Dynamic UML Diagrams, Figure sp4-11

User Story #1083 Prevent Officers from previewing PDFs before confirmation

Acceptance Criteria:
e Option to view PDF is not available for Officers when BOLOs are created

Related Tasks:
e Update BOLO create route to avoid PDFs creation
e Update BOLO create Template

Modeling

e Refer to UML diagrams in Appendix A: Static UML Diagrams, Figure sp4-12 and
Dynamic UML Diagrams, Figure sp4-12
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User Story #1087 Implement time retrieval points for data analysis for Create Bolo (General -
Auto - Boat)

Acceptance Criteria:
e The new fields created date reported and time reported are required for create Bolo
(General, Auto and Boat)
e The new Bolo cannot be submitted if these time retrieval points are empty
e These new fields should be shown in the preview and pdf view for General, Auto and
Boat

Related Tasks:

e Create the new attributes for Bolos (General, Auto and Boat)

e Create the new indexes for these new attributes

e Create the fields date reported and time reported for data analysis in Create Bolos
(General, Auto and Boat)

e Create the validations for date reported and time reported fields for Create Bolos
(General, Auto and Boat)

e Create the ability for the submit button to be disabled if that data is not completed
(General, Auto and Boat)

e Create the ability for be displayed in the preview view (General, Auto and Boat)

e Create the ability for be display in the pdf view (General, Auto and Boat)

e Fix PDF for overlapping columns

Modeling

e Refer to UML diagrams in Appendix A: Static UML Diagrams, Figure sp4-13 and
Dynamic UML Diagrams, Figure sp4-13

User Story #1119 Implement time retrieval points for data analysis for Edit Bolo (General -
Auto - Boat)
Acceptance Criteria:

e The new fields created date recovered, time recovered, zip code recovered, agency
recovered are required for Edit Bolo (General, Auto and Boat), while address recovered
is not required

e The edited Bolo cannot be submitted if these time retrieval points are empty

e The new fields should be shown in the view details and pdf view for General, Auto and
Boat

Related Tasks:
e Create the fields date recovered, time recovered, address recovered, zip code recovered
and agency recovered,for data analysis in Update Bolos (General, Auto and Boat)
e Create the validations for date recovered, time recovered, zip code recovered and agency
recovered fields for Update Bolos (General, Auto and Boat)
e Create the ability for these fields to be hidden and to be shown when an update occurs
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e Create the ability for the submit button to be disabled if that data is not completed
(General, Auto and Boat)

e Create the ability for be displayed in the preview view (General, Auto and Boat)

e Create the ability for be display in the pdf view (General, Auto and Boat)

Modeling

e Refer to UML diagrams in Appendix A: Static UML Diagrams, Figure sp4-14 and
Dynamic UML Diagrams, Figure sp4-14

User Story #1088 Deactivate and Activate User Accounts from Root and Administrator

Acceptance Criteria:
e The root administrator will see the button to activate / deactivate users into the user
management view
e The button will change the status to active or inactive

Related Tasks:
e Create the new button to activate / deactivate
e Show the page with the status
e The button will change the status to active or deactivate

e Create the call in the user route
e Create the service for deactivate users
e Publish the route in index

Modeling

e Refer to UML diagrams in Appendix A: Static UML Diagrams, Figure sp4-15 and
Dynamic UML Diagrams, Figure sp4-15

Sprint 5
(07/18/2016 — 07/31/2016)

User Story #1094 Implement confirmation of BOLO updates

Acceptance Criteria:
e Email confirmation is triggered when a BOLO is updated
e Information on BOLO is not changed until the BOLO is confirmed.

Related Tasks:
e Adapt update to change attachments
Create algorithm to pull changes from temporary BOLO
Create confirmation route
Create Update email routes and methods
Create temporary Bolo with changes
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e Change BOLO domain to allow references

Modeling
e Refer to UML diagrams in Appendix A: Static UML Diagrams, Figure sp5-1 and
Dynamic UML Diagrams, Figure sp5-1

User Story #1155 Change PDF labels

Acceptance Criteria:
e Bolo status shows in font 23 and Bold

Related Tasks:
e Update PDF service

Modeling
e Refer to UML diagrams in Appendix A: Static UML Diagrams, Figure sp5-2 and
Dynamic UML Diagrams, Figure sp5-2

User Story #1086 Change Interactive Edit Menu to Static Label for Status. Keep Data Field
Contents After Validations When a New User and a New Agency is Created. Add New Aesthetic
for Bolo Buttons

Acceptance Criteria:
e Change Interactive Edit Menu to Static Label for Status.
e Keep Data Field Contents After Validations When a New User and a New Agency is
Created.
e Add New Aesthetic for Bolo Buttons.

Related Tasks:
e Change Interactive Edit Menu to Static Label for Status.
o Keep Data Field Contents After Validations When a New User and a New Agency is
Created.
e Add New Aesthetic for Bolo Buttons

Modeling
e No diagrams

User Story #1089 Show Edit and Archive only for Root and Administrators and Only View for
Users. Create the functionality to go back for Details for Bolos (General, Auto and Boat). Create
the ability for view a Bolo when it is Archived, and show edit and restore for Root

Acceptance Criteria:
e Show Edit and Archive only for Root and Administrators and Only View for Users.
e Create the functionality to go back for Details for Bolos (General, Auto and Boat).
e Create the ability for view a Bolo when it is Archived, and show edit and restore for Root
and Administrators
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Related Tasks:
e Show Edit and Archive only for Root and Administrators and Only View for Users.
e Create the functionality to go back for Details for Bolos (General, Auto and Boat).
e Create the ability for view a Bolo when it is Archived, and show edit and restore for Root
and Administrators

Modeling
e No diagrams

User Story #1163 Connect system setting page to backend

Acceptance Criteria:
e Select from one to all agencies
e Download must be a CSV file

Related Tasks:
e Test the connection of the back end
e Connect the interface to the back end

Modeling
e No diagrams

User Story #1164 connect data analysis page to backend

Acceptance Criteria:
e Select from one to all agencies
e Download must be a CSV file

Related Tasks:
e Brute force attempts should have a minimum and a maximum number of 3 and 10
e System timeout setting should be as short as 10 minutes and as long as four hours

Modeling
e No diagrams
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SYSTEM DESIGN

The system uses the hexagonal architecture, a variation of three tier. The domain layer
determines the entire system since each domain is associated with services and repositories from
the application layer. The hexagonal architecture allows the design to evolve the ports and
adapters into micro-services.

The application is hosted on IBM Bluemix cloud platform. It uses some services provided
through Bluemix, such as Cloudant (database) and Sendgrid (email service). Outside of the
application layer there are other micro-services that interact with the application. The selected
structure facilitates the scalability and maintainability of the system. It makes easy to add
features without affecting essential functionalities.

This chapter provides an overview of the Architectural patterns used to design the application; it
also describes the different subsystems in which the application was divided and the different
Design patterns used. A Deployment diagram is included to depict how the system was
implemented.

Architectural Patterns

BOLO 5.0 uses a Hexagonal architecture. There are five main elements that determine the
system’s functionality; users, agencies, bolos, data subscribers and system settings. These items
determine the domain, from which all the system’s features are derived. One advantage of this
architectural pattern is the ability to have several layers for the different subsystems. All features
within the application are determined through routes which transfer the requests a service, which
send the correct call to a repository, which is the entity allowed to read and write from the
Cloudant database. The multilayered approach provides advantages in terms of security, testing
and scalability, since it makes easy to add new services without affecting core functionalities.

System and Subsystem Decomposition

BOLO 5.0 is divided into five major subsystems; agencies, users, bolos, data subscribers and
system settings. All subsystems are composed by views, a router, a service, and a repository. The
proper functionality of the system relies on the interaction among all 5 subsystems.

Agency Subsystem: It handles agency creation, edition, and deactivation. Without an agency, no
user or bolo can exist in the system.

User Subsystem: It handles account and user management. It allows users to be created, edited,
and deleted. It also oversees account functionality such as passwords, login, and logout.
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Bolo Subsystem: Being the most extensive one, it manages all bolo-related functionality such as
creation, previewing, PDF, Email, and others.

Data Subscriber Subsystem: It handles the data subscriber’s management. Data Subscribers are
third party systems that receive the feed of all new BOLOs as JSON documents.

System Settings Subsystem: It handles some core settings for the security of the application,
such as session timeouts and number of login attempts before an account is locked. These
settings are updated by Root users.

Deployment Diagram
Bolo 5.0 runs on IBM Bluemix cloud platform. It uses IBM Cloudant as database for document
and attachment storage.

Figure 1 - Package diagram
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Figure 2 - General Deployment Diagram

Figure 3 - Minimal Class Diagram

Design Patterns

The following design patterns were chosen during the last iteration of the system and they have
been maintained for the current one:
e Observer: This is essential to maintain an organized execution of asynchronous calls in
order to prevent the system from malfunctioning.
e Adapter: It is necessary to “adapt” the system to the services being utilized such as
Sendgrid.
e Repository: This abstraction is used to mediate between the domain and the persistent
data storage so that if the database service was to be changed, it can be done without
altering the entire code.

August 4th, 2016 Page 43 of 232


https://drive.draw.io/#G0Bw0gfTN_oxKscUVrTjFYcDNSa0U

Final Deliverable Bolo Flier Creator v5.0

SYSTEM VALIDATION

Unit test is essential to test all the layers within the application. All test cases used to validate
User Stories developed are shown in this section.

User Story #887 - Remove unnecessary data from email alert
Unit Tests

Test ID: USD-887-001

Purpose: Verify whether sendgrid.send() bolo-notification email to subscribed users with
unnecessary information removed.

Preconditions: User_email has been requested and received.

Input: (payload, function(err, json) )

Expected Output: email notification has been delivered with additional text removed

Test ID: USD-887-002

Purpose: Verify whether sendgrid.send() bolo-notification email to subscribed users with
unnecessary information removed.

Preconditions: User_email has been requested and received by helper functions

Input: (payload, function(err, json) )

Expected Output: Console.log(err)

User Story #892 - Expire passwords after 90 days old.

Unit Tests

Test ID: U-892-1-Sunny Day

Purpose: Test that the user is logged in if password is not expired

Preconditions: User.passwordLifetime >= Date.now() + 5 days

Input: Username: jason, password: Jasoncohenl

Expected Output: Passport return User object with session key

Test ID: USD-892-2 Rainy Day

Purpose: Test that the user is not allowed logon if password is expired
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Preconditions: User.passwordLifetime <= Date.now()

Input: Username: jason, password: Jasoncohenl

Expected Output: Passport return null

Integration Tests

Test ID: 1-892-1

Purpose: Test that a call to the userService returns a user

Preconditions: System is running

Input: userService.geByUsername( ‘jasonl’)

Expected Output: userService returns jasonl user object

User Story #882 - Implement WildCard Search field.

Unit Tests

Test ID: U-882-1

Purpose: Tests that if all values are searched when wildcard field is filled out.

Preconditions: System must be functional, BOLO testBOLO must exist in database

Input: WildCard field="information”

Expected Output: testBOLO

Integration Tests

Test ID: 1-882-1

Purpose: Tests that wildcards are used along with regular search fields when MatchField
checkbox is unchecked. (Search must follow same behavior as logical OR)

Preconditions: System must be functional, BOLO testBOLO must exist in database

Input: WildCard field="information”, First Name= "someUser"

Expected Output: testBOLO
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Test ID: 1-882-2

Purpose: Tests that wildcards are used along with regular search fields when MatchField
checkbox is checked. (Search must follow same behavior as logical AND)

Preconditions: System must be functional, BOLO testBOLO must exist in database

Input: WildCard field="information”, First Name= "someUser"

Expected Output: Null

User Story #888 - Open PDF documents in new tab.

Unit Tests

Test ID: U-888-1

Purpose: Test that PDFs open in new tab

Preconditions: System must be functional, BOLO testBOLO must exist in database

Input: Select View PDF for testBOLO

Expected Output: testBOLO PDF in new tab

User Story #894 - Update all Pages to Bolo v5.0.

Unit Tests

Test ID: U-894-1

Purpose: Validate that all pages show Bolo 5.0

Preconditions: System must be functional

Input: Access all navigations

Expected Output: All pages show Bolo 5.0 version

User Story #895 - Create template for Theft-Boat BOLO.

Unit Tests

Test ID: UT-895-001-Sunny Day

Purpose: Test Boat-Theft template view when the Boat - Theft option is selected
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Preconditions: The create-bolo webpage is shown

Input: Boat-Theft option is selected

Expected Output: Render the data for the Boat-Theft template

Test ID: UT-895-002-Rainy Day

Purpose: Test Boat-Theft template view when the Boat - Theft option is not selected

Preconditions: The create-bolo webpage is shown

Input: General bolo option is selected

Expected Output: Render the data for the general bolo template

Integration Tests

Test ID: I1T-895-001-Sunny Day

Purpose: Test show Boat-Theft template when that selection is chosen

Preconditions: The server is active, The user is logged in, The user is in the homepage

Input: The user clicks on create bolo button, The user chooses the THEFT - BOAT option
from categories

Expected Output: The create BOLO webpage is populated with the related fields

Test ID: 1T-895-002-Rainy Day

Purpose: Test show Boat-Theft template when another section is chosen

Preconditions: The server is active, The user is logged in, The user is in the homepage

Input: The user clicks on create bolo button, The user chooses an option different to THEFT -
BOAT from categories

Expected Output: The create BOLO webpage is populated with values not related with the
THEFT - BOAT template
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User Story #881 - Create template for Theft-Auto BOLO.

Unit Tests

Test ID UT-881-001-Sunny Day

Purpose: Test Auto-Theft template view when the Auto - Theft option is selected

Preconditions: The create-bolo webpage is shown

Input: Auto-Theft option is selected

Expected Output: Render the data for the Auto-Theft template

Test ID: UT-881-002-Rainy Day

Purpose: Test Boat-Theft template view when the Auto - Theft option is not selected

Preconditions: The create-bolo webpage is shown

Input: General bolo option is selected

Expected Output: Render the data for the general bolo template

Integration Tests

Test ID: 1T-881-001-Sunny Day

Purpose: Test show Auto-Theft template when that selection is chosen

Preconditions: The server is active, The user is logged in, The user is in the homepage

Input: The user clicks on create bolo button, The user chooses the THEFT - Auto option from
categories

Expected Output: The create BOLO webpage is populated with the related fields

Test ID: 1T-881-002-Rainy Day

Purpose: Test show Auto-Theft template when another section is chosen

Preconditions: The server is active, The user is logged in, The user is in the homepage

Input: The user clicks on create bolo button, The user chooses an option different to THEFT -
Auto from categories
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Expected Output: The create BOLO webpage is populated with values not related with the
THEFT - Auto template

User Story #893 - Authenticate password reset confirmation

Integration Tests

Test ID ISD-893.001

Purpose: This test is the confirmation password is required when resetting the user password
as an administrator.

Preconditions: Administrator must be logged into the system and on the password reset page.
This page should display two empty text fields, one for the password and the other for the
confirmation password. In addition it should also display a submit button

Input:
Password = JASONcohen4
Confirmation password = JASONcohen4

Click submit button

Expected Output: The administrator is taken to their information page with an information
message displayed stating, “User update successful.

Test ID: ISD-893.002

Purpose: This test is to authenticate the confirmation password is required when resetting the
another user’s password as an administrator.

Preconditions: Administrator must be logged into the system and on the password reset page
for another employee. This page should display two empty text fields, one for the password
and the other for the confirmation password. In addition it should also display a submit button

Input:
1. Password = JASONCcohen2
2. Confirmation password = JASONcohen2

3. Click submit button

Expected Output: The administrator is taken to the user’s information page with their
information displayed with a message stating, “User update successful.

Test ID: 1SD-893.003
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Purpose: This test is the confirmation password is required when resetting the user password
as an officer.

Preconditions: An officer must be logged into the system and on the password reset page (via
email request). This page should display two empty text fields, one for the password and the
other for the confirmation password. In addition it should also display a submit button.

Input:
1. Password = JASONcohenl
2. Confirmation password = JASONCcohenl

3. Click submit button

Expected output: The administrator is taken to the their information page with an information
message displayed stating, “User update successful.”

Actual output: Pass

Test ID: IRD-893.004

Purpose: This test is to authenticate the confirmation password is required when resetting the
user password as an administrator.

Preconditions: Administrator must be logged into the system and on the password reset page.
This page should display two empty text fields, one for the password and the other for the
confirmation password. In addition it should also display a submit button.

Input:
1. Password = JASONcohen4
2. Confirmation password = Blank

3. Click submit button

Expected output: The administrator is redirected back to the password reset page with a
message displayed stating, “Confirmation can’t be blank.”

Actual output: Pass

Test ID: IRD-893.005

Purpose: Test is the confirmation password is required when resetting the another user’s
password as an administrator.

Preconditions: Administrator must be logged into the system and on the password reset page
for another employee. This page should display two empty text fields, one for the password
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and the other for the confirmation password. In addition it should also display a submit button.

Input:
1. Password = JASONcohen2
2. Confirmation password = Blank

3. Click submit button

Expected output: The administrator is redirected back to the password reset page with a
message displayed stating, “Confirmation can’t be blank.”

Actual output: Pass

Test ID: IRD-893.006

Purpose: This test is to authenticate the confirmation password is required when resetting the
user password as an officer.

Preconditions: An officer must be logged into the system and on the password reset page (via
email request). This page should display two empty text fields, one for the password and the
other for the confirmation password. In addition it should also display a submit button.

Input:
1. Password = JASONcohenl
2. Confirmation password = Blank

3. Click submit button

Expected output: The officer is redirected back to the password reset page with a message
displayed stating, “Confirmation can’t be blank.”

Actual output: Pass

User Story #919 - Adjust the timeout secession to ten minutes

Integration Tests

Test ID ISD-919.001
Purpose To verify the system automatically logs the root user out.
Pre Conditions e The server and application are up and running.

e Root user is logged in with valid credentials
e System has received no input for 10 minutes

Inputs None
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Expected Outputs | Upon refresh, the root user will be taken back to the login page.

Test ID ISD-919.002
Purpose To verify the system automatically logs an administrator out.
Pre Conditions o The server and application are up and running.

o Administrator user is logged in with valid credentials
o System has received no input for 10 minutes

Inputs None

Expected Outputs | Upon refresh, the root user will be taken back to the login page.

Test ID ISD-919.003
Purpose To verify the system automatically logs an officer out.
Pre Conditions e The server and application are up and running.

« Officer user is logged in with valid credentials
e System has received no input for 10 minutes

Inputs None

Expected Outputs | Upon refresh, the login page will be displayed

User Story #930 - Send email notification after my password has been reset

Integration Tests

Test ID: 1SD-930-001

Purpose: This test is the confirmation password is required when resetting the user password
as an administrator.

Preconditions: Administrator must be logged into the system and on the password reset page.
This page should display two empty text fields, one for the password and the other for the
confirmation password. In addition it should also display a submit button.
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Input:
1. Password = JASONcohen4
2. Confirmation password = JASONcohen4

3. Click submit button

Expected output: The administrator will receive an email their password has been changed.

Actual output: Pass

Test ID: 1SD-930-002

Purpose: This test is to authenticate the confirmation password is required when resetting the
another user’s password as an administrator.

Preconditions: Administrator must be logged into the system and on the password reset page
for another employee. This page should display two empty text fields, one for the password
and the other for the confirmation password. In addition it should also display a submit button.

Input:
1. Password = JASONCcohen2
2. Confirmation password = JASONcohen2

3. Click submit button

Expected output: The administrator will receive an email about an account update

Actual output: Pass

Test ID: 1SD-930-003

Purpose: This test is the confirmation password is required when resetting the user password
as an officer.

Preconditions: An officer must be logged into the system and on the password reset page (via
email request). This page should display two empty text fields, one for the password and the
other for the confirmation password. In addition, it should also display a submit button.

Input:
1. Password = JASONcohenl
2. Confirmation password = JASONcohenl

3. Click submit button

Expected output: The officer will receive an email about their account update
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Actual output: Pass

Test ID: IRD-930-004

Purpose: This test is to authenticate the confirmation password is required when resetting the
user password as an administrator.

Preconditions: Administrator must be logged into the system and on the password reset page.
This page should display two empty text fields, one for the password and the other for the
confirmation password. In addition it should also display a submit button.

Input:
1. Password = JASONcohen4
2. Confirmation password = Blank

3. Click submit button

Expected output: No email will be sent

Actual output: Pass

Test ID: IRD-930-005

Purpose: Test is the confirmation password is required when resetting the another user’s
password as an administrator.

Preconditions: Administrator must be logged into the system and on the password reset page
for another employee. This page should display two empty text fields, one for the password
and the other for the confirmation password. In addition it should also display a submit button.

Input:
1. Password = JASONcohen2
2. Confirmation password = Blank

3. Click submit button

Expected output: No email will be sent

Actual output: Pass

Test ID: IRD-830-006

Purpose: This test is to authenticate the confirmation password is required when resetting the
user password as an officer.
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Preconditions: An officer must be logged into the system and on the password reset page (via
email request). This page should display two empty text fields, one for the password and the
other for the confirmation password. In addition it should also display a submit button.

Input:
1. Password = JASONcohenl
2. Confirmation password = Blank

3. Click submit button

Expected output: No email will be sent

Actual output: Pass

User Story #879 - Implement BOLO creation confirmations via email

Unit Tests
ID: U-879-1 - Sunny Day
Purpose: Create a BOLO and check that confirmation email is sent

Preconditions: | Application is running

Input: { category: theft, FirstName: Test, LastName: Bolo, Sex: male, Height: 05-09,
Weight: 200, Featuredimage: Bolol.png }

Expected Bolo is created and email is sent out to subscribers

Output:

ID: U-879-2

Purpose: Try to confirm BOLO with incorrect token

Preconditio | Email has been sent to user with generated bolo token

ns:

Input: GET request to:
http://bolo. mybluemix. net/bolo/confirmBolo/3d26d15eded51332d0919de
93da07e762bbd470c

Expected | System will respond that the bolo does not exist
Output:
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ID: 1-892-1

Purpose: Test that the application confirms the bolo succesfully

Preconditio | System is running

ns:

Input: http://bolo.mybluemix.net/bolo/confirmBolo/3d26d15eded51332d0919de93da07e
762bbd470c

Expected Bolo confirmed field is set to true

Output:

User Story #880 - Send feed of BOLOs as JSON documents

Unit Tests

ID: U-880-1

Purpose: Validate if Sendgrid service sends BOLOs as JSON objects to required active

subscribers

Preconditions:

testBOLO has been confirmed

Input: testBolo

Expected Email received with testBOLO

Output:

ID: U-880-2

Purpose: Validate if Sendgrid service sends BOLO’s attachments to required active

subscribers along with JSON object

Preconditions:

testBOLO has been confirmed and featured image has been inserted

Input: testBolo
Expected Email received with testBOLO and featured image attached
Output:

Integration Tests
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ID:

1-880-1

Purpose:

Validate if deactivation of Data Subscriber through Admin-router prevent the
subscriber from receiving notifications

Preconditions:

testBOLO has been confirmed and testDataSubscriber has been inactivated

Input: testBolo

Expected Email received with testBOLO and featured image attached by all active data
Output: subscribers, not by testDataSubscriber

User Story #920 - Compress images upon upload

Unit Tests

ID: U-920-1

Purpose: Validate System compress images bigger than threshold on Agency Creation.

Preconditions:

System Administrator fills all Agency fields

Input:

Images for Agency shield and logo

Expected Output:

Images are compressed to meet the system requirements

ID:

U-920-2

Purpose:

Validate System compress images bigger than threshold on Bolo Creation.

Preconditions:

System Administrator fills all Bolo fields

Input:

testBOLO

Expected Output:

All images loaded into the BOLO are compressed

Integration Tests

ID:

1-920-1

Purpose:

Validate that the System handles image compression correctly when creating

August 4th, 2016

Page 57 of 232




Final Deliverable

Bolo Flier Creator v5.0

the PDFs.

Preconditions:

testBOLO has been confirmed

Input: testBOLO
Expected Email attachment received on BOLO creation is less than 50KB big
Output:

User Story #896 - Create Specific Bolo for Theft-Auto

Unit Tests
ID: UT-896-001-Sunny Day
Purpose: Test create Theft-Auto bolo

Preconditions:

The create Theft-Auto webpage is shown

The user enter the data related

Input: .
e The user enters the image related
e The user clicks on the preview button
e The user clicks on the pdf button
e The user clicks on the submit button
Expected o If the preview button is clicked on, render the preview view
Output: o Ifthe pdf button is clicked on, render the preview pdf document
 If the submit button is clicked on, store the bolo on cloudant and
render the homepage
ID: UT-896-002-Rainy Day
Purpose: Test Theft-Auto template view when the Theft-Auto option is not selected

Preconditions:

The create-general-bolo webpage is shown

Input:

The user enter the data related

The user enters the image related
The user clicks on the preview button
The user clicks on the pdf button

The user clicks on the submit button

Expected
Output:

If the preview button is clicked on, render the preview view
If the pdf button is clicked on, render the preview pdf document
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If the submit button is clicked on, store the bolo on cloudant and
render the homepage

Integration Tests

ID: IT-896-001-Sunny Day

Purpose: Test create Theft-Auto bolo

Preconditions: o

The server is active
The user is logged in
The user is in the homepage

Input: .

The user clicks on create bolo button

The user clicks on the Theft-Auto button

The create Theft-Auto BOLO webpage is populated and the user enters
this info: Category (static): THEFT - AUTO; Vehicle Make: Toyota;
Vehicle Model: Camry; Vehicle Color: Blue; Vehicle Year: 2015;
Vehicle Type: xe; Vehicle Tag Number: 123xyz; Vehicle Identification
Number (VIN): IHGCM82633A004352; Featured ImageChoose File:
sketch.png; Video Link: http:www.testauto.com; Additional Info:
Testing info; Summary: Summary test.

The user clicks on the preview button

The user clicks on the pdf button

The user clicks on the submit button

Expected .
Output: .

If the preview button is clicked on, the preview webpage is shown
If the preview pdf is clicked on, the previed pdf is shown

If the submit button is clicked on, the homepage is shown and the
following message: BOLO successfully created

ID: IT-896-002-Rainy Day

Purpose: Test create Theft-Auto bolo

Preconditions: .

The server is active
The user is logged in
The user is in the homepage

Input: .

The user clicks on create bolo button

The user clicks on the Theft-boat button

The create Theft-Boat BOLO webpage is populated and the user enters
this info: Category(static): THEFT - BOAT; Boat Make: Axopart; Boat
Model: Axopart; Boat Color: White; Boat Year: 2015; Boat Type:
Cruiser Boats; Boat Hull Identification Number: XXX12345M73EX;
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The user clicks on the preview button
The user clicks on the pdf button
The user clicks on the homepage button

Boat Registration Number: LA3717ZW; Featured ImageChoose File:
boat.png; Video Link: http:www.testboat.com; Additional Info;
Testing info; Summary: Summary test.

Expected
Output:

If the preview button is clicked on, the preview webpage is shown
If the preview pdf is clicked on, the previed pdf is shown

If the submit button is clicked on, the homepage is shown and the
following message: BOLO successfully created

User Story #932 - View Bolo Details for Theft-Auto

Unit Tests
ID: UT-932-001-Sunny Day
Purpose: Test details for Theft-Auto

Preconditions:

The homepage is shown

Input: e The user clicks on the details button

e The user clicks on the pdf button
Expected  If the details button is clicked on, store the bolo on cloudant and
Output: render the homepage

« If the pdf button is clicked on, the pdf document will be generated
ID: UT-932-002-Rainy Day
Purpose: Test details for Theft-Auto when details for Theft-Boat option is selected

Preconditions:

The homepage is shown

Input: e The user clicks on the details button for Theft-Boat
e The user clicks on the pdf button
Expected o If the details button is clicked on, render the details view
Output: o Ifthe pdf button is clicked on, the pdf document will be generated
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I1D:

IT-932-001-Sunny Day

Purpose:

Test details for Theft-Auto

Preconditions:

The server is active
The user is logged in
The user is in the homepage

Input: The user clicks on details button for Theft-Auto
The user clicks on the generate pdf button
Expected If the details button is clicked on, the details view for Theft-Auto
Output: will be shown
If the generate pdf button is clicked on, the pdf document will be
shown
ID: IT-932-002-Rainy Day
Purpose: Test details for Theft-Auto

Preconditions:

The server is active
The user is logged in
The user is in the homepage

Input: The user clicks on the details button for Theft-Boat

The user clicks on the pdf button
Expected If the details button is clicked on, the details view for Theft-Boat
Output: will be shown

If the generate pdf button is clicked on, the pdf document will be
shown

User Story #933 - Edit Bolo for Theft-Auto

Unit Tests
ID: UT-933-001-Sunny Day
Purpose: Test edit Theft-Auto bolo
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Preconditions:

e The homepage is shown

Input: e The user clicks on the edit button for Theft-Auto
e The user enters the data to be changed
e The user clicks on the publish button
Expected e The updated data will be stored in on cloudant and render the
Output: homepage
ID: UT-933-002-Rainy Day
Purpose: Test edit Theft-Auto bolo when another option is selected

Preconditions:

e The homepage is shown

Input:

o The user clicks on the details button for Theft-Boat
e The user clicks on the submit button

Expected Output:

o The system will retrieve the data details for Theft-Boat

Integration Tests

1D:

IT-933-001-Sunny Day

Purpose:

Test edit Theft-Auto bolo

Preconditions:

e The server is active
e The user is logged in
e The user is in the homepage

Input: e The user clicks on the edit button for Theft-Auto
e The user enters the date to be modified
e The user clicks on the publish button
Expected e The homepage is shown and the following message: BOLO
Output: successfully updated
ID: IT-933-002-Rainy Day
Purpose: Test edit Theft-Auto bolo

Preconditions:

e The server is active
e The user is logged in
e The user is in the homepage
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Input: o The user clicks on the details button for Theft-Auto
Expected Output: o The details for Theft-Auto will be shown

User Story #936 - Create Specific Bolo for Theft-Boat

Unit Tests

ID: UT-936-001-Sunny Day

Purpose: Test create Theft-Boat bolo

Preconditions:

o The create Theft-Boat webpage is shown

The user enter the data related

Input: .
o The user enters the image related
e The user clicks on the preview button
e The user clicks on the pdf button
e The user clicks on the submit button
Expected « Ifthe preview button is clicked on, render the preview view
Output: o Ifthe pdf button is clicked on, render the preview pdf document
 If the submit button is clicked on, store the bolo on cloudant and
render the homepage
ID: UT-936-002-Rainy Day
Purpose: Test Theft-Boat template view when the Theft-Boat option is not selected

Preconditions:

o The create-general-bolo webpage is shown

Input:

The user enter the data related

The user enters the image related
The user clicks on the preview button
The user clicks on the pdf button

The user clicks on the submit button

Expected
Output:

If the preview button is clicked on, render the preview view

o If the pdf button is clicked on, render the preview pdf document
o If the submit button is clicked on, store the bolo on cloudant and
render the homepage

Integration Tests

1D:

IT-936-001-Sunny Day
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Purpose:

Test create Theft-Boat bolo

Preconditions:

e The server is active
e The user is logged in
e The user is in the homepage

Input: e The user clicks on create bolo button
e The user clicks on the Theft-Boat button
e The create Theft-boat BOLO webpage is populated and the user enters
this info: Category (static): THEFT - AUTO; Vehicle Make: Toyota;
Vehicle Model: Camry; Vehicle Color: Blue; Vehicle Year: 2015;
Vehicle Type: xe; Vehicle Tag Number: 123xyz; Vehicle
Identification Number (VIN): IHGCM82633A004352; Featured
ImageChoose File: sketch.png; Video Link: http:www.testauto.com;
Additional Info: Testing info; Summary: Summary test.
e The user clicks on the preview button
e The user clicks on the pdf button
e The user clicks on the submit button
Expected « Ifthe preview button is clicked on, the preview webpage is shown
Output: o If the preview pdf is clicked on, the previed pdf is shown
e If the submit button is clicked on, the homepage is shown and the
following message: BOLO successfully created
ID: IT-936-002-Rainy Day
Purpose: Test create Theft-Boat bolo

Preconditions:

e The server is active
e The user is logged in
e The user is in the homepage

Input: e The user clicks on create bolo button
e The user clicks on the Theft-auto button
e The create Theft-auto BOLO webpage is populated and the user enters
this info: Category(static): THEFT - AUTO; Year: 2016; Make:
Toyota; Model: Camry; Trim: Sport; Color: Black; License Plate:
HGT854; Vehicle Identification Number (VIN): VHG123456789;
Featured ImageChoose File: Car.png; Video Link:
http://www.testauto.com; Additional Info: Testing Info; Summary:
Summary Test
e The user clicks on the preview button
e The user clicks on the pdf button
e The user clicks on the homepage button
Expected o Ifthe preview button is clicked on, the preview webpage is shown
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Output:

If the preview pdf is clicked on, the previed pdf is shown
If the submit button is clicked on, the homepage is shown and the
following message: BOLO successfully created

User Story #937 - View Bolo Details for Theft-Boat

Unit Tests
ID: UT-937-001-Sunny Day
Purpose: Test details for Theft-Boat

Preconditions:

The homepage is shown

Input: e The user clicks on the details button

e The user clicks on the pdf button
Expected  If the details button is clicked on, store the bolo on cloudant and
Output: render the homepage

o If the pdf button is clicked on, the pdf document will be generated
ID: UT-937-002-Rainy Day
Purpose: Test details for Theft-Boat when details for Theft-Auto option is selected

Preconditions:

The homepage is shown

Input: e The user clicks on the details button for Theft-Auto
e The user clicks on the pdf button
Expected  If the details button is clicked on, render the details view
Output: e If the pdf button is clicked on, the pdf document will be generated

Integration Tests

1D:

IT-937-001-Sunny Day

Purpose:

Test details for Theft-Boat

Preconditions:

The server is active
The user is logged in
The user is in the homepage

Input:

The user clicks on details button for Theft-Boat
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The user clicks on the generate pdf button

Expected o If the details button is clicked on, the details view for Theft-Boat
Output: will be shown
o If the generate pdf button is clicked on, the pdf document will be
shown
ID: IT-932-002-Rainy Day
Purpose: Test details for Theft-Boat

Preconditions:

The server is active
The user is logged in
The user is in the homepage

Input: e The user clicks on the details button for Theft-Auto

e The user clicks on the pdf button
Expected « Ifthe details button is clicked on, the details view fro Theft-Auto
Output: will be shown

If the generate pdf button is clicked on, the pdf document will be
shown

User Story #938 - Edit Bolo for Theft-Boat

Unit Tests
ID: UT-938-001-Sunny Day
Purpose: Test edit Theft-Boat bolo

Preconditions:

The homepage is shown

Input: e The user clicks on the edit button for Theft-Boat
o The user enters the data to be changed
e The user clicks on the publish button
Expected e The updated data will be stored in on cloudant and render the
Output: homepage
ID: UT-938-002-Rainy Day
Purpose: Test edit Theft-Boat bolo when another option is selected
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Preconditions:

The homepage is shown

Input:

The user clicks on the details button for Theft-Auto
The user clicks on the submit button

Expected Output:

The system will retrieve the data details for Theft-Auto

Integration Test

1D:

IT-938-001-Sunny Day

Purpose:

Test edit Theft-Boat bolo

Preconditions:

The server is active
The user is logged in
The user is in the homepage

Input: e The user clicks on the edit button for Theft-Boat
e The user enters the date to be modified
e The user clicks on the publish button
Expected e The homepage is shown and the following message: BOLO
Output: successfully updated
ID: IT-938-002-Rainy Day
Purpose: Test edit Theft-Boat bolo

Preconditions:

The server is active
The user is logged in
The user is in the homepage

Input:

The user clicks on the details button for Theft-Auto

Expected Output:

The details for Theft-Auto will be shown

User Story #934 - Remove unnecessary fields from PDF BOLO display

Integration Tests

Test ID

ISD-934.001

Purpose

To verify the PDF version BOLO send in an email does not display empty
fields titles
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Preconditions

Create a BOLO

Input Confirm the BOLO

Expected Receive an email with the PDF BOLO and all N/A fields to not be displayed
output nor their titles. I.e. Name N/A will not be displayed

Actual output: | Pass

Test ID ISD-934.002

Purpose To verify a PDF view from the system does not display empty fields nor their

titles

Preconditions

A BOLO has been created no value in any field and is being viewed through
the details link at the bottom of the BOLO

Input Click, “Generate PDF”

Expected A display of the PDF without the display of empty fields and their titles
output

Actual output: | Pass

Test ID ISD-934.003

Purpose To verify a PDF BOLO view from the system does not display empty fields

nor their titles that were previously holding some value after it has been
updated

Preconditions

A BOLO has been created and has been updated

Input 1. Delete all existing test fields of the BOLO

2. Click “Submit”

3. Click “Details”

4. Click “Generate PDF”
Expected A display of the PDF without the display of empty fields and their titles
output

Actual output:

Pass
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Test ID

IRD-934.004

Purpose

To verify a PDF without empty fields and their titles will not be displayed.

Preconditions

A terminated officer gains access to the system and creates a BOLO but
cannot confirm it.

Input 1. Asecond officer logged into the system after the previous event
2. The officer views existing BOLO in PDF format
Expected The second officer will not be able to view the unconfirmed BOLO and
output therefore no PDF will be generated without empty fields displayed
Actual output: | Pass
Test ID IRD-934.005
Purpose To verify a PDF format of a BOLO with value in all fields does not display as

a BOLO with empty fields

Preconditions

A BOLO has been created with value in all fields and is being viewed through
the details link at the bottom of the BOLO

Input Click, “Generate PDF”

Expected A display of the PDF without the display of empty fields and their titles
output

Actual output: | Pass

Test ID IRD-934.006

Purpose To verify a PDF format of a updated BOLO with value in all fields does not

display as a BOLO with empty fields

Preconditions

A BOLO has been updated with value in all fields and is being viewed
through the details link at the bottom of the BOLO

Input Click, “Generate PDF”
Expected A display of the PDF without the display of empty fields and their titles
output
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Actual output:

Pass

User Story #935 - Add drop down for links such as settings, user guide, logout and others to

be added at a later time

Integration Tests

Test ID

ISD-935.001

Purpose

To verify a tier four user will have access to the new menu via the drop down
link

Preconditions

Logged into the system

Input Click on the user name which is a drop down

Expected A new drop down menu will appear

output

Actual output: | Pass

Test ID ISD-935.002

Purpose To verify a tier three user will have access to the new menu via the drop

down link

Preconditions

Logged into the system

Input Click on the user name which is a drop down

Expected A new drop down menu will appear

output

Actual output: | Pass

Test ID ISD-935.003

Purpose To verify a tier two user will have access to the new menu via the drop down

link

Preconditions

Logged into the system
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Input Click on the user name which is a drop down

Expected A new drop down menu will appear

output

Actual output: | Pass

Test ID ISD-935.004

Purpose To verify a tier one user will have access to the new menu via the drop down

link

Preconditions

Logged into the system

Input Click on the user name which is a drop down

Expected A new drop down menu will appear

output

Actual output: | Pass

Test ID IRD-935.005

Purpose To verify a tier four user will not access to the new menu via another

dropdown

Preconditions

Logged into the system

Input Click on the Create BOLO which is a drop down link

Expected A new drop down menu will not appear

output

Actual output: | Pass

Test ID IRD-935.006

Purpose To verify a tier threeuser will not access to the new menu via another

dropdown

Preconditions

Logged into the system
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Input Click on the Create BOLO which is a drop down link

Expected A new drop down menu will not appear

output

Actual output: | Pass

Test ID IRD-935.007

Purpose To verify a tier three user will not access to the new menu via another

dropdown

Preconditions

Logged into the system

Input Click on the Creat BOLO which is a drop down link

Expected A new drop down menu will not appear

output

Actual output: | Pass

Test ID IRD-935.008

Purpose To verify a tier oneuser will not access to the new menu via another

dropdown

Preconditions

Logged into the system

Input Click on the Creat BOLO which is a drop down link

Expected A new drop down menu will not appear

output

Actual output: | Pass

Test ID ISD-935.009

Purpose To verify the user guide link works in the new menu for an officer user

Preconditions

Logged into the system

Input

1. Click on the user name which is a drop down
2. Click on the user guide
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Expected output

The officer will be taken to the user’s guide for officers

Actual output: | Pass
Test ID ISD-935.010
Purpose To verify the user guide link works in the new menu for a root user

Preconditions

Logged into the system

Input

3. Click on the user name which is a drop down
4. Click on the user guide

Expected output

The officer will be taken to the user’s guide for a root users

Actual output: | Pass
Test ID ISD-935.011
Purpose To verify the user guide link works in the new menu for an admin user

Preconditions

Logged into the system

Input

5. Click on the user name which is a drop down
6. Click on the user guide

Expected output

The officer will be taken to the user’s guide for admin users

Actual output: | Pass
Test ID IRD-935.012
Purpose To verify the user guide link does not work if a neighbor link is clicked

instead

Preconditions

Logged into the system

Input 7. Click on the user name which is a drop down
8. Click on the logout button

Expected The officer will not be taken to the user’s guide page

output
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Actual output: | Pass
Test ID IRD-935.013
Purpose To verify the user guide link does not work if a neighbor link is clicked

instead

Preconditions

Logged into the system

Input 9. Click on the user name which is a drop down
10. Click on the User Settings button
Expected The officer will not be taken to the user’s guide page
output
Actual output: | Pass
Test ID IRD-935.014
Purpose To verify the user guide link does not work if a neighbor link is clicked

instead

Preconditions

Logged into the system

Input 11.  Click on the user name which is a drop down
12.  Click on the About Us button
Expected The officer will not be taken to the user’s guide page
output
Actual output: | Pass
Test ID ISD-935.015
Purpose To verify the About Us link works in the new menu for an officer user

Preconditions

Logged into the system

Input

13.  Click on the user name which is a drop down
14.  Click on the About Us

Expected output

The officer will be taken to the About Us page
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Actual output: Pass
Test ID ISD-935.016
Purpose To verify the About Us link works in the new menu for a root user

Preconditions

Logged into the system

Input

15.
16.

Click on the user name which is a drop down
Click on the About Us

Expected output

The officer will be taken to the About Us page

Actual output: Pass
Test ID ISD-935.017
Purpose To verify the About Us link works in the new menu for an admin user

Preconditions

Logged into the system

Input

17.
18.

Click on the user name which is a drop down
Click on the About Us

Expected output

The officer will be taken to the About Us page

Actual output: Pass
Test ID IRD-935.018
Purpose To verify the user About Us does not work if a neighbor link is clicked

instead

Preconditions

Logged into the system

Input 19.  Click on the user name which is a drop down
20. Click on the logout button

Expected The officer will not be taken to the About Us page

output

Actual output:

Pass
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Test ID

IRD-935.019

Purpose

To verify the About Us link does not work if a neighbor link is clicked
instead

Preconditions

Logged into the system

Input 21. Click on the user name which is a drop down
22.  Click on the User Settings button
Expected The officer will not be taken to the About Us page
output
Actual output: Pass
Test ID IRD-935.020
Purpose To verify the About Us link does not work if a neighbor link is clicked

instead

Preconditions

Logged into the system

Input 23.  Click on the user name which is a drop down
24.  Click on the About Us button

Expected The officer will not be taken to the About Us page

output

Actual output:

Pass

User Story#1006 - Add a user guide page for each tier

Integration Tests

Test ID

ISD-1006.001

Purpose

To verify a root user will have access to the root’s user’s guide page

Preconditions

Logged into the system

Input

Click on the user name which is a drop down

Expected output

A new drop down menu will appear

Actual output:

Pass
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Test ID

ISD-1006.002

Purpose

To verify an admin user will have access to the admin’s user’s guide page

Preconditions

Logged into the system

Input

Click on the user name which is a drop down

Expected output

A new drop down menu will appear

Actual output: | Pass
Test ID ISD-1006.003
Purpose To verify a supervisor user will have access to the supervisor’s user’s guide

page

Preconditions

Logged into the system

Input Click on the user name which is a drop down

Expected A new drop down menu will appear

output

Actual output: | Pass

Test ID ISD-1006.004

Purpose To verify an officer user will have access to the officer’s user’s guide page

Preconditions

Logged into the system

Input

Click on the user name which is a drop down

Expected output

A new drop down menu will appear

Actual output:

Pass

Test ID

IRD-1006.005
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Purpose

To verify a root user will not access to the user’s guide via another dropdown

Preconditions

Logged into the system

Input

Click on the Create BOLO which is a drop down link

Expected output

A new drop down menu will not appear

Actual output: | Pass
Test ID IRD-1006.006
Purpose To verify an admin user will not access to the user’s guide via another

dropdown

Preconditions

Logged into the system

Input Click on the Create BOLO which is a drop down link

Expected A new drop down menu will not appear

output

Actual output: | Pass

Test ID IRD-1006.007

Purpose To verify a supervisor user will not access to the user’s guide via another

dropdown

Preconditions

Logged into the system

Input Click on the Creat BOLO which is a drop down link

Expected A new drop down menu will not appear

output

Actual output: | Pass

Test ID IRD-1006.008

Purpose To verify an officer user will not access to the user’s guide via another

dropdown
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Preconditions

Logged into the system

Input Click on the Creat BOLO which is a drop down link
Expected A new drop down menu will not appear

output

Actual output: | Pass

User Story #1046 - Add an About Us page

Integration Tests

Test ID

ISD-1046.001

Purpose

To verify a root user will have access to the About Us page

Preconditions

Logged into the system

Input

Click on the user name which is a drop down

Expected output

A new drop down menu will appear

Actual output: | Pass
Test ID ISD-1046.002
Purpose To verify an admin user will have access to the About Us page

Preconditions

Logged into the system

Input

Click on the user name which is a drop down

Expected output

A new drop down menu will appear

Actual output: Pass
Test ID ISD-1046.003
Purpose To verify a supervisor user will have access to the About Us page

Preconditions

Logged into the system

Input

Click on the user name which is a drop down
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Expected output

A new drop down menu will appear

Actual output: | Pass
Test ID ISD-1046.004
Purpose To verify an officer user will have access to the About Us page

Preconditions

Logged into the system

Input

Click on the user name which is a drop down

Expected output

A new drop down menu will appear

Actual output: Pass
Test ID IRD-1046.005
Purpose To verify a root user will not access to About Us page via another

dropdown

Preconditions

Logged into the system

Input

Click on the Create BOLO which is a drop down link

Expected output

A new drop down menu will not appear

Actual output: Pass
Test ID IRD-1046.006
Purpose To verify an admin user will not access to About Us page via another

dropdown

Preconditions

Logged into the system

Input Click on the Create BOLO which is a drop down link
Expected A new drop down menu will not appear
output

Actual output:

Pass
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Test ID

IRD-1046.007

Purpose

To verify a supervisor user will not access to About Us page via another
dropdown

Preconditions

Logged into the system

Input Click on the Creat BOLO which is a drop down link

Expected A new drop down menu will not appear

output

Actual output: | Pass

Test ID IRD-1046.008

Purpose To verify an officer user will not access to About Us page via another

dropdown

Preconditions

Logged into the system

Input Click on the Creat BOLO which is a drop down link
Expected A new drop down menu will not appear
output

Actual output:

Pass

User Story #1011 - Filter BOLOS by author and reformat the dropdown

Unit Tests
ID: U-1008-1-Sunny Day
Purpose: Test that the correct bolos are returned when a call is made

Preconditions:

User is logged in

Input:

userService.getBolosByAuthor(‘egonz077)

Expected Output:

Bolos that were authored by egonz077 will be returned.
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Integration Tests

ID: [-1011-1

Purpose: Test that a call to the database returns BOLOs by author

Preconditi | Database is live
ons:

Input: https://4473c6b8-33bc-426e-9147-3019756e24a0-
bluemix.cloudant.com/bolo/_design/bolo/_view/by_author?limit=100&{""keys":"e
gonz077"}&reduce=false

Expected | Database will return bolos by author
Output:

User Story #1008 - Prevent user email domain from being something other than their

agency's domain

Unit Tests

ID: U-1008-1-Sunny Day

Purpose: Test that the user is created using the parameters of the form
Preconditions: User logged in is admin

Input: { Username: testuser,

Email: testuser,
Password: testuser,
Confirm: testuser,
First Name: test,
Last Name: user,
Role: Admin,
Badge: 1,

Section: 1,

Rank: Admin }

Expected Output: | User will be successfully created.

ID: U-1008-2-Rainy Day
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Purpose:

Test that the user is not created if email domain is provided.

Preconditions:

User logged in is admin

Input:

{ Username: testuser,
Email: testuser@fiu.edu,
Password: testuser,
Confirm: testuser,

First Name: test,

Last Name: user,

Role: Admin,

Badge: 1,

Section: 1,

Rank: Admin }

Expected Output:

User will not be created.

Integration Tests

1D:

[-1008-1

Purpose:

Test that a call to the database creates the user

Preconditions:

Database is live

Input:

{ Username: testuser,
Email: testuser@fiu.edu,
Password: testuser,
Confirm: testuser,

First Name: test,

Last Name: user,

Role: Admin,

Badge: 1,

Section: 1,

Rank: Admin }

Expected Output:

User will be created.

User Story #931 - Create script to reset DB Schema

Unit Tests
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I1D:

U-931-1

Purpose:

Validate if design documents are updated when script is executed

Preconditions:

Cloudant instance has been initialized and some data has been already
loaded

Input:

Insert new view into Agency Design document:
"views": {
"by_agency": {
"map": "function (doc ) { if ( 'agency' === doc.Type ) emit( doc.name,
null); }"
¥

Il_active™: {
"map": "function (doc) { if ('agency' === doc.Type && true ===
doc.isActive) emit( doc.name, null ); }"
}
"revs": {
"map": "function ( doc ) { if ('agency' === doc.Type ) emit( null,
doc._rev); }"
h
"NewView": {
"map": "function ( doc ) { if ('agency' === doc.Type ) emit( null,
doc._rev); }"
¥
h

Expected Output:

Cloudant creates a new view as soon the new document design is inserted,
no Agency us deleted by applying this change

ID:

U-931-2

Purpose:

Validate if new design documents are inserted into the database

Preconditions:

Cloudant instance has been initialized and some data has been already
loaded

Input:

New Design document is added to the script to update Cloudant instance:

var NEW_DESIGN_DOC ={
"views": {
"by_agency": {
"map": "function ( doc ) { if ('agency' === doc.Type ) emit( doc.name,
null ); }"
h
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"all_active™: {
"map": "function ( doc ) { if ('agency' === doc.Type && true ===
doc.isActive) emit( doc.name, null ); }"
b
"revs": {
"map": "function ( doc ) { if ('agency' === doc.Type ) emit( null,
doc._rev); }"
h
"revs2™: {
"map": "function ( doc ) { if ('agency' === doc.Type ) emit( null,
doc._rev); }"
}
h

indexes: {
agencies: {
analyzer: {
name: 'standard'
b
index: agency_indexer
¥
¥
b

Expected Output:

New Design document is created in Database

Integration Tests

I1D:

1-931-1

Purpose:

Validate if Search service is able to search BOLOs using a new view
inserted with the Schema-Updater script

Preconditions:

testBOLO has been confirmed and new view has been inserted into BOLO
design document using the script, search is changed to use the new view

Input:

Search for testBOLO

Expected Output:

testBOLO is showed on the search results

User Story #985 - Enhance Image Service

Unit Tests
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I1D:

U-985-1

Purpose:

Validate that final size of images is less than 1 MB

Preconditions:

Officer is logged in the system

Input:

Officer tries to create a new BOLO using an image which is 4MB big

Expected Output:

Final size of BOLO flyer is less than 1MB, keeping good quality

Integration Tests

1D:

1-985-1

Purpose:

Validate that the layout of BOLO flyers is not affected by the original size
of the images used on the BOLO

Preconditions:

Officer is logged in the system

Input:

Officer tries to create a new BOLO using an image which is 400x400.px

Expected Output:

BOLO flyer is created and the image uploaded is resized to the default
dimensions of the flyers

User Story # 986 - Unsubscribe from BOLO emails

Unit Tests
ID: U-986-1
Purpose: Validate if correct agency is displayed on new bolo notification link to

unsubscribe

Preconditions:

testBOLO has been confirmed for testAgency agency

Input:

Officer receives email with new BOLO notification

Expected Output:

The verbiage on the link to unsubscribe refers to the Agency for which the
BOLO was submitted.

U-986-2
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Purpose:

Validate if officer is unsubscribed from Agency when he clicks on the link
on the email.

Preconditions:

testBOLO has been confirmed for testAgency agency

Input:

Officer receives bolo notification for testBOLO and clicks on the link to
unsubscribe from testAgency.

Expected Output:

User is unsubscribed from Agency

Integration Tests

1D:

1-986-1

Purpose:

Validate if user is required to authenticate before been unsubscribed from
Agency.

Preconditions:

testBOLO has been confirmed for testAgency agency. Officer is not logged
into the BOLO system

Input:

Officer receives bolo notification for testBOLO and clicks on the link to
unsubscribe from testAgency.

Expected Output:

Officer is unsubscribed from testAgency after authentication.

User Story #1001 — Implement routes with authentication

ID:

U-1001-1

Purpose:

Validate that user is requested to login if he has not created a session
before.

Preconditions:

User is not currently authenticated with the BOLO app

Input:

User access a previously saved link for a route inside the BOLO
application.

Expected Output:

User is asked to login before accessing the route..

1D:

U-1001-2

Purpose:

Validate that the system can handle not valid routes.
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Preconditions:

User is not currently authenticated with the BOLO app.

Input:

User tries to access a route that does not exist.

Expected Output:

After login, the user receives a 404 message describing that the requested
URL is not valid.

Integration Tests

1D:

[-1001-1

Purpose:

Validate that the officer cannot access admin exclusive routes

Preconditions:

User is not currently authenticated with the BOLO app

Input:

User tries to access a route that is only allowed to Root administrator.

Expected Output:

After login, the user receives a message saying that he is not authorized to
access the page.

User Story #1007 — Redesign Filter by Agencies in Home page

Unit Tests
ID: U-1007-1
Purpose: Validate that only BOLOs from the selected Agency are shown

Preconditions:

Officer is logged in the system, at least one BOLO has already been
confirmed.

Input:

Officer selects a particular Agency on the filter by Agency in the Home
Page

Expected Output:

Only BOLOs from the selected Agency are shown on the results.

ID:

U-1007-2

Purpose:

Validate that the number of pages shown on the results relates only to the
current search.

Preconditions:

Officer is logged in the system, at least n+1 BOLOs had already been
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confirmed. (where n is the limit of BOLOs to show by page)

Input:

Officer selects a particular Agency on the Filter, the Agency has more than
n BOLOs already confirmed (n is the number of BOLOs to show by page)

Expected Output:

The system displays multiple pages for the results.

Integration Tests

1D:

[-1007-1

Purpose:

Validate that the system will not display an error or a 404 message when
user tries to send an Agency that does not exists to the Filter

Preconditions:

Officer is logged in the system.

Input:

Officer customize the URL for the route created by the filter to any value

Expected Output:

The system will display a message saying that no BOLO exists for the
particular Agency.

User Story #1033 — Fix several Bugs

Unit Tests
ID: U-1033-1
Purpose: Validate that no error is shown when accessing the systems from a shortcut

saved as PNG file on Apple devices.

Preconditions:

User has saved a link to the system as PNG.

Input:

User tries to access the system from a saved link as PNG

Expected Output:

Users gets to the Home page after sign in

ID:

U-1033-2

Purpose:

Validate that users are able to unsubscribe from Agencies with names
longer than one word

Preconditions:

Officer is subscribed to Key Biscayne agency
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Input:

Officer selects to unsubscribe from Key Biscayne agency.

Expected Output:

Officer is unsubscribed from Key Biscayne BOLOs

User Story #990 — Redesign and add validations for General Bolo Template

Unit Tests
ID: UT-990-001-Sunny Day
Purpose: Test create General Bolo

Preconditions:

The create General Bolo webpage is shown

Input: e The user enter the data related
e The user enters the image related
o The user clicks on the preview button
e The user clicks on the pdf button
e The user clicks on the submit button
Expected o If the preview button is clicked on, render the preview view
Output: « Ifthe pdf button is clicked on, render the preview pdf document
o If the submit button is clicked on, store the bolo on cloudant and
render the homepage
ID: UT-990-002-Rainy Day
Purpose: Test General Bolo template view when the General Bolo option is not

selected

Preconditions:

o The create Theft-Auto webpage is shown

The user enter the data related

Input: .

e The user enters the image related

o The user clicks on the preview button

e The user clicks on the pdf button

e The user clicks on the submit button
Expected o If the preview button is clicked on, render the preview view
Output: « Ifthe pdf button is clicked on, render the preview pdf document

o If the submit button is clicked on, store the bolo on cloudant and
render the homepage

Integration Tests
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I1D:

IT-990-001-Sunny Day

Purpose:

Test create General Bolo

Preconditions:

e The server is active
e The user is logged in
e The user is in the homepage

Input: e The user clicks on create bolo button
e The user clicks on the General Bolo button
e The create General Bolo webpage is populated and the user enters this
info: Category: Arson; First Name: John; Last Name: Doe; Date of
Birth: 01/01/1974; Driver License Number: M0123456789; Address:
111 NW 54TH AVE; Zip Code: 33311; Race: White; Sex: Male;
Height - Feet-Inches: 06-02; Weight - Pounds: 188; Hair Color: Black;
Tattoos: None; Featured ImageChoose File: Sketch.png; Video Link:
http://www.testbolo.com; Additional Info: Testing Info; Summary:
Summary Test
e The user clicks on the preview button
e The user clicks on the pdf button
e The user clicks on the submit button
Expected o If the preview button is clicked on, the preview webpage is shown
Output: « Ifthe preview pdf is clicked on, the previed pdf is shown
o If the submit button is clicked on, the homepage is shown and the
following message: BOLO successfully created
ID: IT-990-002-Rainy Day
Purpose: Test create General Bolo

Preconditions:

e The server is active
e The user is logged in
e The user is in the homepage

Input:

e The user clicks on create bolo button

e The user clicks on the Theft-Boat button

e The create Theft-Boat BOLO webpage is populated and the user enters
this info: Category(static): THEFT - BOAT; VESSEL Year: 2016;
Manufacturer: Mariner; Type: Boat; Length - Feet: 30; Color: White;
Hull Identification Number: HH123456789; Registration Number:
FL1234AB; PROPULSION Propulsion: Sail; Type: Single; Make:
Honda; Model: Sea; Serial Number: ABC123456; TRAILER Trailer:
Yes; Manufacturer: Aluma; Vehicle ID Number HG12345; Tag
License Plate: FL123456 Featured ImageChoose File: boat.png; Video
Link: http://www.testboat.com; Additional Info: Testing Info;
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Summary: Summary Test
e The user clicks on the preview button
e The user clicks on the pdf button
e The user clicks on the homepage button

Expected e If the preview button is clicked on, the preview webpage is shown

Output: o If the preview pdf is clicked on, the previed pdf is shown

o If the submit button is clicked on, the homepage is shown and the
following message: BOLO successfully created

User Story #981 — Implement Search for New Bolo Templates

Unit Tests
ID: UT-981-001-Sunny Day
Purpose: Test search for General Bolo
Preconditions: e The search General Bolo webpage is shown
e Bolos for General Bolo exist
Input: e The user enter the data to search
e The user clicks on the submit button
Expected Output: e The bolos which match the fields will be shown
ID: UT-981-002-Rainy Day
Purpose: Test search for General Bolo
Preconditions: e The search General Bolo webpage is shown
e No Bolos for General Bolo exist
Input: e The user enter the data to search
e The user clicks on the submit button
Expected Output: e Any bolo will be shown

August 4th, 2016 Page 92 of 232




Final Deliverable

Integration Tests

Bolo Flier Creator v5.0

ID:

IT-981-001-Sunny Day

Purpose:

Test search for General Bolo

Preconditions:

The search General Bolo webpage is shown
Bolos for General Bolo exist

Input:

The user enter the data to search e.g Category: Arson
The user clicks on the submit button

Expected Output:

The bolos which match the fields will be shown

1D:

IT-981-002-Rainy Day

Purpose:

Test search for General Bolo

Preconditions:

The search General Bolo webpage is shown
Bolos for General Bolo does not exist

Input:

The user enters the data to search e.g Category: Arson
The user clicks on the submit button

Expected Output:

No bolos will be shown

User Story #991 — Redesign and add validations for Theft Auto Template

Unit Tests
ID: UT-991-001-Sunny Day
Purpose: Test create Theft-Auto bolo

Preconditions:

The create Theft-Auto webpage is shown

Input:

The user enter the data related

The user enters the image related
The user clicks on the preview button
The user clicks on the pdf button

The user clicks on the submit button

Expected
Output:

If the preview button is clicked on, render the preview view

If the pdf button is clicked on, render the preview pdf document
If the submit button is clicked on, store the bolo on cloudant and
render the homepage
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ID:

UT-991-002-Rainy Day

Purpose:

Test Theft-Auto template view when the Theft-Auto option is not selected

Preconditions:

The create-general-bolo webpage is shown

The user enter the data related

Input: .

e The user enters the image related

o The user clicks on the preview button

e The user clicks on the pdf button

e The user clicks on the submit button
Expected  Ifthe preview button is clicked on, render the preview view
Output:  Ifthe pdf button is clicked on, render the preview pdf document

If the submit button is clicked on, store the bolo on cloudant and
render the homepage

Integration Tests

1D:

IT-991-001-Sunny Day

Purpose:

Test create Theft-Auto bolo

Preconditions:

The server is active
The user is logged in
The user is in the homepage

Input: e The user clicks on create bolo button
e The user clicks on the Theft-Auto button
e The create Theft-Auto BOLO webpage is populated and the user enters
this info: Category(static): THEFT - AUTO; Year: 2016; Make:
Toyota; Model: Camry; Trim: Sport; Color: Black; License Plate:
HGT854; Vehicle Identification Number (VIN): VHG123456789;
Featured ImageChoose File: Car.png; Video Link:
http://www.testauto.com; Additional Info: Testing Info; Summary:
Summary Test
e The user clicks on the preview button
e The user clicks on the pdf button
e The user clicks on the submit button
Expected o If the preview button is clicked on, the preview webpage is shown
Output: « Ifthe preview pdf is clicked on, the previed pdf is shown

If the submit button is clicked on, the homepage is shown and the
following message: BOLO successfully created
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ID: IT-991-002-Rainy Day
Purpose: Test create Theft-Auto bolo
Preconditions: e The server is active
e The user is logged in
e The user is in the homepage
Input: e The user clicks on create bolo button
e The user clicks on the Theft-boat button
e The create Theft-Boat BOLO webpage is populated and the user enters
this info: Category(static): THEFT - BOAT; VESSEL Year: 2016;
Manufacturer: Mariner; Type: Boat; Length - Feet: 30; Color: White;
Hull Identification Number: HH123456789; Registration Number:
FL1234AB; PROPULSION Propulsion: Sail; Type: Single; Make:
Honda; Model: Sea; Serial Number: ABC123456; TRAILER Trailer:
Yes; Manufacturer: Aluma; Vehicle ID Number HG12345; Tag
License Plate: FL123456 Featured ImageChoose File: boat.png; Video
Link: http://www.testboat.com; Additional Info: Testing Info;
Summary: Summary Test
e The user clicks on the preview button
e The user clicks on the pdf button
e The user clicks on the homepage button
Expected « Ifthe preview button is clicked on, the preview webpage is shown
Output: o If the preview pdf is clicked on, the previed pdf is shown
o If the submit button is clicked on, the homepage is shown and the
following message: BOLO successfully created

User Story #992 — Redesign and add validations for Theft Boat Template

Unit Tests
ID: UT-992-001-Sunny Day
Purpose: Test create Theft-Boat bolo

Preconditions:

The create Theft-Boat webpage is shown

Input:

The user enter the data related

The user enters the image related
The user clicks on the preview button
The user clicks on the pdf button

The user clicks on the submit button
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Expected o If the preview button is clicked on, render the preview view
Output: « If the pdf button is clicked on, render the preview pdf document
o If the submit button is clicked on, store the bolo on cloudant and
render the homepage
ID: UT-992-002-Rainy Day
Purpose: Test Theft-Boat template view when the Theft-Boat option is not selected

Preconditions:

The create-general-bolo webpage is shown

The user enter the data related

Input: .

e The user enters the image related

o The user clicks on the preview button

e The user clicks on the pdf button

e The user clicks on the submit button
Expected « Ifthe preview button is clicked on, render the preview view
Output: o If the pdf button is clicked on, render the preview pdf document

If the submit button is clicked on, store the bolo on cloudant and
render the homepage

Integration Tests

I1D:

IT-992-001-Sunny Day

Purpose:

Test create Theft-Boat bolo

Preconditions:

The server is active
The user is logged in
The user is in the homepage

Input:

The user clicks on create bolo button

The user clicks on the Theft-Boat button

The create Theft-boat BOLO webpage is populated and the user enters
this info: Category (static): THEFT - AUTO; Vehicle Make: Toyota;
Vehicle Model: Camry; Vehicle Color: Blue; Vehicle Year: 2015;
Vehicle Type: xe; Vehicle Tag Number: 123xyz; Vehicle Identification
Number (VIN): IHGCM82633A004352; Featured ImageChoose File:
sketch.png; Video Link: http:www.testauto.com; Additional Info:
Testing info; Summary: Summary test.

The user clicks on the preview button

The user clicks on the pdf button

The user clicks on the submit button

Expected
Output:

If the preview button is clicked on, the preview webpage is shown
If the preview pdf is clicked on, the previed pdf is shown
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e If the submit button is clicked on, the homepage is shown and the
following message: BOLO successfully created

ID: IT-992-002-Rainy Day
Purpose: Test create Theft-Boat bolo
Preconditions: e The server is active

e The user is logged in
e The user is in the homepage

Input: e The user clicks on create bolo button

e The user clicks on the Theft-auto button

e The create Theft-auto BOLO webpage is populated and the user enters
this info: Category(static): THEFT - AUTO; Year: 2016; Make:
Toyota; Model: Camry; Trim: Sport; Color: Black; License Plate:
HGT854; Vehicle Identification Number (VIN): VHG123456789;
Featured ImageChoose File: Car.png; Video Link:
http://www.testauto.com; Additional Info: Testing Info; Summary:
Summary Test

e The user clicks on the preview button

e The user clicks on the pdf button

e The user clicks on the homepage button

Expected « Ifthe preview button is clicked on, the preview webpage is shown

Output: o Ifthe preview pdf is clicked on, the preview pdf is shown

o If the submit button is clicked on, the homepage is shown and the
following message: BOLO successfully created

User Story #1010 — Create a front end page for root to customize system settings

Integration Tests

Test ID ISD-1010.001

Purpose To verify root user will have access to the system setting page

Preconditions Root user must be on the login page and on the “Admin” page

Input e Click on the “System Setting” link on the admin page

Expected output | Display the system settings page

Actual output: | Pass
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Test ID

IRD-1010.002

Purpose

To verify an admin user will not have access to the system setting page

Preconditions

User must be logged into the system and one the admin page

Input e Cannot view the “System settings” link

Expected output | None

Actual output: Pass

Test ID IRD-1010.003

Purpose To verify a supervisor user will not have access to the system setting page

Preconditions

User must be logged into the system

Input e Cannot view the “Admin” link

Expected output | None

Actual output: | Pass

Test ID IRD-1010.004

Purpose To verify an officer user will not have access to the system setting page

Preconditions

User must be logged into the system

Input e Cannot view the “Admin” link
Expected output | None
Actual output: | Pass

User Story #1096 — Implement a link to download a PDF of the user’s guide based on user’s

tier

Integration Tests

Test ID

ISD-1096.001
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Purpose

To verify a root user will have access to the root PDF user’s guide page

Preconditions

Logged into the system and on the user’s guide page

Input

Click on the generate PDF

Expected output

A PDF will open in a new webpage specifically tailored for root

Actual output: | Pass
Test ID ISD-1096.002
Purpose To verify an admin user will have access to the root PDF user’s guide page

Preconditions

Logged into the system and on the user’s guide page

Input

Click on the generate PDF

Expected output

A PDF will open in a new webpage specifically tailored for an admin

Actual output: | Pass
Test ID ISD-1096.003
Purpose To verify a supervisor user will have access to the root PDF user’s guide

page

Preconditions

Logged into the system and on the user’s guide page

Input Click on the generate PDF

Expected A PDF will open in a new webpage specifically tailored a supervisor
output

Actual output: | Pass

Test ID IRD-1096.004

Purpose To verify a root user will not access to the PDF user’s guide via another link

Preconditions

Logged into the system and on the user’s guide page

Input

Click on the Create BOLO which is a drop down link

Expected output

A new PDF user’s guide will not appear
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Actual output: Pass
Test ID IRD-1096.005
Purpose To verify an admin user will not access to the user’s guide via another link

Preconditions

Logged into the system and on the user’s guide page

Input

Click on archive

Expected output

A new PDF user’s guide will not appear

Actual output: | Pass
Test ID IRD-1096.006
Purpose To verify a supervisor user will not access to the user’s guide via another link

Preconditions

Logged into the system and on the user’s guide page

Input

Click on Home

Expected output

A new PDF user’s guide will not appear

Actual output:

Pass

User Story #1097 — Implement an About Miami Dade County Association of Chief of Police

page

Integration Test

Test ID

ISD-1097.001

Purpose

To verify a non-system user will have access to the About MDCACP page

Preconditions

User must be on the login page

Input

e Click on the “About Us” link which is a drop down
e Click on the the menu item labeled “MDCACP”

Expected output

Display a new webpage with content about the MDCACP
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Actual output: Pass
Test ID ISD-1097.002
Purpose To verify a root user will have access to the About MDCACP page

Preconditions

User must be on the login page

Input

e Click on the “About Us” link which is a drop down
e Click on the the menu item labeled “MDCACP”

Expected output

Display a new webpage with content about the MDCACP

Actual output: Pass
Test ID ISD-1097.003
Purpose To verify an officer user will have access to the About MDCACP page

Preconditions

User must be on the login page

Input

e Click on the “About Us” link which is a drop down
e Click on the the menu item labeled “MDCACP”

Expected output

Display a new webpage with content about the MDCACP

Actual output: Pass
Test ID IRD-1097.004
Purpose To verify a non-system user will not have access to the About MDCACP page

if the user clicks the wrong link

Preconditions

User must be on the login page

Input e Click on the “About Us” link which is a drop down

e Click on the the menu item labeled “FIU’s Contribution”
Expected Display a new webpage with content about the FIU’s Contribution
output

Actual output:

Pass
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Test ID

IRD-1097.005

Purpose

To verify a root user will not have access to the About MDCACP page if the
user clicks the wrong link

Preconditions

User must be on the login page

Input e Click on the “About Us” link which is a drop down
e Click on the the menu item labeled “FIU’s Contribution”
Expected Display a new webpage with content about the FIU’s Contribution
output
Actual output: | Pass
Test ID IRD-1097.006
Purpose To verify an officer user will not have access to the About MDCACP page if

the officer is logged into the system

Preconditions

User must be on the login page (can only see this page if logged out of the
system)

Input e Cannot view the “About Us” link
Expected None

output

Actual output: | Pass

User Story #1098 — Create an about us page for Florida International University’s

contribution

Integration Test

Test ID

ISD-1098.001

Purpose

To verify a non-system user will have access to “FIU’s Contribution” page

Preconditions

User must be on the login page

Input

e Click on the “About Us” link which is a drop down
e Click on the the menu item labeled “FIU’s Contribution”
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Expected output

Display a new webpage with content about the FIU’s Contribution

Actual output: | Pass
Test ID ISD-1098.002
Purpose To verify a root user will have access to “FIU’s Contribution” page

Preconditions

User must be on the login page

Input

e Click on the “About Us” link which is a drop down
¢ Click on the the menu item labeled “FIU’s Contribution”

Expected output

Display a new webpage with content about the FIU’s Contribution

Actual output: | Pass
Test ID ISD-1098.003
Purpose To verify an officer user will have access to “FIU’s Contribution” page

Preconditions

User must be on the login page

Input

e Click on the “About Us” link which is a drop down
e Click on the the menu item labeled “FIU’s Contribution”

Expected output

Display a new webpage with content about the FIU’s Contribution

Actual output: | Pass
Test ID IRD-1098.004
Purpose To verify a non-system user will not have access to “FIU’s Contribution”

page if the user clicks the wrong link

Preconditions

User must be on the login page

Input e Click on the “About Us” link which is a drop down

e Click on the the menu item labeled “FIU’s Contribution”
Expected Display a new webpage with content about the FIU’s Contribution
output
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Actual output: | Pass
Test ID IRD-1098.005
Purpose To verify a root user will not have access to “FIU’s Contribution” page if the

user clicks the wrong link

Preconditions

User must be on the login page

Input e Click on the “About Us” link which is a drop down
e Click on the the menu item labeled “FIU’s Contribution”
Expected Display a new webpage with content about the FIU’s Contribution
output
Actual output: | Pass
Test ID IRD-1098.006
Purpose To verify an officer user will not have access to “FIU’s Contribution” page if

the officer is logged into the system

Preconditions

User must be on the login page (can only see this page if logged out of the
system)

Input e Cannot view the “About Us” link
Expected None

output

Actual output: | Pass

User Story #109 — Create an about us page for IBM’s contribution

Integration Tests

Test ID

ISD-1099.001

Purpose

To verify a non-system user will have access to the “Ibm’s contribution”

page

Preconditions

User must be on the login page
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Input e Click on the “About Us” link which is a drop down

e Click on the the menu item labeled “Ibm’s contribution”
Expected Display a new webpage with content about the Ibm’s contribution
output

Actual output: Pass

Test ID ISD-1099.002

Purpose To verify a root user will have access to the about “Ibm’s contribution” page

Preconditions User must be on the login page

Input e Click on the “About Us” link which is a drop down
e Click on the the menu item labeled “Ibm’s contribution”

Expected output | Display a new webpage with content about the Ibm’s contribution

Actual output: Pass

Test ID ISD-1099.003

Purpose To verify an officer user will have access to the “Ibm’s contribution” page

Preconditions User must be on the login page

Input e Click on the “About Us” link which is a drop down
e Click on the the menu item labeled “Ibm’s contribution”

Expected output | Display a new webpage with content about the Ibm’s contribution

Actual output: Pass

Test ID IRD-1099.004

Purpose To verify a non-system user will not have access to the “Ibm’s contribution”
page if the user clicks the wrong link

Preconditions | User must be on the login page

Input e Click on the “About Us” link which is a drop down
e Click on the the menu item labeled “Ibm’s contribution”
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Expected Display a new webpage with content about the Ibm’s contribution

output

Actual output: | Pass

Test ID IRD-1099.005

Purpose To verify a root user will not have access to the “Ibm’s contribution” page if

the user clicks the wrong link

Preconditions

User must be on the login page

Input e Click on the “About Us” link which is a drop down
e Click on the the menu item labeled “Ibm’s contribution”
Expected Display a new webpage with content about the Ibm’s contribution
output
Actual output: | Pass
Test ID IRD-1099.006
Purpose To verify an officer user will not have access to the “Ibm’s contribution” page

if the officer is logged into the system

Preconditions

User must be on the login page (can only see this page if logged out of the
system)

Input e Cannot view the “About Us” link
Expected None

output

Actual output: | Pass

User Story #1100 — Create a page where root can retrieve data for analysis

Integration Tests

Test ID

ISD-1100.001

Purpose

To verify root user will have access to the “Data Analysis” page

August 4th, 2016

Page 106 of 232




Final Deliverable

Bolo Flier Creator v5.0

Preconditions

Root user must be on the login page and on the “Admin” page

Input

e Click on the “System Setting” link on the admin page

Expected output

Display the Data analysis page

Actual output: | Pass
Test ID IRD-1100.002
Purpose To verify an admin user will not have access to the system setting page via

another link

Preconditions

User must be logged into the system and one the admin page

Input e Click “System settings” link

Expected Display the system settings page

output

Actual output: | Pass

Test ID IRD-1010.003

Purpose To verify a supervisor user will not have access to the data analysis page

Preconditions

User must be logged into the system

Input e Cannot view the “Admin” link

Expected output | None

Actual output: | Pass

Test ID IRD-1010.004

Purpose To verify an officer user will not have access to the system setting page

Preconditions

User must be logged into the system

Input

e Cannot view the “Admin” link

Expected output

None
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Actual output:

Pass

User Story #1014 — Lock user account after 10 login attempts

Unit Tests
ID: U-1014-1 - Sunny Day
Purpose: User has 5 incorrect login attempts

Preconditions:

Application is running

Input:

{ username, passowrd }

Expected Output:

User is logged in and incorrect login counter is reset

ID:

U-1014-2 - Rainy Day

Purpose:

User account is locked

Preconditions:

Application is running

Input:

{ username, passowrd }

Expected Output:

User is not allowed to login and is sent an email to reset his password

Integration Tests

ID:

1-1014-1

Purpose:

Make sure user status acount status can be changed to false

Preconditions:

Application is running

Input:

Curl: https://4473c6b8-33bc-426e-9147-3019756e24a0-

bluemix. cloudant. com/bolo/abeb2af7d434af3308ec0el1e0e78b620
Body:

{"_id":"a5eb2af7d434af3308ec0ele0e78b620"," rev":"1017-
77491db23d046947235ee2311263a77d","username”:"egonz077","email":"ego
nz077@fiu.edu”,"fname":"Emmanuel”,"Iname™:"Gonzalez","password":"d989
4fbc3ab51825ff2040b49e4b637c6fd0263139c67a8d307e359d0b8478cd","pass
wordLifetime™:1475779702087,"tier":4,"agency":"505cb009aa464867a38798f
6f2f308e5","agencyName":"Pinecrest”,"badge™:"2103","sectunit":"2","ranktitl
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e":"Admin","notifications™:["Pinecrest","f4dfb5d8a4 7a4f1db0c0lefe7bf8d125
""Coral Gables","FIU","Key Biscayne","South Miami","West
Miami","2c3709d471744115ae4078a6507fal01","6ac32b9f859e4fc580eb6bd9
4clbed5d","36adc2acch17463db858dd052¢2d2353","505¢h0092a464867a387
981612f308e5"], "resetPasswordToken™:"0ca6ef772221db84ba65e1114276975
99a45955f","resetPasswordExpires':1468690084945, "boloConfirmationToken
":null,"boloTokenExpiration":null,"accountStatus":false,"incorrectLogins":0,"
Type":"user'}

Expected
Output:

User account status will be changed to false

User Story #1038 Filter by multiple agencies in bolo list page

Unit Tests
ID: U-1038-1 - Sunny Day
Purpose: User can filter through agencies

Preconditions:

Application is running

Input:

User selects Coral Gables, Pinecrest

Expected Output:

The bolos from coral gables and pinecrest are displayed

ID:

U-1038-2 - Rainy Day

Purpose:

User does not select any agency

Preconditions:

Application is running

Input:

No selection

Expected Output:

No agency is displayed

Integration Tests

ID: 1-1038-1

Purpose: Request to the backend returns the requested bolos from the agencies
Preconditi | Application is running

ons:

August 4th, 2016

Page 109 of 232




Final Deliverable

Bolo Flier Creator v5.0

Input: Curl: https://4473c6b8-33bc-426e-9147-3019756e24a0-
bluemix.cloudant.com/database/bolo/_design/bolo/_view/by agency?keys=["Coral
+Gables"%2C"Pinecrest"]

Expected | Bolos will be returned

Output:

User Story #890 — Implement Watermark for agencies

Unit tests

ID: U-890-1

Purpose: Validate that the watermarks are included in BOLOs

Preconditi | Officer from agency testAgency is logged in the system, system administrator has
ons: inserted watermark for testAgency

Input: Officer confirms and creates new bolo

Expected | Email notification is sent to users, the PDF sent includes watermark.

Output:

ID: U-890-2

Purpose: Validate that if no watermark is present for agency the PDF is sent without issues
Preconditi | Officer from agency testAgency is logged in the system, system administrator has
ons: not inserted watermark for testAgency

Input: Officer confirms and creates new bolo

Expected | Email notification is sent to users

Output:

Integration tests

ID:

1-890-1

Purpose:

Validate that watermarks are inserted in BOLO PDF previews
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Preconditions:

Officer is logged in the system.

Input: Officer access BOLO and clicks in generate PDF
Expected The system will display the BOLO PDF with the watermark (if present)
Output:

User Story #1037 — Allow Tier 3 users to control Agency settings

Unit tests
ID: U-1037-1
Purpose: Validate that Agency Admins have only access to control settings for their own

agency

Preconditions:

User is set as Agency Administrator

Input: Tier 3 users access Management Dashboard

Expected Only own agency is shown to user.

Output:

ID: U-1037-2

Purpose: Validate that users are not able to unsubscribe from their own agency when

Administrators has prevented it on the settings

Preconditions:

Agency Administrator has prevented users from unsubscribing on the Agency
settings

Input: Officer selects to unsubscribe from agency
Expected System displays a message preventing the user from unsubscribing.
Output:

Integration tests

ID:

1-1037-1

Purpose:

Validate that agency subscription settings are validated when unsubscribing
from email.
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Preconditions:

Officer is received BOLO notification; Agency Admin has set Agency to
prevent un-subscription from own users.

Input: Officer clicks on the link to unsubscribe.
Expected System displays a message preventing the user from unsubscribing.
Output:

User Story #1081 — Prevent Tier 3 users from granting Root access

Unit tests
ID: U-1081-1
Purpose: Validate that the Root roles are not available on user settings from Agency

Administrators

Preconditions:

Administrator from agency testAgency is logged in the system and edits an user

Input: Administrators clicks available roles
Expected System displays Officer, Supervisor and Agency Administrator roles.
Output:

Integration tests

ID:

1-1081-1

Purpose:

Validate that user roles changed by Tier 3 user is reflected in active user session
instantly.

Preconditions:

Officer is logged in the system.

Input: Tier 3 changes user’s role.
Expected The system will change available navigations for user based on role selected by
Output: Tier 3

User Story #1083 — Prevent officers from previewing PDFs before confirmation

Unit tests
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ID:

U-1083-1

Purpose:

Validate that the PDF preview option is not available on BOLO creation

Preconditions:

Officer access the system.

Input: Officer creates a BOLO.
Expected System only allows user to preview BOLO without PDF version
Output:

Integration tests

ID:

1-1083-1

Purpose:

Validate that BOLO PDFs preview route is not available for new BOLOs

Preconditions:

Officer access the create BOLO route.

Input: Officer types preview PDF route for new BOLO before confirmation.
Expected The system displays a message saying that the route is not valid.
Output:

User Story #1087 — Implement time retrieval points for data analysis for Create BOLO

(General-Auto-Boat)

Unit Tests
ID: UT-1087-001-Sunny Day
Purpose: Test create General Bolo

Preconditions:

The create General Bolo webpage is shown

Input:

The user enters date and time reported
The user enters the data related

The user enters the image related

The user clicks on the preview button
The user clicks on the submit button

Expected

If the preview button is clicked on, render the preview view
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Output: e If the submit button is clicked on, store the bolo on cloudant and
render the homepage

ID: UT-1087-002-Rainy Day

Purpose: Test General Bolo template without enter date and time reported

Preconditions:

The create General Bolo webpage is shown

Input:

The user does not enter date and time required
The user enters the data related

The user enters the image related

The user clicks on the preview button

The user clicks on the submit button

Expected
Output:

If the preview button is clicked on, render the preview view
If the submit button is clicked on, the submit button is gray and
disabled

Integration Tests

ID: IT-1087-001-Sunny Day
Purpose: Test create General Bolo
Preconditions: e The server is active
e The user is logged in
e The user is in the homepage
Input: e The user clicks on create bolo button
o The user clicks on the General Bolo button
e The create General Bolo webpage is populated and the user enters this
info: Date Reported: 07/18/2016; Time Reported: 14:00; Category:
Missing Person; First Name: John; Last Name: Doe; Date of Birth:
01/01/1974; Driver License Number: M0123456789; Address: 111
NW 54TH AVE; Zip Code: 33311; Race: White; Sex: Male; Height -
Feet-Inches: 06-02; Weight - Pounds: 188; Hair Color: Black; Tattoos:
None; Featured ImageChoose File: Sketch.png; Video Link:
http://www.testbolo.com; Additional Info: Testing Info; Summary:
Summary Test
e The user clicks on the preview button
e The user clicks on the submit button
Expected e If the preview button is clicked on, the preview webpage is shown

August 4th, 2016

Page 114 of 232




Final Deliverable

Bolo Flier Creator v5.0

Output: e If the submit button is clicked on, the homepage is shown and the
following message: BOLO successfully created

ID: IT-1087-002-Rainy Day

Purpose: Test create General Bolo

Preconditions:

e The server is active
e The user is logged in
e The user is in the homepage

Input: e The user clicks on create bolo button
e The user clicks on the General Bolo button
e The create General BOLO webpage is populated and the user enters
this info: Date Reported: //; Time Reported: :; Category: Missing
Person; First Name: John; Last Name: Doe; Date of Birth: 01/01/1974;
Driver License Number: M0123456789; Address: 111 NW 54TH
AVE; Zip Code: 33311; Race: White; Sex: Male; Height - Feet-Inches:
06-02; Weight - Pounds: 188; Hair Color: Black; Tattoos: None;
Featured ImageChoose File: Sketch.png; Video Link:
http://www.testbolo.com; Additional Info: Testing Info; Summary:
Summary Test
e The user clicks on the preview button
e The user clicks on the homepage button
Expected o Ifthe preview button is clicked on, the preview webpage is shown
Output: « If the submit button is clicked on, the homepage is shown and the

following message: BOLO successfully created

User Story #1119 — Implement time retrieval points for data analysis for Edit Bolo

(General-Auto-Boat)

Unit Tests
ID: UT-1119-001-Sunny Day
Purpose: Test edit General bolo

Preconditions:

e The homepage is shown

Input:

e The user clicks on the edit button for General Bolo

e The user changes the status to Located
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The fields date recovered, time recovered, address, zip code recovered
and agency recovered are displayed and completed by the user

The user enters the data to be changed

The user clicks on the publish button

Expected e The updated data will be stored in on Cloudant and render the
Output: homepage

ID: UT-1119-002-Rainy Day

Purpose: Test edit General Bolo without enter date, time, zip code and agency reported

Preconditions:

The homepage is shown

Input: o The user clicks on the edit button for General Bolo

e The user changes the status to Located

o The fields date recovered, time recovered, address, zip code recovered

and agency recovered are displayed and not completed by the user

e The user enters the data to be changed

e The user clicks on the publish button
Expected « Ifthe publish button is clicked on, the publish button is gray and
Output: disabled

Integration Tests

1D:

IT-1119-001-Sunny Day

Purpose:

Test edit General bolo

Preconditions:

The server is active
The user is logged in
The user is in the homepage

Input: o The user clicks on the edit button for General Bolo
e The user changes the status to Located
e The user enters this info: Date Recovered: 07/18/2016; Time
Recovered: 18:00; Address: 121 NW 54TH AVE, Zip Code
Recovered: 33311; Agency Recovered: Pinecrest
e The user enters the date to be modified
o The user clicks on the publish button
Expected e The homepage is shown and the following message: BOLO
Output: successfully updated
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I1D:

IT-1119-002-Rainy Day

Purpose:

Test edit General bolo

Preconditions:

e The server is active
e The user is logged in
e The user is in the homepage

Input: e The user clicks on the edit button for General Bolo

e The user changes the status to Located

e The user does not enter date recovered, time recovered, address, zip

code recovered and agency recovered

e The user enters the date to be modified

e The user clicks on the publish button
Expected e If the publish button is clicked on, the publish button is gray and
Output: disabled

User Story #1088 — Deactivate and activate User Accounts from Root and Administrator

Unit Tests
ID: UT-1088-001-Sunny Day
Purpose: Test activate / deactivate user

Preconditions:

o The server is active
e Theroot is logged in
e The User Management webpage is shown

Input:

The root clicks on settings

The root clicks on edit account details

The root clicks on activate / deactivate
The system shows a confirmation message
The root clicks on Ok

Expected Output:

« The system shows a message activation / deactivation successful

1D:

UT-1088-002-Rainy Day

Purpose:

Test activate / deactivate user without confirmation

Preconditions:

e The server is active
e Theroot is logged in
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e The User Management webpage is shown

Input:

e Theroot clicks on settings

o The root clicks on edit account details

o The root clicks on activate / deactivate

e The system shows a confirmation message
e The root clicks on Cancel

Expected Output:

o The system will not activate / deactivate the user

Integration Tests

1D:

IT-1088-001-Sunny Day

Purpose:

Test activate / deactivate user

Preconditions:

e The server is active
e Theroot is logged in
o The User Management webpage is shown

Input:

e The root clicks on settings

e Theroot clicks on activate / deactivate

e The system shows a confirmation message
e Theroot clicks on Ok

Expected Output:

« The system shows a message activation / deactivation successful

1D:

IT-1088-002-Rainy Day

Purpose:

Test activate / deactivate

Preconditions:

e The server is active
e The user is logged in
e The user is in the homepage

Input:

e The root clicks on settings

o The root clicks on edit account details

e The root clicks on activate / deactivate

e The system shows a confirmation message
e The root clicks on Cancel

Expected Output:

e The system will not activate / deactivate the user

User Story #1094 — Implement confirmation of BOLO updates
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Unit tests
ID: U-1094-1
Purpose: Validate that updates are applied when edits are confirmed

Preconditions:

testBolo exists in Database

Input:

Officer edits Bolo and email confirmation is sent by the System

Expected Output:

Bolo changes are shown when user cliks on confirmation link

1D:

U-1094-2

Purpose:

Validate that Bolo is locked for editing when it is pending confirmation

Preconditions:

TestBolo has been edited by testUser but is still pending confirmation.

Input:

testUser?2 tries to edit testBolo

Expected Output:

System displays message preventing testUser2 from updating testBolo.

Integration tests

I1D:

1-1094-1

Purpose:

Validate that confirmation route correctly redirects to Home page when
token is not valid

Preconditions:

Officer has received confirmation link via email.

Input:

Officer clicks on confirmation link and add additional digits by mistake

Expected Output:

System redirects officer to Home page and displays a warning message.

User Story #1155 — Change PDF labels

Unit tests

ID: U-1155-1

Purpose: Validate that PDF is sent with the correct labels
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Preconditions: Officer is authenticated with the BOLO app.

Input: Officer confirms new BOLO

Expected Output: | Email notification is sent to users, the PDF sent has the correct headers in
font 23.

Integration tests

ID: [-1155-1

Purpose: Validate that PDF headers are not altered when information from time

module is present

Preconditions: Officer is authenticated with the BOLO app
Input: Officer edits BOLO as Recovered, inserting the data required for time
analysis

Expected Output: | Email notification is sent to users, the PDF sent has the correct headers in
font 23.

User Story #1163 — Connect System Settings page to backend

Integration Tests

Test ID ISD-1163.001

Purpose To verify root user can adjust timeout setting

Preconditions | Root user must be on the login page and on the “system settings” page

Input e Use arrow to adjust new time for the system

e Click submit
Expected The system will have new time to timeout and the new timeout value will be
output updated in the database

Actual output: | Pass

Test ID ISD-1163.002
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Purpose

To verify root user can adjust Brute Force attempts setting

Preconditions

Root user must be on the login page and on the “system settings” page

Input e Use arrow to adjust “Brute Force” attempts for the system
e Click submit
Expected The system will have new Brute Force number for login attempts and the new
output Brute Force value will be updated in the database
Actual output: | Pass
Test ID ISD-1163.003
Purpose To verify root user can adjust timeout and brute force settings

Preconditions

Root user must be on the login page and on the “system settings” page

Input e Use arrow to adjust new time for the system
e Use arrow to adjust “Brute Force” attempts for the system
e Click submit
Expected The system will have new Brute Force number for login attempts and the new
output Brute Force value will be updated in the database and The system will have
new time to timeout and the new timeout value will be updated in the database
Actual Pass
output:
Test ID IRD-1010.004
Purpose To verify an admin user will not have access to the system setting page

Preconditions

User must be logged into the system

Input e Cannot view the “System settings” link
Expected output | None

Actual output: | Pass

Test ID IRD-1010.004
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Purpose

To verify a supervisor user will not have access to the system setting page

Preconditions

User must be logged into the system

Input e Cannot view the “Admin” link

Expected output | None

Actual output: | Pass

Test ID IRD-1163.006

Purpose To verify an admin user will not have access to the system setting page

Preconditions

User must be logged into the system

Input e Cannot view the “Admin” link
Expected output | None
Actual output: | Pass

User Story #1164 — Connect Data Analysis page to backend

Integration Tests

Test ID

ISD-1164.001

Purpose

To verify root user can download the data for one agency

Preconditions

Root user must be on the login page and on the “Data Analysis” page

Input

o Select one agency for the select picker

Expected output

Download CSV file with the entire agency’s BOLO

Actual output: | Pass
Test ID ISD-1164.002
Purpose To verify root user can download the data for two agencies

Preconditions

Root user must be on the login page and on the “Data Analysis™ page

August 4th, 2016

Page 122 of 232




Final Deliverable

Bolo Flier Creator v5.0

Input

e Select two agencies for the select picker

Expected output

Download CSV file with the both agency’s BOLO

Actual output: | Pass
Test ID ISD-1164.003
Purpose To verify root user can download the data for all agencies

Preconditions

Root user must be on the login page and on the “Data Analysis” page

Input

o Select all agencies for the select picker

Expected output

Download CSV file with the all agency’s BOLO

Actual output: | Pass
Test ID IRD-1164.004
Purpose To verify an officer user will not have access to the data analysis page

Preconditions

User must be logged into the system

Input e (Cannot view the “Admin” link

Expected output | None

Actual output: | Pass

Test ID IRD-1164.005

Purpose To verify an supervisor user will not have access to the data analysis page

Preconditions

User must be logged into the system

Input e Cannot view the “Admin” link
Expected output | None

Actual output: | Pass

Test ID IRD-1164.006
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Purpose To verify an admin user will not have access to the data analysis page

Preconditions User must be logged into the system and on the “Admin page”

Input e Cannot view the “Data Analysis” link

Expected output | None

Actual output: | Pass
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Glossary

Administrator: A police agent that operates from a desk coordinating and overviewing tasks.
Agency: A district-based police department.

BOLO: A Be-on-the-lookout flyer that contains information about a specific crime.

Officer: A police agent assigned to a crime scene.

Supervisor: A field operator in charge of multiple cases.

Root Administrator: An officer that has universal access to a system used in law enforcement.
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APPENDIX

Appendix A — UML Diagrams

Static UML Diagrams

Sprint 1

(05/23/2016 - 06/05/2016)

User Story #887 Remove unnecessary data from email alert

e Figure spl-1

Bolo-create-View

<< Boundary >>

onClick()

Layout

Bolo-List

+ selectAgency()

Bolo-Router
<< Controler >

- bolo: Bolo

August 4th, 2016

+ createBolo()

+ updateBolo()

+ getBalo()

+ searchBolo()

+ removeBolo()

+ getAttachment()
+ generatePDF()

+ parseQueryData()
+write()

+ emailSubscribers(}
+ sendBoloNotificationemail()
+ getAlBoloData()
+ getAgencyData()
+attachmentFilter()
+ renameFile(}

+ createUUID()
+getAgency()

+ getArchive()

+ getPurge()

+ getSearch()

+ postSearch()

+ getCreate()

+ getEdit()

+ postEdit()

+ getRestore()

+ getDelete()

+ getDetailsPDF()
+ getDetailsPics()

<< Use »>

A4

EmailServices
<< Boundary >>

onClick()

BoloRepository
<< Boundary >>

---<< abstraction s>--»

- bolo: Bolo

+ insert()

+ delete()

+ searchBolo()

+ parseQueryData()

+ getBaolos()

+ activate()

+ update()

+ boloFromCloudant{)

---== Use =-23| | poigToCloudant()

+ attachmentsFromCloudant(}
+ attachmentsToCloudant()

+ createlUID()

+ getBolosByAgency()

+ getArchiveBolos()

+ getBalo()

+ getArchiveBolosFromPurge()
+ getAttachment()

<- < abstraction =>---

Bolo Flier Creator v5.0

CloudantService E

POST /action 's)

=< absiraction >> !
H << abstraction >

W

userRepository
<< Boundry >>

+insert(}

+lelete()

+getAll)

+getBylD()
+getByUsername()
+getByAgencySubscription()

<< Use >>

UserServices
<< Controler >>

Bolo User
<< Entity >> << Entity >>
[—|-1D -1
- agency - userName
- lastUpdateOn - emalil
- lastUpdatedOn -fname
- category - Iname
- firstName - password
- lastiName - teir
-dob -agency
- idNumber - agencyName
- race - badge
- 88X - sectunit
- height - ranktitle
- weight - naotifications
- hairColor
- tatloos
- address
- additional
- summery
- attachments
- video_url
- isActive
- atatus
-images

+ getByID()

+ addNotifications()

-+ getByNotification()

+ authenticate()

+ deserialize()

+ getByUsemname()

+ getUser()

+ getRoleNames()

-+ registerUser()

+ getUsers()

+ getAgencySubscription()
+ resetPassword()

+ updateUser()

+ removeMotifications()
+ operation)

+ removeUser()

+ formatDTO()
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User Story #892 Expire passwords in 90 days

e Figure spl-2

Email-Service
<<Control>>

+sendGridApiKey

+send()

A

<<Uses>>

Auth-Router
<<Control>>

+ userService

+ userRepository
+agencyService
+emailService

<<Uses>>

+ passport(Local Strategy)

+ router.get()

+ router.post()

+ serializeUser()

+ deserizalizeUser()

+ sendExpirationReminder()

+ sendPasswordExpiredEmail()
+ serializeuser{)

<<Uses>>

Login-View

+username
+ password
+ submit
+forgot

August 4th, 2016

User-Service
<<Control>>

+ getByld()

+ addNotifications()

+ getByNotifications()

+ authenticate()
+deserialize()

+ getByUsername()
+getUser()

+ getRolenames()

+ registeruser()

+ getUsers()

+ getAgencySubscribers()
+ resetPassword()

+ updateUser()

+ removeNotifications()
+ operation()

+ removeUser()

+ formatDTO()

<<Uses>>

User-Repository
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Cloudant-DB
POST/action

I

<<Boundary>>
+insert() <<Abstraction>>
+ delete()
+ getAll()
tByid|
TomEn <<Abstraction>>

+ getByUsername()
+ getByAgencySubscription()

<<Uses>>

AV
User-Model
<<Entity>>

-id

- username

- email

- fname

- Iname

- password

- passwordLifetime
- tier

- agency

- agencyName
- badge

- sectunit

- ranktitle

- notifications
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User Story #882 Implement WildCard search field
e Figure spl1-3

= BoloSarvice
oG ontrob-=

baloRepasitory: BoloRepastary

+ createBalad)
+previewBalad)

+ updateBala]}
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=
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+ge At tachme

* CloudantService
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User Story #888 Open PDF documents in new tab

e Figure spl-4

August 4th, 2016

=]

Wiew-Datall
<« Boundary ==

P i child
= BoloSarvice
oG ontrops =

boloRepository: BoloRepositary

+ createBalal )
+praviewBalad)

4+ updateBala{}

+ getBaos{)
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+zmarch Balos )
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+getiltachment()

=
e Rt

<

= BoloR epoalttory

<< Boundary ==

bolos: Balo

+ insari)
+update()
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+getdtachmen ()

* CloudantService
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+P DFDacurmen iy )
+pipe )

4 '|d:E

= Boo
g Entﬂ_]l:-:-

+authar
+agency
+lastlpdateOn
+lastl pdatedOn
+oategary
+firsti ame
+lasi ame
+dakl
+diNumber
+race

+maE

+haight
+iweight
+hairCalar
+iatigas
+addmss
+addifana
+Zummary
+afiachmenis
+videra_ur
4imfchve)

-+t i
‘images
e

Page 129 of 232



Final Deliverable Bolo Flier Creator v5.0

User Story #894 Update all Pages to Bolo v5.0
e Figure spl-5
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User Story #895 Create template for Theft-Boat BOLO

e Figure spl1-6
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Layout

Bolo-Router
<<Controls>

- bolo: Bolo

Bolo-Create-Form
<<Boundary=>

+submit()
+preview()
+PDF()

Bolo-Create-Auto-Form
=<Boundary=>

+ createBolo()

+ updateBolo()

+ getBolo()

+ searchBolo()

+ removeBalo()

+ getAttachment()

+ generatePDF()

+ parseQueryData()
+ write()

+ emailSubscribers()

+ sendBoloMotificationemail ()

+ getAllBaloData()
+ getAgencyData()
+attachmentFilter()
+ renameFile()

+ createUUID()

+ getAgency()

+ getArchive()

+ getPurge()

+ getSearch()

+ postSearch()

+ geiCreate()

+ getEdit()

+ postEdit()

+ getRestore()

+ getDeleta()

+ getDetailsPDF()

+ getDetailsPics()

Bolo Flier Creator v5.0
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User Story #881 Create template for Theft-Auto BOLO

e Figure spl-7

August 4th, 2016

Layout

Bolo Flier Creator v5.0

Bolo-Router
w<Controls>

- bolo: Bolo

Bolo-Create-Form
<<Boundary>>

+5ubrmit()
+preview()
+PDF()

Bolo-Create-Auto-Form
<<Boundarys>

+ createBaolo()

+ updateBalo()

+ getBolo()

+ searchBolo()

+ removeBaolo()

+ getAttachment(}

+ generatePDF()

+ parseQueryDataf()
+ write()

+ emailSubscribers()

+ sendBoloNaotificationemail ()

+ getAllBoloData()
+ getAgencyDatal)
+attachmentFilter()
+ renameFile()

+ createULND()

+ getAgency()

+ getArchive()

+ getPurge()

+ getSearch()

+ postSearch()

+ getCreate()

+ getEdit(}

+ postEdit()

+ getRestore()

+ getDelete()

+ getDetailsPDF()

+ getDetailsPics()
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Sprint 2
(06/06/2016 - 06/19/2016)

User Story #893 Authenticate password reset confirmation
e Figure sp2-1

change Password Auth-Router
<< Viewss << Controller >
- =< User 55 -2
- newPassword: textField - agencyService: AgencyService
- confirmPassword: textField - userService: UserService
+ submit(): void + get({route): function
+ use(route): void
+ checkAuthorization()
+ post(): function

Login
<< View >>

- usemameField: textField
-passwordField: TextField

Bolo Flier Creator v5.0

User-Service
<< Controller >

-user: User

+ authenticate(): User

+ getUsear(): user

+ registerlser(): userDTO

+ getUsears(): users(]

+ updateUser(userDTQO): userDTO
+ removelser(): UserDTO

+ resetPassword(): Boolean

+ getByEmail(): UserDto

+ getByToken(): UserDTO

+ hashPassword(): userDTO

,
=< User ==

L

+ login(): void

User-Repository
<<Controller >>

E - user: User

(< << abstraction >> - -| - db: cloudant-Promise
Cloudant + fromCloudant(): User
POST/action toCloudanrt(): DTO

+ inser(): User

+ update(): User

- =< absiraction == == | QetAll(): User{]

remove(): User

changePassword(): Boolean
resetPassword(id, password): UserDTO
getByEmail(): UserDTO

getByToken(): UserDTO
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User Story #919 Adjust timeout session
e Figure sp2-2

user App Application View
=< entity == =< controller == =< Boundry ==
-id - session + refeshCookieAge()
- usemame - modules
- email -locales
- fname
- Iname
- email + createCookie()
- password + isAuthenticated() : boolean
- tier

+ isValid() : boolean

+ hachPacewnrAdll -

User Story #930 Send email notification after password has been reset
e Figure sp2-3

change Password Auth-Router User-Service
<< Views> << Controller »= << Controller ==
|- =< User ===
- newPassword: textField - agencyService: AgencyService Uger: User
- confirmPassword: textField - userService: UserService
+ authenticate(): User
P . + getUser(): user
+ submit(): void + get(route): function + registerUser(): userDTO
+ use(route): void + getUsers(): users(]
+ checkAuthorization() + updateUser{userDTO): userDTO
+ post(): function + removeUser(): UserDTO
+ resetPassword(): Boolean
+ getByEmail(): UserDio
+ getByToken(): UserDTO
Login + hashPassword(): userDTO
<< View >> :
- usemameField: textField e User o>
-passwordField: TextField \af
o User-Repository
+ login(): void <<Controller >>

E - user: User

< << absiraction > - -| - db: cloudant-Promise
Cloudant + fromCloudant(): User
POST/action toCloudanrt): DTO

+ insert(): User

+ update(): User

- << abstraction >> > | getAll(): User(]

remove(): User

changePassword(): Boolean
resetPassword(id, password): UserDTO
getByEmail(}: UserDTO

getByToken(): UserDTO
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User Story #879 Confirm BOLO via email after creation

e Figure sp2-4

Email-Service
<<Control>>

+sendGridApiKey

+send()

<<Uses>>

Bolo-Router
<<Control>>

+ router.get()
+ router.post()
+ sendConfirmationBoloEmail()

+ sendBoloNotificationEmail()

<<Uses>>

Create-Bolo-View
<<boundary>>

+ Bolo-create-form
+ Submit button
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--<<Uses>> >

Bolo-Service
<<Control>>

+ createBolo()

+ previewBolo()

+ updateBolo(}

+ getBolo()

+ getBolos()

+ getBolosByAgency()
+ getArchiveBolos()

+ getArchiveBolosForPurge()
+ activate()

+ removeBolo()

+ getAttachment()

+ formatDTO()

<<Uses>>

Bolo-Repository
<<Boundary>>

+ boloFromCloudant()

+ boloToCloudant()

+ attachmentsFromCloudant()
+ attachmentsToCloudant()

| + createUUID

+insert()

+ update()

+ activate

+ delete()

+ getBolos()

+ getBolosByAgency()

<<Uses>>

Bolo-Model

-id

- createdOn

- lastUpdatedOn
- lastUpdatedBy
- agency

- agencyName
- author

- category

- firstName

- lastName

- dob

- diNumber

- race

- sex

- height

- weight

- hairColor

- tattoos

- address

- additional

- summary

- attachments
- video_url

- isActive

- status

- record

- images

- boloToken

<<Entity>>

Bolo Flier Creator v5.0

Cloudant-DB
POST/action

<<Abstraction>>

S<Abstraction>>
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User Story #891 Prevent password from displaying in url

e Figure sp2-5

Bolo-Router
<<Control>>

+ router.get()

+ router.post()

+ sendConfirmationBoloEmail ()
+ sendBoloNotificationEmail()

<<Uses>>

Archive-BOLO
<<boundary>>

+ Bolo-purge-form
+ Confrim button
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...<<lUses>>->>

Bolo-Service
<<Control>>

+ createBolo()

+ previewBolo()

+ updateBolo()

+ getBolo()

+ getBolos()

+ getBolosByAgency()
+ getArchiveBolos()

+ getArchiveBolosForPurge()
+ activate()

+ removeBolo()

+ getAttachment()

+ formatDTO()

Bolo-Repository
<<Boundary>>

Text
<<Uses>>

,,,,,,,,,,,,,,,,,,,,,, 3

+ boloFromCloudant()

+ boloToCloudant()

+ attachmentsFromCloudant()
+ attachmentsToCloudant()
+ createUUID

+insert()

+ update()

+ activate

+ delete()

+ getBolos()

+ getBolosByAgency()

+ searchBolos()

<<Uses>>

Bolo-Model
<<Entity>>

-id

- createdOn

- lastUpdatedOn
- lastUpdatedBy
- agency

- agencyName
- author

- category

- firstName

- lastName

- dob

- diNumber

- race

- sex

- height

- weight

- hairColor

- tattoos

- address

- additional

- summary

- aftachments
- video_ur!

- isActive

- status

- record

- images

- boloToken

- confirmed
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Cloudant-DB
POST/action

L/

<<Abstraction>>
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User Story #880 Send feed of BOLOs as JSON documents
e Figure sp2-6

parent child
BoloService Bolo
=<Control>> <<Entity>>
- boloRepository: +author
BrlnBanncitnns +agency
+lastUpdateCn
LSamEIRY, CiestUpasiedSn
+updateBolo(} :Erastﬁ\?:r::e
+ getBolos()
+getBolosByAgency() ::f;é”ame
+getArchiveBolosForPurge +dIMumber
+getArchivedBolos() +race
+searchBolos(} +5Ex
+removeBolos( +height
+getAttachment(} +wweight
+hairColor
+tattoos
+address
+additional
. +summanry
' T +attachments
U‘S’E .. +wideo_url
T +isActive(}
BoloRepository s +status()
<<Boundary>> Use +images
-bolos: T
EBolo
EmailService
==Boundary>>
+ insert() +send()
+update(]
+activate
+delete()
+getBolos()
+getBolosByAgency()
+searchBolos()
+getArchivedBolos()
+getArchivedBolosForPurag
+getBolo()
+getAttachment()

: /N

Abstraction Abstraction

UserService
UserRepository ==Control=>
CloudantService - Abstraction- > Pyt

+getByld()
N +~addMotifications(
+insert B .
,,,,,,,,,,, Use -----------| raetByMotification(}
<" - - Abstraction---- :gz{i‘lﬁ[ﬁ = +authenticate(
+getByUsername() :gztsg\;ﬁlslgrel\[fame["
\_ J +getByAgencySubscription +getUser() :
H +getRoleName()
H s +registerUser()
Abstraction  Abstraction +getUsers()
H \:/ +getAgencySubscribers(
+resetPassword()
Data SubscriberRepository +updateUser()
<<Boundary=>> +removeMNotifications()
+operation()
+insert(} User +removeUse_r[j:
:gg:jee:tee =<Entity>> +formatDT O}
+getAll() -id
+getDataSubscriber() —username
+getDataSubscribers() -email
+searchDataSubscribers() -fname
+findDataSubscriberByld( -Iname
-password
AN -tier
Use cEasney
E agencyMame
: -badge
Data SubscriberService -sectunit
=<Control=>= -ranktitle
—nntificatinne
+getByld(}

+getDataSubscribers()
+getDataSubscriber() Data Subscriber
+searchDataSubscriber(] =<Entity>>
+formatDTO() T — T
+createDataSubscriber() —name
+updateDataSubscriber( _email

-isActive
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User Story #920 Compress images upon upload

e Figure sp2-7

parent child
BoloService Bolo
<<Control== <<Entity>>
- boloRepository: +author
BrinBannciton +agency
N +lastUpdateOn
preiewEolo) +lastUpdatedon
+ updateBola() :fclfstfrf:ge
+ getBolos()
+geiBolosByAgency() :Ida;ér\lame
+getArchiveBolosForPurge +dINumber
+getArchivedBolos() +race
+searchBolos() e
+removeBolos() +height
+getAttachment() +Wei%m
+hairColor
+attoos
+address
+additional
i +summary
! +attachmenis
U\f,e +video_url
+isActive()
BoloRepository +status(}
<<Boundary=> +images
-bolos:
Bolo
B V TS
+insert(} > Image Service
+update() <<Control>>
+activate()
:de{;tel[_: . +createlmageFromBuffer()
+getBDIUSE A . +compressimageFromBuffer()
getBolosByAgency() +compressimageFromBufferOutToFile()
+searchBolos()
+getArchivedBolos()
+getArchivedBolosForPurg /l
+getBola() i
+getAttachment()
] ¥
! A Use
Abstr;ctiun Abstraction .
CloudantService AgencyRepository
"“Abstraction—f_} <<Boundary=>
+insert()
+update() |t
<. " ~Abstraction- - -. +delete() < Use
+getAgency()
+getAgencies()
+getAttachment()
+searchAgencies()
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Agency

<<Entity>>
-id
-name
-city
-state
-isActive
agency_id

Agency Service
<<Control>>

+AgencyRepostory

+createAgency()
+findAgencyByid()
+updateAgency()
+getAgencies()
+searchAgencies()
+getAttachment()

Page 138 of 232



Final Deliverable

User Story #896 Create specific Bolo for Theft-Auto

e Figure sp2-8

Bolo Flier Creator v5.0

Bolo-Router Bolo-Service
Bolo-List Bolo-Repository
<<Boundary>> <<Controb> =+eControise. <<Control>>
o - bolo: Bolo - boloRepository: BoloRepository ~bolo: Bolo
+details()
sarchive() +createBolo() + createBolo() +insent(y
+ updateBolo() +previewBolo() + delete()
+ getBolo() + updateBolo() + searchBolof)
+ searchBolof) + getBolos() Dat
+ removeBolo() +getBolosByAgency() : ;‘Z?Ei.?)‘;?,” =20
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+ write() i +removeBoios() + boloToCloudant()
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ayout + sendBoloNotificationemail() + attachmentsToCloudant()
+getAlBoloData() +createUUID()
+ getAgencyData() + getBolosByAgency()
+attachmentFilter() + getArchiveBolos()
+ renameFile() +getBolo()
+ createUUID() + getArchiveBolosFromPurge()
+getAgency() + getAttachment()
+ getArchive()
+ getPurge() A '
+getSearch() Bolo ; H
+ postSearch() <<Control>> H H
+getCreatel
P —— b gelEﬂil(} 0 “vauthor < abslra‘cm:n B <« abslra‘cmn B
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—doc: POFDocument +summary
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+ PDFDocument() +video_url
+pipe() +isActive()
+ font() +status()
+end() +images
e Figure sp2-9
Bolo-Router Bolo-Service
Bolo-List Bolo-Repository
<<Boundary>> <=Controb>> <<Control>> <<Control>>
+edit) - bolo: Bolo - boloRepository: BoloRepesitory - bolo: Bolo
+detalls()
archive() + createBolo() + createBolo() + insert()
+ updateBolo{) +previewBolo) +delete()
+getBolo() + updateBolo() + searchBolo{)
+ searchBolo() + getBolos() Dat
+ removeBolo) +getBolosByAgency() Mot
+ getAttachment() +getArchiveBolosForPurge < Use > > | + activate|
+generatePDF) | T < Use >3 | igetArchivedBolos) + um‘lale(;)
+ parseQueryData() +searchBolos() + boloFromCloudant()
-+ write() +removeBolos() + boloToCloudant()
L + emallSubscribers() +getAtiachment() + attachmentsFromCloudant()
ayout + sendBoloNotificationemail() + attachmentsToCloudant()
+ getAlBoloData() + createUUID()
+ getAgencyData() + getBolosByAgency(}
+attachmentFiter() + getArchiveBolos()
+ renameFile() + getBolo()
+createUUID() + getArchiveBolosFromPurge()
+getAgency() + getAttachment()
+getArchive()
+getPurge() A :
+ getSearchy() Bolo : H
+ postSearch() <<Controb>> | H
Creet . .
P — :g:‘E;%eo wadthor << abstaclon 3> << abstracton >>
<<Boundary>> + postEdit() A o : ;
{Restor : H
+5ubm|\()t] e 0 +astUpdatedOn s
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+ getDetailsPDF() Cloudant
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User Story #933 Edit bolo for Theft-Auto

e Figure sp2-10
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Bolo-Router Bolo-Service Bolo-Repository
Bolo-List <<Control=> <<Control>> <<Controlss
<<Boundary>> - bolo: Bolo - boloRepository: BoloRepository - bolo: Bolo
+edit() + createBelo() + createBolo()
+details() + updateBolo() +previewBolo() I Id”:l:?e(?j
+archive()
+getBolo() + updateBolo() + searchBolof)
+ searchBolo{) + getBolos() + parseQueryData()
+ removeBolo() +getBolosByAgency() + getBolos()
+getAttachment) | U L +getArchiveBolosForPurge k< Use »>-= | + activate()
+ generatePDF() = Use +getArchivedBolos() +update)
+ parseQueryData() +searchBolos() + boloFromCloudant()
+ write() +remaveBolos() + boloToCloudant()
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e Figure sp2-12
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Sprint 3

(06/20/2016 — 07/03/2016)

User Story #934 Remove empty fields from PDF bolo for display

e Figure sp3-1
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User Story #935 Add drop down menu for links such as settings, user guide, logout and others
to be added at a later time

e No diagrams
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User Story #1006 Add a user guide page for each tier

e Figure sp3-2
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User Story #1046 Add an about us page

e Figure sp3-3
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Bolo Flier Creator v5.0
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User Story #1011 Filter BOLOS by author and reformat the dropdown

e Figure sp3-4
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User Story #1009 Automate database creation via scripts

e No diagrams
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Bolo Flier Creator v5.0

User Story #1008 Prevent user email domain from being something other than their agency's

domain

e Figure sp3-5
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e No diagrams

User Story #931 Create script to reset DB Schema
e Figure sp3-6
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User Story #985 Enhance ImageService
e No diagrams

User Story #986 Unsubscribe from BOLO emails
e Figure sp3-7
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User Story #1001 Implement routes with authentication
e Figure sp3-8
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User Story #1007 Redesign Filter by Agencies in Home page
e Figure sp3-9
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User Story #1033 Fix several bugs
e No diagrams

User Story #990 Redesign and add validations for General Bolo Template
e Figure sp3-10
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User Story #991 Redesign and add validations for Theft Auto Template

e Figure sp3-12
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User Story #992 Redesign and add validations for Theft Boat Template

e Figure sp3-13
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User Story #1030 Delete the Ongoing Status from Bolo

e No diagrams
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Bolo-Repository
<<Control>>
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+ insert()

+ delete()
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A
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<< abstraction 5>
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Final Deliverable

Sprint 4

(07/04/2016 — 07/17/2016)

Bolo Flier Creator v5.0

User Story #1010 Create a front end page for root to customize system settings

e Figure sp4-1

Admin View
<<Boundary>>

+admin-user()

+admin-dataSubscribers()
+admin-systemSettinig()
+admin-DataAnalysis()

SystemSetting
<<Router==

+admin-agency() —_—

+getSystemSetting(req,res)

System Setting View
<<Boundary=>

-brute
-Minutes

User Story #1096 Implement a link to download a PDF of the user's guide based on user's tier

e Figure sp4-2

User-Guide
<< Boundry ==

+GeneratPDF()

UserGuide
<< Router ==

+getUserGuide()
+downLoadUserGuide(user

PDF Services
<<Entity==

+genlUserGuide(user, doc)
+genDetailsPdf(doc, data)
+genPreviewPdf(doc, data)

UserGiude PDF View
<<Boundry>=
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User Story #1097 Implement an About Miami Dade County Association of Chief of Police

(MDCACP) page

e Figure sp4-3

Login
=<Boundry>=

+getUsername()
+getPassword()
+getAboutUs(MDCACP)

about-us
=< boundry ==

+getAboutMDCACP()
+getAboutFIL)
+getAboutiBM()

about-MDCACP
=< boundry >=

User Story #1098 Create an about us page for Florida International University's (FIU)

contribution

e Figure sp4-4

Login
=<Boundry>=

+getUsername()
+getPassword()
+getAboutUs(MDCACP)

about-us
=< boundry ==

User Story #1099 Create an about us page for IBM's contribution
e Figure sp4-5

+etAboutMDCACP()
+getAboutFIL)
+getAboutiBM()

about-FIU
=< boundry ==

Login
=<Boundry==

+getUsername()
+getPassword()
+getAboutUs(MDCACP)

about-us
=< boundry ==

User Story #1100 Create a page where root can retrieve data for analysis
e Figure sp4-6

+etAboutMDCACP()
+getAboutFIU()
+getAboutiBM()

about-IBM
=< boundry ==

Admin View
<<Boundary==

+admin-user()
+admin-agency()
+admin-dataSubscribers()
+admin-systemSettinig()
+admin-DataAnalysis()

DataAnalysis
<<Router>>

+getDataAnalysis(req,res)

DataAnalysy View
<<Boundary=>
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User Story #1014 Lock user account after 10 incorrect login attempts

e Figure sp4-7
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<<Control>>
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+ removeUser()

+ formatDTO()

<<Uses>>
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<<Boundary>>

+ insert()
+ delete()

+ getAll()

rrrrrrrrrrrrrrrrrrrrrrrrrrr | + getByid()

+ getByUsername()
+ getByAgencySubscription()

Cloudant-DB
POST/action

L/

<<Abstraction>>

<<Uses>>

User-Model
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-id

- username

- email

- fname

- Iname

- password

- passwordLifetime
- tier

- agency

- agencyName
- badge

- sectunit

- ranklitie

- notifications

User Story #1038 Filter by multiple agencies in bolo list page

e Figure sp4-8

Bolo-Router
<<Control>>

+ router.get()

+ router.post()

+ sendConfirmationBoloEmail ()
+ sendBoloNotificationEmail()

...<<lUses>>->>

<<Uses>>

Create-Bolo-View
<<boundary>>

+ Bolo-create-form
+ Submit button
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Bolo-Service
<<Control>>

Bolo-Repository
<<Boundary>>

+ createBolo()

+ previewBolo()

+ updateBolo()

+ getBolo()

+ getBolos()
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+ formatDTOX)
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Bolo-Model
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User Story #890 Implement Watermarks for agencies
e Figure sp4-9

parent child
BoloService Bolo
<<Control=> <<Entity>>
- boloRepository: BoloRepository +author
+agency
] +lastUpdateOn
:pcrr:ﬁgev?ggt:g[_l +lastUpdatedOn
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+ getBolos()
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+searchBolos() +5Ex
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U@e +video_url
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B Tt tUsee -l N
+insert() > Image Service
+update() <<Confrol==
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E A L.!s'e
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i i Agency Service
AgencyRepository
CloudantService | —_— <<Boundary>> <<Control>>
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+insert()
*update(} - User------------ +createAgency()

~ " “Abstraction-.-. +deleta()

. +findAgencyByid()
+getAgenC}[,. ) +updateAgency()
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<<Entity>>
-id
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User Story #1037 Allow Tier 3 users to control Agency settings

e Figure sp4-10

CloudantService | Su_——— >

AgencyRepository
<<Boundary>>

<~ " Abstraction---.

+insert()

+update()
+deletel)
+getAgency()
+getAgencies()
+getAttachment)
+searchAgencies()

Agency

<<Entity>>
-id
-name
-city
-state
-isActive
-agency_id

User Story #1081 Prevent Tier 3 users from granting Root access

e Figure sp4-11

CloudantService ----ﬁbstractiun-}

UserRepository
<<Boundary>>

---Abstraction----
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+insert()

+delete()

+getAll()
+getByUsername()
+getByAgencySubscription

User
<<Entity>>

Bolo Flier Creator v5.0

Agency Service
<<Control==

+AgencyRepostory

+createAgency()
+findAgencyByid()
+updateAgency()
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+searchAgencies()
+getAttachment()

UserService
<<Control>>

-id
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-email
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-password
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-sectunit
-ranktitle
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+getByld()
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+authenticate()
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+getAgencySubscribers()
+resetPassword()
+updateUser()
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+operation()
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+HiormatDTO()
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User Story #1083 Prevent Officers from previewing PDFs before confirmation
e Figure sp4-12

parent child
BoloService Bolo
<<Control>> <<Entity>>
- boloRepository: BoloRepository +author
+agency
. +lastUpdateOn
: ;rr:\ﬁ;ev?ggtllé-l_l +lastUpdatedOn
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-

Abstraction Abstraction

CloudantService
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User Story #1087 Implement time retrieval points for data analysis for Create Bolo (General -

Auto - Boat)

e Figure sp4-13
Bolo-List Bolo-Router Bolo-Service Bolo-Repository
<<Control>> <<Control>>
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+PDF) <cBloundary>> Number
+race
+sex
+height
+weight
+hairColor
+attoos
+address
+additional
+summary
+attachments
Bolo-Thett-Auto-Form Bolo-Create-GeneralBolo-Form | | Bolo-Create-Theft-Boat-Form +video_url
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User Story #1119 Implement time retrieval points for data analysis for Edit Bolo (General -

Auto - Boat)

Figure sp4-14
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User Story #1088 Deactivate and Activate User Accounts from Root and Administrator

e Figure sp4-15

Admin Layout

User-Router
<<Control>>

User-Service
<<Control>>

-promise: Promise
-router: Router

-user: <<Entity>> User
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Sprint 5
(07/18/2016 — 07/31/2016)

User Story #1094 Implement confirmation of BOLO updates
e Figure sp5-1
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User Story #1155 Change PDF labels

e Figure sp5-2
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User Story #1086 Change Interactive Edit Menu to Static Label for Status. Keep Data Field
Contents After Validations When a New User and a New Agency is Created. Add New Aesthetic
for Bolo Buttons

e No diagrams

User Story #1089 Show Edit and Archive only for Root and Administrators and Only View for
Users. Create the functionality to go back for Details for Bolos (General, Auto and Boat). Create
the ability for view a Bolo when it is Archived, and show edit and restore for Root

e No diagrams

User Story #1163 Connect system setting page to backend
e No diagrams

User Story #1164 connect data analysis page to backend
e No diagrams
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Final Deliverable
Dynamic UML Diagrams
Sprint 1
(05/23/2016 - 06/05/2016)

User Story #887 Remove unnecessary data from email alert
e Figure spl-1

Bolo Flier Creator v5.0
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User Story #892 Expire passwords in 90 days
e Figure spl-2

e )
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e usereResetPassword(user, password) :
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User Story #882 Implement WildCard search field
e Figure spl1-3

3 Get Search Results
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e e
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User Story #888 Open PDF documents in new tab

Bolo Flier Creator v5.0

e Figurespl-4
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User Story #894 Update all Pages to Bolo v5.0
e Figure spl-5
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User Story #895 Create template for Theft-Boat BOLO
e Figure spl1-6
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<<Boundary>> -Form <<Control>>
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Officer | T
1: Click Create Bolo Button _f‘ 3: Router.get(Form) |
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User Story #881 Create template for Theft-Auto BOLO
e Figure spl-7
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2: Select template Theft-Auto | L4 Render({Bolo create theft auto form)
= |:| A m e e
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Final Deliverable Bolo Flier Creator v5.0

Sprint 2
(06/06/2016 - 06/19/2016)

User Story #893 Authenticate password reset confirmation
e Figure sp2-1

5 D Authenticate Confirmation Password )

5 D Preconditions )
Auth- User- User Cloudant
User Login Change Router Service Repository 1
View Password B h :

View

EmcrNchasswordAndCo'ﬂirmalion

clickSubmit()
20

post{route)
21

| validate{ password,
:| confirmationPassword)
214

redirect{invalidPasswordErmror)
3.0

resetPassword(id, password)
4.0

» getByld(id)
4.1

-— hashPassword() !
s |
update{userData)
6.0
update({userData) .
&1 1
ugerData
gz
userData
6.3
P S
userData
6.4

redirect{successMessage)
7.0
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User Story #919 Adjust timeout session
e Figure sp2-2

5 D Session Timeout J

precondition

User Login Auth- . cloudant
/\ View Router '
E enter userName, password E
: 1.0 :
: clickSubmit() i
| 2.0 '
¢ » :
! post{route) |
r 1 :
Validate{userName. .
redirect userName, password password) 2.1.1 X
< 0 |
active user E
4.0 ;
~+— continuedActivity '
PEES o
sessionTimeout{session)
5.0
redirect{http/f refreshed) .
A 6.0 i H
| I L L LT TP P L E LR R EEEEEEEE
-y ' !
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Final Deliverable

User Story #930 Send email notification after password has been reset

e Figure sp2-3

Bolo Flier Creator v5.0

redirect{invalidPasswordError)
3.0

Email notification after my password has been reset System )
5 D Preconditions )
User User Change Auth- User- User Cloudant
Account Password Router Service Repository :
View View : : :

EnterNewPasswordandConfirmation |

: clickSubmit()

" 20

L4 >

H post{route)

: 21

—_
_ validate{ password,
:| confirmationPassword)
244

resetPassword(id, password)
4.0

M -mmmmmee e ] -

getByld(id)
4.1
getla(id)
4.1.1
userData
412
userData
4.2
P .
+— hashPassword()
e
update{userData)
6.0
update{userData) E
6.1 H
userData
62
userData
B.3
R
userData
6.4

sendEmail{iupdateMsg)
7.0
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User Story #879 Confirm BOLO via email after creation
e Figure sp2-4

:j i View-Bolo-List Bolo-Create-Form Bolo-Router Email-Service Bolo-Service Bolo-Repository f 3

Officer <<Boundary>> <<Boundary>x> <=Control>> <=Control>> <=Control>> <<Boundary>>

Cloudant

— 1:Login i
7 Tedn L o Gk Greate Button |

3: Get Create Bolo Route;

4: post(Bolo Data)

U 5: createBolo(Bolo Data)

6: insert(Bolo Data)
|5 InserfiBole Jala)

7: SendConfirmationEmail

L

7.1: SendEmall

7.2:Confirm Email

T| 8:updateBolojBolo Data) , ["9:updateBolo(Bolo Data)

'] 10:updateBolofBolo Data)

H 13:updateBolp(Bolo Data) S ipates o iEee DA

14: Display Bolo 15: send(bolo)

11:updateBolo(Bolo Data)

16:send(Bolo)

User Story #891 Prevent password from displaying in url
e Figure sp2-5

)
Y
Bolo-Archive Bolo-Router Bolo-Service Bolo-Repository
Officer <<Boundary>> <<Control>> <<Control>> <<Boundary>>
Cloudant
— 1:navigate to e 2: Purge —_
* Bolo(s) o ' '

3: Purge Bolo(s)

4: Remove Bolo(s)

r‘ 5: Delete Bolo(s)

6: Return confirmation

8: Return confirmation
- 4: Return confirmation -

10: Remove Bolo(s) from page
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Final Deliverable

User Story #880 Send feed of BOLOs as JSON documents

e Figure sp2-6

Bolo Flier Creator v5.0

Pre-condition J

Bolo-List Bolo-Create-View Bolo-Router “User-Senvice BoloRepository ‘EmailService UserRepository | [DataSubscriberService) DataSubscriberRepository
=<Boundary>> =<Boundary>> <<Contrgl>> <=Confrol>> <<Boundary>> <<Boundary>> =<Boundary>> =<Control=> <<Boundary>>
Officer | | ' ' : | : | ' )

: 1 ' ' H H 1 : 1 Cloydant Sendgrid
! | : | i : i : : 1 :

: i ' H H ' ' 1 ' |
M 1: Click Submit o 4 ! ! ' ' ! M M

T L4 2: emailTriger() ' ' ' ' ' '

1 ) i ' H : 1

f :|3 p.\rseﬂuwD.\tmE ‘ ' ‘ ‘

1 4 SololD) : H ' 1

| : d | SgetBoofi) ¢ ! N

0 . v " i r

3 E E 6:boloDoc 3 3

7: boloFromCloudant(boloDoc)

: 8: bojo H : 1

: M 9 getUsers() ' : : ;

: 10; getdl) o : :

' > ' 1

] V11 view('users') . N

' H i

.: 3 12 map{userDoc) N

| [ SSU— feenn PRI i

13:flomCloudant(userDoc) ;

14: userDocs

H 15: Users ' '

: G ! !

H T ‘ ‘

: : : ;

H ' : 1

16: send(email) N 3 :

H 4 | 17: send(emai) ' N

H T T *

: ; 18: success :

; 19: success ; ;

H L) 1 1

H ! 1 1

H ! 1 1

1 ! 1 1

: 20: getD. L !

H >

: 21: getAllSubscribers()

H | S gemoubseiberl

1 22 view('subscribers’)

) 23: map(subscribersDoc)

) T

H 4: fronC Do)

E 26: Subscribers

M 27. send(email) .

| >

| 28: send(emai) N

| >

| " 29 success

| : success

H o

31: render(Bolos)
( ,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,
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User Story #920 Compress images upon upload
e Figure sp2-7

Pre-
Conditio,
-Agency-List ‘Bolo-List ‘AdminRouter -AgencyService BoloService ‘ImageService -AgencyRepository :BoloRepository
=<Boundary== =<Boundary=> =<Control==> ==Control=> ==Control== ==Control== ==Boundary=> ==Boundary=>
i i i " i i i
: 1 1 1 1 1 1 1
Offiper : : : ' : i : Cloudant
[ 1: Click Create | 1 1 H H 1 M
L 2: getCrehteRoute | | ] | ' |
H > 3 creat : 4: compressimage : : '
(data, attachment) . PrE g H H H
LamPs (attachment) - ! H
[ T > H
T '
! H
! .
! H
i : :
| H :
; i 6: insert(agency) _’__'A 7 Insertlag'pnc‘fl .
: : i
H |
< 9: confirmation e -
| 10: getlist | |- R R EEEEEEE R SRR
1 <L : '
! . L H
| 11: shpwList :
' :
| H
i . ;
| H H
12: click Create - 1 i H
L . i H
13: create(bolo, attachments) > 14.compress| :
(attachments) '
1
|
|
|
T 1
| |
| 15 buffer E
' i V
H [ 16 insert{bolo) > 17:insert(bolo)
18: boloDoc
H 19: confirmation e
i
|
' 20: displayBolos
ot o e PR RRSESSF L
e Figure sp2-8
O O
Bolo-List [Boio-Create-Form Bolo-Greate-Auto olo-Preview-View| PDFDocument Bolo-Router Bolo-Service Bolo-Repository i
y ntr i <<Controb> <<Boundary>>
Officer y <<Boundary>> Gloudant
M 1: Click Crdate Button ! 3: Router.get(Form)
2 Select template Theft-Auto H 4R create form) ﬂ
D: 5a: Show Bolo-Theft-Auto-Form |
6a: previ Data) ALTERNATIVE 7a: post(Bolo Data)
9a: Click on back button U 8a: preview view)
A 6b: previewPTFBolo(Bolo Data) ALTERNATIVE - 7b: post(Bole Data) _
b: Click on back button 80t preview pdf view)
50: Click Submit bution ; :
! Data)
7c: post(Bolo Data)
B: createBolo(Bolo Data) i Data)
10: Data)
[L ; 5 idateBoioBoin Data)  11: updateBolo(Bolo Date | ) U
u 13: Display Bole Created
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Final Deliverable

User Story #932 View Bolo Details for Theft-Auto

e Figure sp2-9
Bolo-List
Officer <<Boundary>>

[] 1: Click details bution

Bolo-Details-View
<<Boundary>>

2: Router.getDetails(Bolo)

Bolo Flier Creator v5.0

PDFDocument
<<Controt>>

Bolo-Router
<<Control>>

Bolo-Service
<<Controk>>

Bolo-Repository
<<Boundary>>

Cloudant

10: Click Generate PDF bution ALTERNATIVE

9: render Bolo details view

e R O e e .
11: FlcuIerigetDetaiIsPDF(Balc)

User Story #933 Edit bolo for Theft-Auto

e Figure sp2-10
AX Bolo-List
Officer <<Boundary>>

Bolo-Edit-View
<<Boundary=>>

2: Router.:get(Bo\o}

3: getBolo(Bol :
DM_. 4:getBolo(Bolo) D 5: getBolo(Bolo)
: : gel olo
I ‘ _o-gelboleibole)
H i |

O

[ 1:Click edit button D
| 1:Clck edit butten

10: Click publish button

August 4th, 2016

9: render Bolo details view

Bolo-Router Bolo-Service Bolo-Repository i i
<<Control>> <<Control>> <<Boundary>>
. Cloudant
: -
3: getBolo(Bolo)
4:getBolo(Bolo)

8: return Bolo data
<

b

12: updateBolo(Bolo)
— s

17: return updated Bolo
PR Sl --

7: return Bolo data

13: updateBolo(Bolo)
e

16: return updated Bolo

5: getBolo(Bolo)

6: return Bolo data

14: updateBolo(Bolo)

15: return updated Bolo
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Final Deliverable Bolo Flier Creator v5.0

User Story #936 Create specific Bolo for Theft-Boat
e Figure sp2-11

O O
I Bolo-Create-Boat o Vi ) y I
P olo-Preview-View| PDFDocument Bolo-Router Bolo-Service Bolo-Reposilory
Bolo-List Bolc-Create-Form -Form <<Boundary>> <<Control>> <<Control>> <<Controb>> <<Boundary>>
Officer y <<Boundary>> Gloudant
- ' H i —
1: Click Crdate Bution ‘ 3: Router.get(Form) H
2 Select template Theft-Boat H 4 R create form) H
: 1 z
5a: Show Bolo-Theft-Boat-Forny* .
6a Data) ALTERNATIVE D 7a: posi(Bolo Data)
a: Click on back button i 8a: previewview) &
6b: previewPDIF Bolo(Bolo Data) ALTERNATIVE 7b: post(Bolo Data) _
9b: Click on back button 80t preview pdf view)
5c: Click Submit button ; :
! Data)
7c: posi(Bolo Data)
8: createBolo(Bolo Data) o Data)
| 9:insert(Bolo Data)
13: Display Bolo Created I 10: Data)
[k LIS7732: retum(Boio Data) " Data) | | U
e Figure sp2-12
') o)
ii Bolo-List Bolo-Details-View PDFDocument Bolo-Router Bolo-Service Bolo-Repository jE
<<Boundary>> <<Boundary>> <<Controt>> <<Control== <<Controk>> <<Boundary>>
Officer Cloudant
| : ) H H ' : M
[ 1: Click details bution_ | 2: Router.gellDetails(Bolo)

5: getBolo(Bolo)
_>-gebosele)

D_QM_.D PR |
E ; 3

... ... %renderBolodetails view s IS Gooin Com

10: Click Generate PDF bution ALTERNATIVE 11: F{eulerigetDetaiIﬁPDF(Bole)

[|< : render Bolo-List view | | 15: Click on back bu“ﬂ
o e on Daek DU
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Final Deliverable Bolo Flier Creator v5.0

User Story #938 Edit Bolo for Theft-Boat
e Figure sp2-13

O My
Bolo-List Bolo-Edit-View Bolo-Router Bolo-Service Bolo-Repository
Bound <<Control>> <<Control>> <<Boundary>:
Officer <<Boundary>> =<Soundan>> . = Cloudant
. } : i ; : M
1: Click edit bution . 2: Routeriget{Bolo) i | |
| - eredn ren b
: 3: getBolo(Bolo)

4:getBolo(Bolo)

5: getBolo(Balo)

|:| P _9:render Bolo details view < e oot L
. ‘ T ‘
| 10: Click puplish button |:| 11: Router..postUpdate(Bolo) i 12: updateBolo(Bolo) “' 13: updateBolo(Bol ;
; — = -
: __15: updatoBalo{Bolg) 14: updateBolo(Bolo)

15: return updated Bolo
16: return updated Bolo | [€---=m=-msmmommomseosees
7ireturnupdated Bolo__ | feeneeneenetees s
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Final Deliverable

Sprint 3

(06/20/2016 — 07/03/2016)

User Story #934 Remove empty fields from PDF bolo for display

Bolo Flier Creator v5.0

e Figure sp3-1
SD get the BOLO Notification /
[ 50 Procondton
A —_ —~ Y - — - —_ —_
O \ /2 ) \ Y ¢
-~ H\/ ) H ) (7/ K ) {
| : Bolo - -
User Bolo - Bolo Router UserService BoloRepository EmaiService UserRepsollory Cloudent ‘Sendgrid
7N\ List Create : : ]
N\ i - Viex H H M
+ Ciick Submit ; : i
R i H &
i ParseQueryData() H
: ! GetBolo{BoiolD) :
: i i
: GoiBoio) :
H 1121 :
: o :
H R S S
: Bolo From Cloudent Doc
[ Jiiza :
: Bolo :
i 124 :
: Jeeee 2 e e :
: getUsers) :
: 1138 :
: o0l H
! a1 i
{ : i Viewrusers
: 11301
: : map(userDoc)
H : 11312
useerDocs.
H 314 H 1313
: e Fornasians s |
e H
H 11 H
: [ :
: Send( i
115
: ! nd(
: 51 H
i S S
‘ [H—
: ri F5 S SO USRUUUUOON N SOOI
: © suosess
: 16
H Render (bolos])  |! }<
.., SRS SR L L

User Story #935 Add drop down menu for links such as settings, user guide, logout and others
to be added at a later time

No diagrams
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Final Deliverable Bolo Flier Creator v5.0

User Story #1006 Add a user guide page for each tier
e Figure sp3-2

5D Display User Guide )

5D Precondition J

)

User Login Auth- View View
SN View Router Main- user-
' . : view guide
| : page .
E Enter UserMame, password [ = E :
Click submit{) ! !
1.0 > | Auth{userName, :
password)
2.0
% display(userlD)
| 24 H
H Select
: —| userOptions()
+— 3.0 )
H geuserGuide{user| D)
n 4.0
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Final Deliverable

Bolo Flier Creator v5.0

User Story #1046 Add an about us page

e Figuresp

3-3

5D Display User Guide )

Click submit{)
1.0

5D Precondition J

Login Auth- Main-
View Router view
: i View
------ >|

r—| salf call

H getAboutUs()
40

About-
Us
View
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Final Deliverable

User Story #1011 Filter BOLOS by author and reformat the dropdown

e Figure sp3-4

)

User

1: Views

=

P A

Bolo-List-View
<<Boundary>>

BOLO-Router
<<Control>>

|:| 2: Applies "My BOLO" Filter

3: getBolosByAuthor

BOLO-Service
<<Control>>

9: BoloDTOS

Bolo Flier Creator v5.0

User-Repository
<<Boundary>>

User Story #1009 Automate database creation via scripts

e No diagrams

H 4: getBolosByAuthor

7: boloDTOS

5: getView(by_author)

)

A

Cloudant

: 6: boloDTOS
: : ... 5 bolaDT!

oo 2hORDTOS

: 8: boloDTOS :
H< ----------------------------------- e

: Display BOIOS by authH

User Story #1008 Prevent user email domain from being something other than their agency's

domain

e Figure sp3-5

)

Admin

View-User-list
<<Boundary>>

1: Add new User

View-User-Create-Form
<<Control>>

2: Fill in form

3: Click Submit

August 4th, 2016

4: Post Create Data

User-Router
<<Control>>

User-Service
<<Control=>

11: Redirect

5: registerUser(data)

User-Repository
<<Boundary>>

)

A

Cloudant

Loe registerUser(data)
7: Insert(data)

< B: newUserDTO
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Final Deliverable

User Story #889 Change bolo email to no-reply
e No diagrams

User Story #931 Create script to reset DB Schema
e Figure sp3-6

Bolo Flier Creator v5.0

Y
T
:ScriptManager
<=Control==
: Cloudant
Root : '
= 1: Run Cloudant-Schema-Ugpdate . , 2: getCurrentDesignDocs o
3: Design Docs
.{ __________________________________________
i 4: insertNewDesignDocs "
5: confirmation
< &: confirmation R RRERRy

User Story #985 Enhance ImageService
e No diagrams
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Final Deliverable Bolo Flier Creator v5.0

User Story #986 Unsubscribe from BOLO emails
e Figure sp3-7

Pre-condi n)

Bolo-List Bolo-Create- Bolo-R L BoloRepository Email i :UserRepositor D I
=<Bounda ==Boundary>: ==Control>> ==Control=> =<Boundary>> ==Boundary=> <=Boundary=> ==Control>>
Officer i i
M 1 Click Submit i i : :
2 emaiTriger() _ ' H : :
3. parseQueryData(} ! :
4 gatBolol BololD) i :
getBoio(ololD : 5: getBolo(id)

Sendgrid

6:boloDoc

7: boloFromCloudait(boloDoc|

m 9 getUsers()
| 9gstusers)
10 getan) H
11: view(users’) :
14 userDocs
15; Users

16: send(emai)

17 send(email)

18: succe:

19: success

20: getDataSubscribers()

21: getaliSubscribers(

25: datasubscribersDoc

_ 28 Subscrivers

M H 27: send(emal) :

H 28: send(emai)

23 mapisubscribersDoc)
o =D

4 fronClot iberDoc)

29: success
30 success

S iy S,

32: UnubseribeFromagency

\d 33 removeNotfications

34 UpdateUser

36 DisplayConfimaton
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Final Deliverable

User Story #1001 Implement routes with authentication

e Figure sp3-8

Bolo Flier Creator v5.0

3: checkActiveSession{user)

4: login

:AuthManager
<<Control==

P
View-Page :BoloRouter
<<Boundary=> =<Control=>

Officer '

1: Access Route i

'-=|_| 2: getRoute{requeast) L

: B: showRoute
R EREREELTEEED L
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P
|

5: confirmation(redirectRoute)
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Final Deliverable Bolo Flier Creator v5.0

User Story #1007 Redesign Filter by Agencies in Home page
e Figure sp3-9

)
e
:BOLO-List-Page :BOLORouter (BOLOService ‘BOLORepository
<<Boundary=> <<Controt>=> <<Controt>= <<Control>=
Offiéer i : i Clouitant
1 1: clickOnSelectedAgency
Ag cy.#t 2: getBOLOAgency(ID) N
: 3: getBOLOByAgencylid) |
E 4: getBOLOs(AgencylD) > 5: view(active, id)
:I 6: map{Bolodoc!
: o B pBolodoc) |
' 7: boloFromCloudant{BoloDoc)
: 8: Bolos[]
: H 9: Bolos]] [eEm-mmmmmm oS ;
' R RREEEE e . .
E renderBolos(bolos) |:| |
|:| i kel T ,
User Story #1033 Fix several bugs
e No diagrams
User Story #990 Redesign and add validations for General Bolo Template
e Figure sp3-10
o o
B Bolo-Create- lo-Preview-View - lo-Service lo-Repositor i
Dﬁi (| Promnr]  pEEER ] TR | M e ||t
ficer gl
M 1: Cliek Crf;ale Button ! 3 Router.get(Form) ‘
2: Select template 7 4R create form) H
: 5a: Show GeneralBolo-Form
6a: i Data) ALTERNATIVE ‘ 7a: posI(Bch Data)
9a: Click on back button U 8a: preview view)
i Eb‘p(eviewPDiFBolo(Bolu Data) ALTERNATIVE ﬂ 7b: post(Bolo Data)
; 9b: Giick on back bulton (Bb preview pdf view)
5¢: Click Submit button ;
Data)

7c: post(Bolo Data)
— ™ |o: createBolo(Bolo Data) . Deta)
| : insert{Bolo Data)
10: Data)

[L : i L "¥2 retum(Boio Data) 11 Data) [ | U
U 13 Display Bolo Created
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Final Deliverable

User Story #981 Implement Search for New Bolo Templates

Bolo Flier Creator v5.0

e Figure sp3-11
s
s
Search Results Bolo-Search Form Bolo-Router Bolo-Service Bolo-Repository
Officer <<Boundary>> <<Boundary>> <<Conirol>> <<Control>> <<Boundary>>
- Cloudant
M 1: Click Search Button 2: Router.getSearch() ! M
T H | T !
3: Render(Bolo create | : :
’[L tender(Bolo create form) 4; Search Bolos(Data) :
[ =|:| 5: Search Bolos(Data) :
: - g 6: Search Bolos(Data)
; S
: e 7: return Bolo
[ N 8:retumBolo -
D _____________________ 9: render Search Results H
] 10: Display Bolos
User Story #991 Redesign and add validations for Theft Auto Template
e Figure sp3-12
o o)
i oo s oo orcteFomn B mem PoDeamert \ e, i \ g e
Officer y <<Boundary>> ¥ Cloudant
n 1: Click Cn;ale Button ! a Router.get(Form)
2 Select template Theft-Auto H 4R create form) ﬂ
H :
[j 5a: Show Bolo-Theft-Auto-Form | i
6a: Data) ALTERNATIVE Ij 7a: post(Bolo Data) _ -
9a: Click on back button U 8a: preview view) | H
G 6b: previewPTFBolo(Bolo Data) ALTERNATIVE 7b: post(Bolo Data) _ |
9b: Glick on back button 8o preview pdf view)
5c: Click Submit button ; J :
! Data)
7c: posi(Bolo Data)
B: createBolo(Bolo Dat) | . D)
[L : PRI Bitg)  1: updateBolo(Bolo Date_| 10 Data) i
u 13: Display Bole Created
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Final Deliverable Bolo Flier Creator v5.0

User Story #992 Redesign and add validations for Theft Boat Template
e Figure sp3-13

O
; ; Bolo-List
2

O

Bolo-Create-Boat

olo-Preview-View, PDFDocument Bolo-Router Bolo-Service Bolo-Repository
[Bolo-Create-Form <<Boundary>> <<Controb>> <<Control>> <<Control>> <<Boundary>>
Offcer <<Boundary>> Cloudant
- ' H ‘ —

1: Click Crdate Bution ‘ 3: Router get(Form) ;
2. Select template Theft-Boat H 4: R create form) H H
; : i |

“15a: Show Bolo-Theft-Boat-Form . Data) ALTERNATIVE

Ba ata) 7a: post(Bolo Data)
- | 7a:posiBole Pata)
9a: Click on back button i 8a: preview view)
6b: previewPDF Bolo(Bolo Data) ALTERNATIVE 7b: post(Bolo Data) _
9b: Click on back button 80t preview pdf view)
5c: Click Submit bution ; J :
! Data)
7c: post(Bolo Data)
8: createBolo(Bolo Dat
createBolo(Bolo Data) o bata)
|__9: insert{Bolo Data)
13: Display Bolo Created L 10: Data)
[k LIS7732: retum(Boio Data) " Data) | | U

User Story #1030 Delete the Ongoing Status from Bolo
e No diagrams
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Final Deliverable

Sprint 4

(07/04/2016 — 07/17/2016)

User Story #1010 Create a front end page for root to customize system settings

e Figure sp4-1

5D Display System Setting view )

i SD Precondition )
) @ )
System

Admin System
" ) view Settin Settin
Cligk SystemSetting() ; Roulegr Viewg
getSystemSetting()

Display SystemSetting() -
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User Story #1096 Implement a link to download a PDF of the user's guide based on user's tier
e Figure sp4-2

SD Display User Guide PDF )

SD Precondition  /

) Q Q)

user User- UserGuide POF

UserGuide
/ \\ Guide ROL{”‘” Services PDF View
. View ' i i

H Cliek GeneyatePDF{)
1.0

H downlLoadUserGuide(user)
2.0

+genUserGuide(user, doc) |
3.0 .

Display UserguidePDF{user)
4.0 H

User Story #1097 Implement an About Miami Dade County Association of Chief of Police
(MDCACP) page

e Figure sp4-3

8D Display AboutUs
M.D.C.A.C.P

5D Precondition J

User Login AboutUs About-
2N View Router Us
; ; View
Click aboutUs()
1.0 -
= display dropmenu()
ot 1.1

Click M.D.C.A.C.P{)
20 m

get{aboutUs/bolo)2.0

"l | display GetaboutBolof)
3.0 Ak
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User Story #1098 Create an about us page for Florida International University's (FI1U)
contribution

e Figure sp4-4

Contrubution

SD Precondition J

SD Display About FIU's )

User Login AboutUs About-
SN View Routar Flu
! ' ; View
Click aboutUs() [
1.0

= : display dropmenu()
Lt 11
Click FIL" Contribution()

2.0 M

get(aboutUs/bola)2.0

"l | display GetAboutFILQ
3.0 ey
o |

:

User Story #1099 Create an about us page for IBM's contribution
e Figure sp4-5

SD Display About IBM's
Contribution

SD Precondition J

User Login AboutUs About-
SN View Routar IBM
! : i View
Click aboutUs() ! ;
1.0 N
digplay dropmenu()
Click IBM{) Ha—1 1.1
20 n
get{aboutUs/IBM)2.0

"l | display GetAboutiBM)
3.0 ey
o |

:
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Final Deliverable

User Story #1100 Create a page where root can retrieve data for analysis

X

Fidm

cii

Figure sp4-6

Bolo Flier Creator v5.0

SD Display Data Analysis view )

]

k SysteqnSetting()

)

Admin
view

|

5D Precondition )

getDatafnalys

dataAnalysis
Router

Display dataAnalysis()

)

data
Analysis
View

User Story #1014 Lock user account after 10 incorrect login attempts

')

X

User

Figure sp4-7
Login Page ChangePassword User-Router User-Service Email Service
<<Boundary>> <<Boundary>> <<Control>> <<Control>> <<Control>>

1: Login Attempt

|

7: User Change Password

2: MAX inborrect logins

August 4th, 2016

Ha; Post Pasword Infcu'matirmiT

3: updateUser(user)

______________________________________________________________________________________________________________________________

5: updpteUser(user)

User-Repository
<<Boundary=>

Cloudant

3: updateUser(user) |

9: changePassword(user)

6: Insert(user)

H 10: updateUser(user)

11: update(user)
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Final Deliverable

User Story #1038 Filter by multiple agencies in bolo list page

Y

X

User

Figure sp4-8

View-BOLO-list
<<Boundary>>

1: Views Bolos

View-BOLO-list
<<Boundary>>

2: Filters Bolos

3: Click Submit

August 4th, 2016

4: AJAX POST

BOLO Router
<<Control>>

BOLO-Service
<<Control>>

Bolo Flier Creator v5.0

11: Display Bolos

u

5: getBolosFromAgencies(agencies: getBolosFromAgencies(agencies)

BOLO-Repository
<<Boundary>>

Cloudant

1 7: getAgency(agencies)

: 8: return(dat;
L. Biretumidaty) |
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User Story #890 Implement Watermarks for agencies

e Figure sp4-9

Bolo Flier Creator v5.0

Pre-
Conditioj

Agency-List Bolo-List AdminRouter AgencyService BoloService ImageService AgencyRepository BoloRepository EmailService
<<Boundary=> <<Boundary>> <<Control==> <<Confrol>= <<Confrol>> <<Confrol>> ==Boundary>> <<Boundary=> <Control==
! : | : : : : : Sendgrid
Offiper i I i ) 1 \ ] C\DLLdEm -
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» 2 getCrelateRoute L . H H H :
i il H 1 tssimage H '
(data, attachment) _ ! comprrssimag H :
" (attachment) i H
; 5. biffer ;
: R - I :
i |6 insert(agency) N 7 hsertiagency)
i ! H
1o et {_________________f 9: confirmation oo drmmnmenad]
i : getis ™ s '
H | .-t ' : :
i 11: shpwlist L H : H
; ; : : i
p 12: click Create ' ; ;
13: create(bolo, attachments) o 14:compressimage ' H !
v (attachments) : ; |
; i
: ; 1
! 15: buffer H |
: 16: insert(bolo) ! !
19: confirmation !
: * :
! 20: displayBolos ! H
R s o DU U | :
. 5 |
ml 21 getAgency Attachment(watermark) :
222 getattachment(watermark) M 23 gethttchmentiwatermark) | ~

126 watermark

25 watermark

e

P aGemmmm e R

27 sendEmail

24 watermark
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User Story #1037 Allow Tier 3 users to control Agency settings

e Figure sp4-10

Bolo

Flier Creator v5.0

:AdminPortal
==Boundary==

Admin/Agency-Router
==Contral==

JAgency-Semvice
==Contral==

:AgencyRepository
==Contral==

Agency Ad"ministrator

August 4th, 2016

i -1 clickAgencyManagement
>

:2 gethgency(id)

'
P
'
'
'
'
'
'
'
o
.

i - 3displayAgencySettings | __ |

10: editAgency(changes) :

g

11; parseFormData

:3 getigency|id) o
>

-8 agency

—(. _______________________

12: updateAgency(die) —|
»

| «{] 7. getManagementPage

-4 getigency (id)

7 agency
PR it SRR -

16: agencyChanged

& -2

13 UpdateAgency/(dto) |

|
i
! Clougdant
| |
i i
i i
i M
|
1
|
|
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|
i
i
|
i
|
'
'
'
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-
15: confirmation
et LE L L E P

Page 191 of 232



Final Deliverable Bolo Flier Creator v5.0

User Story #1081 Prevent Tier 3 users from granting Root access
e Figure sp4-11

View-User-| ist View-User-Edit-Form ‘User-Router ‘UserService ‘UserRepository

==Boundary== ==Boundary== ==Control== ==Control== ==Boundary==
h
|
|

AgencyAdmin : Clougiant
i | .

1: ClickEditUser |

»

2 edit Users

-

|
Ll 3: UpdateUser(dto)
—_—

4: parseForm(dte) |

5: UpdateUser(user) |
6: UpdateUser(userData)

T: update(user)

&: response
< _ 9 userUpdated P ponse ]

* 10: userUpdated
| {_p'd .......

11: display Users
é _________________________________________________
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User Story #1083 Prevent Officers from previewing PDFs before confirmation
e Figure sp4-12

==Boundary== ==Control== ==Control== ==Boundary== Cloudant

Officer

‘Bolo-List ‘BoloService ImageService ‘BoloRepository ; :

1: click Create

2: create(bolo, attachments) i
»

3:compressimage
(attachments)

4 buffer

5 insert{bolo) 6 inzert{bolo)

A

7: boloDoc

8: confirmation

i 20: displayBolos______
o S OEPERRE L]
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User Story #1087 Implement time retrieval points for data analysis for Create Bolo (General -
Auto - Boat)

e Figure sp4-13

(@)
I [ BooCreate- Bolo-Create- [ Bolo-Create- Bolo-Proview-View] Balo-REuF ; = X
8. . - - Bolo-Service Bolo-Repository \
Bolo-List Theft Auto-Form ‘ Thelt-8oat-Form [ <o shired Ocko-Senvoe i St /
Officer . - Cloudant
Mn 1: Click Créate Button | i 3a: Router.gel(Form)
; H i >
2a: Select tempiate General Bolo —‘ . 4a: Render(Bolo General Bolo éreate form) H
L 5a: Show GeneralBolo-Form (-
- H
“ 6a: proviewBoio(Bok Data) ALTERNATIVE . 1 7a:post(@olo Data) _ ||
J P 9a: Click 0n back buttony 8a: Render(Bolo previow view)
..................... o it otod ey ol SN
 3b: Router.get(Form)
20 Select template Theft Auto [ L ete form) H
fgsseessmmasisiosssuss : ade forre) .. 4
[ 5b: Show GenaraiBolo-Form o
6b: preyiewBolo(Bolo Data) ALTERNATIVE 7b: post(Bolo Data) i
U [su. Render(Bolo preview view)
3c: Router.get(Form) |
20: Soloct tomplate Thoft Boat (( 4c: Randor(Bolo Thoft Boat crpate form) H H
L : ¥ : i
[ Sc: Show
i 6c: proviewBolo{Bolo Data) ALTERNATIVE 7c: post(Bolo Data)
9c: Click on back bution | 8¢: Render(Bolo preview view)
) 2 12
10a: Click Submit button 4
J 11a: createBolo(Bolo Data)
: — 12: post(Bolo Data)
41b: croatoBolo(Bolo Data)
10b: Ciick Submit buton J i : > 13: croateBolo(Bolo Dat8) ) 14 insert(Bolo Data)
11¢: createBolo(Bolo Data) »
i 10c: Click Submit button »l
& i i H H e Qe s 15: return(Bolo Data)
[Rccce s amnd i S PR——— e ol o 16: retum(Bolo Data)
18: Display Bolo Created

User Story #1119 Implement time retrieval points for data analysis for Edit Bolo (General -
Auto - Boat)

e Figure sp4-14

i SoloList Bolo-Edit-View Bolo-Details-View PDFDocument ‘ Bolo-Router ‘ Bolo-Service ‘ Bolo-Repository f
<<Control=> <<Control>> <Control:
Officer <<Boundary>> <<Boundary>> <<Boundary>> i V== Cloudant
[ 1:Click edit button L 2: Router.get(Bolo) : : L :
——— : : :
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; H ———»
: : return Bolo data
D 9} render Bolo details view; | i retum Bolo data
[P | ; cereeeeeenes | | BiretumBolodata
10: Select Status FI show ratrieval paints :
11: Click publish bution : 12: Router. postU L 43 updateBolo(Bol N
b HD ? " 18: updatoBolo(Bok
; 16: return updated Bolo
16: render Bolo-List view 17 raturn updated Bolo | (- oerarrraiter s
P render E , 18: return updated Bolo_| <
1: Click details button D ; 2 Routor getDelaiks(Bolo} | 3: getBolo(Bolo) : i
; D—’ |:| 5: getBolo(Bolo)
- __S5:getBobo(Bolo)
! : . : 5 7:rewmBolodata - 6 retum Bolo dat
D . 9:rendar Bolo details view D 8: return Bolo data ﬂ .7 return Bolo '?'E""'D <..BreumBolodata
: 3 : ! i
[ H i |
. 10: Glick Generale FDF b‘mf’" 11: Router.getDetailsPDF(Bolo) “ 12: gef I
16: render Bolo-List view 15: Glick on back bumﬂ 14: Render(PDF Document)  13: return Bolo data
,,,,,,,,,,,,,,,,,,, 14: Render(P B
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User Story #1088 Deactivate and Activate User Accounts from Root and Administrator
e Figure sp4-15

) —~
user-list pags user-detail bp user-edit-details webpage User-Router User-Service User-Repository i i
Root <<Boundary>> <<Boundary>> <<Boundary>> <<Control>> <<Control>> <<Boundary>>
o0 Cloudant
1: Click UserManagememD ; 2: Click settings button -
[ Srroeor warcifolowotpege
D 4: Click edit account details bution
< 5; retum user

6: Click deactivate user (user) D 7: deactivateUser(user) :
' 8: deactivateUser(user)
: : _
um user

9: return user
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Sprint 5
(07/18/2016 — 07/31/2016)

User Story #1094 Implement confirmation of BOLO updates
e Figure sp5-1

Pre-
Conditio
O ) )
VMiew-Bolo-List iew-Bolo-Edit-Form :Bolo-Router :Bolo-Service :Bolo-Repository :Email-Service
<<Boundary>> <<Boundary>> <<Control>> <<Controls> <<Boundary>> <<Controt=>
Acor : Clougant Sendgrid
I ] H ! o o
1: clickEditButton() 2 gcn:(mme) R o
H 3: redirect()
PP igiokbupietdagite, S
4: updateBolof) 4 5iupdate(BoloDTO) _ | :
: 6: createBolo{new\Version) .
e H
7: insert{newBoloversion) '
= 8: insert(BoloVersion) .
T .
H 9: :onﬁrmaticin(]
10: confirmation [
11: smdBquUpdamenﬁrmaliunEmail(u)kan] N '
H 12: send(email)
. P . 13: confirmation
A 14: confirmation J ieintusb
Crmmrmroeseneoes pTeTemmme e meanes T
15: confirmBolo o '
16: updateBolo{oldBolo) _ ™ o :
[—————————17: updateAftarConfirmation(bdlo) |
" | 18: insert{updatedBolo)
_,_
19: cofirmation
' 20: confirmation R R R LR dommeemee
"< 21: confirmation e T H
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User Story #1155 Change PDF labels
e Figure sp5-2

Pre-
Conditio

View-Bolo-List Wiew-Bolo-Edit-Forr :Bolo-Router ‘Bolo-Service :Bolo-Repository ‘Email-Service
==Boundary== <=Boundary== ==Control== ==Control== ==Boundary== ==Control==
|
| T . T | . i

" H 1 : :
Actor : 3 : : Cloudan Sendigrid
' - - ‘ : ; : : :
L1 cioiEatButions) | : 1 = B
s clic utton() | :
4r|] 2 gef(route) M
: 3: redirect()
6............_______
i
4: updateBolo() ,_é_| 5. update(BoleDTO)
»
6: createBolo(newVersion) I
e :
7: insert(newBoloversion )~ H
——— —‘ 8: insert(BoloVension) o
T »

9: confirmatidn()
10: confirmation I iy

11: sendBoloUpd ateC\:}‘nﬂrm ationEmailitoken)

»

12: send(email)
>

e 14; cohfirmation [P S—— 13 confimation |

15: confirmBelo

> P '
16: updateBolo(oldBola) ™ '
17 updateAfterConfirmation(bolo)
I 18: insert{updatedBolo) -
T
19: cofirmation
' 20: confirmation e e
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User Story #1086 Change Interactive Edit Menu to Static Label for Status. Keep Data Field
Contents After Validations When a New User and a New Agency is Created. Add New Aesthetic
for Bolo Buttons

e No diagrams

User Story #1089 Show Edit and Archive only for Root and Administrators and Only View for
Users. Create the functionality to go back for Details for Bolos (General, Auto and Boat). Create
the ability for view a Bolo when it is Archived, and show edit and restore for Root

e No diagrams

User Story #1163 Connect system setting page to backend
¢ No diagrams

User Story #1164 connect data analysis page to backend
e No diagrams
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Appendix B — User Interface Design

About Us~
ACP.
AU's Contribution
1BM's Contribution

ASSOCIATION OF Login
CHIEFS OF POLICE

BOLO

Flier Creator

Situational Awareness Multi-Jurisdictional Resource

© 2016 BOLO Flier Creator | Created by School of Computing and Information Sciences @ AU

Figure U101 — About us

About Us~

MD.CACP. “

FIU's Contribution

1BM's Contribution
ASSOCIATION OF Login
CHIEFS OF POLICE

f Police is a premier member organization; the purpose of which is to promote efficient law enforcement
thin Miami Dade County.

The Miami Dade County
through th

d coordination of all law enforcement cie

© 2016 BOLO FRier Creator | Created by School of Computing and Information Sciences @ FIU
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Figure U102 — About us Miami Dade Association of Chiefs of Police

About Us~

FIU Engineering and Computing Sl
FLORIDA INTERNATIONAL ERSITY :
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Login

ctrical and Computer Engineering, everything they've learned in four years culminates with a single project.
on Senior Design Day, the

ent of E
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Working together in teams, they take on projects that test their kn
students put on their bes ts and showcase their projects to a ho
The Senior Project course was created to test a potential graduates at
success in this course will enable them to provide a significant sof

nally,

wledge, ingenuity, patience and imagination.
f industry advisers who pick their brains and give them feedback on their work.
ork in a real software development environment. Potential graduates’
re project that may help them land a job in the real-world.

The Professor

Dr. Sadjadi holds a B.S. degree in Hardware Engineering, an M.S. degree in Software Engineering,
and a Ph.D. degree in Computer Science. He is current Professor in the School of

Computing and Infi
faculty since 200

ation Sciences at Florida International University, where he has been on the

J
s the Director of the VIP project at FIU, the Director of the Professional

He serve:

Master in Science for Information Technology at FIU, and is in charge of Computer Science Senior
Projects. He has extensive experience in software development and leading lar ale software
engineering projects both in industry and in academia. During the past three years, Dr. Sadjadi has
successfully transformed senior projects at FIU from a traditional w fall approach to an
agile/scrum approach. Dr. Sadjadis research is focused on Agile Software De
Distributed Systems, Autonomic Computing, High-Performance Computing,
Computing, Perv. ns, and Mobile Computing. He is the Director o
Research Laboratory (ACRL) at FIU and leads several proje

initiative. Curre he is collaborating wi
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Figure U103 — About us FIU
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About Us~

M.D.CACP.
AU's Contribution

IBM's Contrlbutioﬂw

Login

ython, Ruby Sinatra, Ruby on Rails and can be e led to support other

Juan Caraballo Robert Loredo
Student Mentor Student Mentor
1IBM vare Engineer Lead Developer, IBM Support,

Powered by Watson

Figure U104 — About us IBM
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© 2016 BOLO Flier Creator | Created by School of Computing and Information Sciences @ AU

Figure UI05 — Login
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Email

Bolo Flier Creator v5.0

About Us~

ASSOCIATION OF
CHIEFS OF POLICE

BOLO

Flier Creator Version 4.0
Situational Awareness Multi-Jurisdictional Resource

© 2016 BOLO Fiier Creator | Created by School of Computing and Information Sciences @ FIU

Home Create~ Archive

Active BOLOs

All Bolos
rirrecre S

RECOVERED

Figure U106 — Forgot Password

Agency Directory  Search~  Admin jasond~

RECOVERED RECOVERED UPDATED

THEFT - AUTO

Updated: 07-25-16 17:01:52

Created On: 07-

Posted By: Pinecrest

August 4th, 2016

THEFT - BOAT THEFT - AUTO

Updated: 07-25-16 16:27:33 Updated: 07-25-16 16:26:01

v}l

Created On: 07-11-16 17:55:19 Created On: 07-14-16 11:30:58

Posted By: Pinecrest

oo IR

Posted By: Pinecrest Posted By: Pinecrest

|

Figure UI07 — Filter Bolos
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Home  Creater Archive  Agency Directory Search~  Admin

Active BOLOs

IrreCrCoT

RECOVERED RECOVERED RECOVERED UPDATED

THEFT - AUTO THEFT - BOAT THEFT - AUTO ESCAPE

Updated: 07-25-16 17:01:52 Updated: 07-25-16 16:26:01 Updated: 07-25-16 00:16:24

Created On: 07-25-16 16:44:23 Created On: 07-14-16 11:30:58 Created On: 07-15-16 19:00:23

Posted By: Pinecrest Posted By: Pinecrest Posted By: Pinecrest Posted By: Pinecrest
o Ll o o [
| ——— — |———— ___ ]

Figure U108 — Multi select agencies

Home  Create~r Archive  AgencyDirectory Search~  Admin jasonéd~

Create a BOLO
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Drivers License Number
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Zip Code
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Featured Image Image Upload Image Upload

= o file chosen —— No file chosen — No file chosen
Choose File Noleichoss Choose File | *° e chosen Choose File | ° il
Video Link

Additional Info

Summary

PREVIEW

@© 2016 BOLO Flier Creator | Created by School of Computing and Information Sciences @ AU

Figure UI09 — Create General Bolo

Home Create~ Archive Agency Directory Search~ Admin

BOLO Details Preview

Back to Create BOLO

UNCLASSIFIED// FOR OFFICIAL USE ONLY// LAW ENFORCEMENT SENSITIVE *

p“‘m“ Cou~
o .
o _ Pinecrest Police Department
\

I Y
ASSOCIATION OF
CHIEFS OF POLICE

New Bolo ID:

Author

No Photo
Available

Figure U110 — Preview General Bolo
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Home Create-

BOLO Details

Pinecrest Police Department

MISSING PERSON

Located

Created: 07-18-16 01:38:14

Pinecre:

Additional Info:

Figure Ul11 — Details General Bolo

INCLASSIFIED! FOR OFFICIAL USE ONLY#/ LAW ENFORCEMENT SENSITIVE e
Pinecrest Police Department €

\ bos305305
ASSOCIATION OF
CHIEFS OF POLICE

MISSING PERSON

Bolo ID: 100652cc71ead45f487¢956a033412367

First Name: John

] . Last Name: Doe
i 4
A f Race: White
( J
5“ DOB: 01/01/1974
"-f,;*
License#: M0123456789
Address: 111 NW 54TH AVE
Created: 07-18-16 01:38:14 Zip:Code; 33311

Date Reported: 07/18/2016 Height: 06-02

Time Reported: 14:00 Weight: 188 Ibs

Date Recovered: 07/18/2016 Sex: Male

Time Recovered: 18:00
Figure U112 — PDF General Bolo
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Home Create~ Archive AgencyDirectory Search~  Admin

Update BOLO Details

Author: Nilton Test

Agency:P

Statu
Da /MMIYYYY) Time Recovered (HH:MM)
Zip Code Agency

Pine:
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Figure UI13 — Edit General Bolo
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Home Create~ Archive

Create a BOLO

Agency Directory  Search~  Admin

Bolo Flier Creator v5.0

jasond~
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No file chosen

Choose File Choose File
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Home Create~ Archive Agency Directory Search~ Admin jason4~

BOLO Details Preview

".-DADE C°U~ UNCLASSIFIED// FOR OFFICIAL USE ONLY// LAW ENFORCEMENT SENSITIVE
R »

Pinecrest Police Department

ASSOCIATION OF
CHIEFS O;POLICE

THEFT - BOAT
New Bolo ID: XYZ000
Author Jason Cohen
VESSEL
PROPULSION
TRAILER

No Image Available

Figure U115 — Preview Theft Boat Bolo

Home Create~  Archive  Agency Directory  Search~ jasond~

BOLO Details

UNCLASSIFIE FOR OFFICIAL USE ONLY// LAW ENFC
L IrDADE COUM L L
) g Pinecrest Police Department

Q

ASSOCIATION OF
CHIEFS OF POLICE

THEFT - BOAT

Recovered Bolo ID:

’ = “\ Date Reported :
~ .

1. - I - ime Reported 12:21
A‘_—;é —— Author Nilton Test
-— - - VESSEL
Manufacturer : Mariner
Created: 07-11-16 17:55:19 Model : Mariner

Figure U116 — Details Theft Boat Bolo
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ASSOCIATION OF
CHIEFS OF POLICE

THEFT - BOAT

Recovered

Bolo ID: 1463345{976a4cac81766e01ce7c3383
VESSEL

Year: 2016

Manufacturer: Mariner

Model: Mariner

Type:Boat

Length: 6

Created: 07-11-16 17:55:19 tSolors oV hitc

Date Reported: 12/12/1211 Hull Identification Number (HIN): ZNB12414

Time Reported: 12:21 Registration Number: FL3353GE

Date Recovered: 12/19/2011 PROPULSION
Time Recovered: 12:12 ol e S
Figure U117 — PDF Theft Boat Bolo

Home Createv Archive Agency Directory Admin jasond~

Update BOLO Details

Go Back

Date Recovered (DD/MM/YYYY) Time Recovered (HH:MM)

Address Recovered

Zip Code Agency

Ga

Category

THEFT - BOAT

Vessel

Publish Preview
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Figure U118 — Edit Theft Boat Bolo
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Home Create~ Archive Agency Directory ~ Search~ Admin

Create a BOLO

Make

[ouy
Style

Vehicle Identification Number

License Plate State License Plate Number
Featured Image Image Upload Image Upload
—— N z sen = e chosen - lo file chosen
Choose File lo file chose “Choose File| No file chosen Choose File No file chose:
Video Link

Additional Info

Summary

PREVIEW

@© 2016 BOLO Flier Creator | Created by School of Computing and Information Sciences @ AU

Figure U119 — Create Theft Boat
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Home Create~  Archive Agency Directory  Search~  Admin

BOLO Details Preview

Back to Create BO

\1-DADE Coyy UNCLASSIFIED// FOR OFFICIAL USE ONLY// LAW ENFORCEMENT SENSITIV!
AP Ny
o * Pinecrest Police Department

\

ASSOCIATION OF
CHIEFS OF POLICE
¥* %k k

THEFT - AUTO

Figure U120 — Preview Theft Boat

Home  Create~r  Archive ency Directory Search~ jasond~
Y y J

BOLO Details

ASSOCIATION OF
CHIEFS OF POLICE

THEFT - AUTO

Recovered Bolo ID: fa78cdb6174c482faccOt

Date Reported :

Time Reported 43:52
Author Nilzon Test

ea 2016
Make GMC

dentification RXNTXFG56

Created: 07-14-16 11:30:58

Tag License Plate N NZDXGF

Figure UI21 — Details Theft Boat
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INCLASSIFIED/ FOR OFFICIAL USE ONLY# LAW ENFORCEMENT SENSITIVE
Pinecrest Police Department

p05305305

ASSOCIATION OF
CHIEFS OF POLICE

THEFT - AUTO

Recovered

Bolo ID: fa78cdb6174c482facc9b2200cced4b27
Year: 2016

Make: GMC

Identification Number: RXNTXFG56

Tag License Plate: INNZDXGF

Created: 07-14-16 11:30:58

Figure U122 — PDF Theft Boat

Home Create~ Archive
Update BOLO Details

Go Back

Author: Nilton Test
Agency:Pinecrest

Created: 07-14-16 11:30:58
Updated: 07-25-16 16:26:01

Date Recovered (DD/MM/YYYY) Time Recovered (HH:MM)
Address Recovered

Zip Code Agency

Category

THEFT - AUTO

Year

Publish Preview
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Figure U123 — Edit Theft Boat
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Home  Create~ Archive  AgencyDirectory Search~

Archived BOLOs

Bolos Older Than: |Two Years v

NEW NEW UPDATED NEW

No Photo No Photo No Photo
Available Available Available
ESCAPE THEFT - AUTO ESCAPE BURGLARY
Updated: 07-30-16 15:18:46 Updated: 07-26-16 18:13:15 Updated: 07-26-16 18:07:30 Updated: 07-26-16 18:01:57
Created On: 07-30-16 15:18:46 Created On: 07-26-16 18:13:15 Created On: 07-26-16 13:47:19 Created On: 07-26-16 18:01:57

Posted By: Pinecrest Posted By: Pinecrest Posted By: Pinecrest Posted By: Pinecrest
' [

Figure Ul24 — Archived Bolos

Home Create~ Archive Agency Directo Search~ jasond~
gency ry J

Agency Directory

Name Address City Zip State Phone
FIU Miami Florida
Pinecrest 110 NW Miami 33331 FM 305305305

® 2016 BOLO Flier Creator | Created by School of Computing and Information Sciences @ FIU

Figure U125 — Agency Directory
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ome Create~ Archive gency Directory earch~ Admin asond~
Creaty h Agency Directory Search d i 4

Search BOLOs

Search General Bolo
Agency

Category

First Name

Last Name

Date of Birth (MM/DD/YYYY )
Drivers License Number
Address

Zip Code

Wildcard Search

Match Fields
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Figure U126 — Search General Bolo
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Home Create~ Archive Agency Directory Search~

Search BOLOs

Search Theft - Boat

Agency

Vessel

Manufacturer

Model

Type

Length - Feet

Color

Hull Identification Number
Wildcard Search

Match Fields
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Figure U127 — Search Theft Boat Bolo
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Home Create~ Archive Agency Directory Search~  Admin

Search BOLOs

Search Theft - Auto

Agency

Year

Color

Vehicle ldentification Number

Tag License Plate

Wildcard Search

Match Fields

© 2016 BOLO Flier Creator | Created by School of Computing and Information Sciences @ AU

Figure U128 — Search Theft Auto Bolo
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Home Create~ Archive Agency Directory Search~ Admin jasond~

Admin Portal: Dashboard

Dashboard Welcome to the BOLO Flier Creator Administrator Dashboard. Please use the

® 2016 BOLO Flier Creator | Created by School of Computing and Information Sciences @ FIU

Figure U129 — Admin Dashboard

Home Create~  Archive  Agency Directory Search~ Admin

Admin Portal: Agency Management Directory

fernoMeansEemEnt 1D Name City State Zip Phone
456 FIU Miam: Florida o
123 Pinecrest Miami FM 33331 305305305 o

Add New Agency

® 2016 BOLO Flier Creator | Created by School of Computing and Information Sciences @ FIU

Figure U130 — Agency Management
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Home  Create- Archive  Agency Direclocy  Search-

Admin Portal: New Agency Registration

Chocse Flie|
ChooseFie|

ChosseFie| T

=3
Figure U131 — Create New Agency

Home Create~ Archive Agency Directory Search~ Admin

Admin Portal: Data Analysis

Select an Agency > Download

® 2016 BOLO Flier Creator | Created by School of Computing and Information Sciences @ FIU

Figure U132 — Data Analysis
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Home  Create~  Archive  AgencyDirectory Search~  Admin

Admin Portal: Data Subscriber Management Directory

ID Name
123 County e
311 sdesb o]

Add New Data Subscriber

® 2016 BOLO Flier Creator | Created by School of Computing and Information Sciences @ FIU

Figure UI33 — Data Subscribers

Home Create~ Archive Agency Directory Search~ Admin

Admin Portal: New Data Subscriber Registration

Fill out the form and submit to create a new Subscriber.

Data Subscriber ID

Data Subscriber Name

Data Subscribers

Ema

® 2016 BOLO Flier Creator | Created by School of Computing and Information Sciences @ FIU

Figure U134 — Create Data Subscriber
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Home Create~ Archive Agency Directory Search~ Admin

Admin Portal: System Settings

Brute Force Login (3 - 10) Attempts (10

System Timeout (10 - 240) Minutes |11

Systemn Setting

@® 2016 BOLO Flier Creator | Created by School of Computing and Information Sciences @ FIU

Figure U135 — System Settings
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Home Create~

Archive  Agency Directory  Search~

Admin Portal: User Directory

Admin

Bolo Flier Creator v5.0

Agency Username
Pinecrest jason1
Pinecrest jason2
Pinecrest jason3

User Management Pinecrest jasoné

Pinecrest nilton1
Pinecrest nilton2
Pinecrest root
Pinecrest super

Add New User

Name
Jason Cohen
Jason Cohen
Jason Cohen
Jason Cohen
Nilton Test

Nilton2 Test2

Root U

Supervisor User

® 2016 BOLO Fier Creator | Created by School of Computing and Information Sciences @ FIU

jasoncohen@example.com
jasoncohen2@example.com
jasoncohen3@example.com
jasoncohend@example.com

nmuno013@fiu.edu

T.com
root@example.com

super@example.com

Role

OFFICER

SUPERVISOR

OFFICER

ROOT

ROOT

SUPERVISOR

ROOT

| K| £ | O B K|

SUPERVISOR

Home Create~ Archive  Agency Direclory  Search-

New User Registration

Figure U136 — User Management

Adein
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Figure U137 — Create New User

Home Create~ Archive Agency Directory Search~ Admin

jasonéd~
Account Management: Your Account Details i W
User Guide
Logout
jason4
Name Jason Cohen
Ema jasoncohend@example.com
Badge Number officerBadge
Section / Unit officerUnit
Rank / Title officerRank
Role ROOT
Agency Pinecrest

$o it

®© 2016 BOLO Fiier Creator | Created by School of Computing and Information Sciences @ FIU

Figure U138 — Account Details

Home Create~ Archivi Agency Directory Search~ Admin

Account Management: Change your password.

New Password (required)

Change Password

Confirm Password {required)

® 2016 BOLO Fier Creator | Created by School of Computing and information Sciences @ FIU

Figure U139 — Change Password
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Home Create~ Archive Agency Directory Search~ Admin

Account Management: BOLO Email Notifications

Agency City State Zip

Pinecrest Miam FM 33331

© 2016 BOLO Flier Creator | Created by School of Computing and Information Sciences @ FIU

Figure U140 — Notifications
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Appendix C — Sprint Review Reports
Sprint 1 Report

Date: 3 June 2016
Time: 6:00 - 6:15 pm
Burke, John
Gonzalez, Emmanuel
Medina, Jorge
Munoz, Nilton

After a show and tell presentation, the implementation of the following user stories were
accepted by the product owners: All.
e User Story 892, Expire passwords in 90 days.
User Story 887 Remove unnecessary details from email alert
User Story 882, Implement Wildcard search field
User Story 888, Open PDFs document in new tab
User Story 894, Update all pages to BOLO v5.0
User Story 881, Create template for Theft-Auto Bolo
User Story 895, Create template for Theft-Boat Bolo

The following ones were rejected and moved back to the product backlog to be assigned to a
future sprint at a future Spring Planning meeting.
e User Story 879, Confirm BOLO via email after creation
e How this should be reflected on the user story definition in Mingle:
o User story was moved to sprint 2

e User story 891, Prevent password from displaying in the url
o How this should be reflected on the user story definition in Mingle:
o User story was moved to sprint 2

e User Story 880, Send feed of BOLOs as JSON documents
o How this should be reflected on the user story definition in Mingle:
o User Story was moved to Sprint 2

Sprint 2 Report

Date: 17 June 2016
Time: 6:00 - 6:15 pm
Burke, John
Gonzalez, Emmanuel
Medina, Jorge
Munoz, Nilton

After a show and tell presentation, the implementation of the following user stories were
accepted by the product owners: All.
e User Story 983 use the authentication of the confirmation for resetting a password
e User Story 919 Adjust the timeout secession to ten minutes
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e User Story 930 As a user | would like to receive an email notification when my password
is reset so that | know if someone else has reset my password

User Story 879, Confirm BOLO via email after creation

User Story 891, Prevent password from displaying in the url

User Story 880, Send feed of BOLOs as JSON documents

User Story 920, Compress images upon upload

User Story 896, Create specific bolo for Theft-Auto

User Story 932, View Bolo details for Theft-Auto

User Story 933, Edit Bolo for Theft-Auto

The following ones were rejected and moved back to the product backlog to be assigned to a
future sprint at a future Spring Planning meeting.
¢ None

Sprint 3 Report

Date: July 2 2016
Time: 6:00 - 6:15 pm
Burke, John
Gonzalez, Emmanuel
Medina, Jorge
Munoz, Nilton

After a show and tell presentation, the implementation of the following user stories were
accepted by the product owners: All.
e User Story 934 Remove empty fields from PDF bolo for display
e User Story 935 Add drop down menu for links such as settings, user guide, logout and
others to be added at a later time
User Story 1006 Add a user guide page for each tier
User Story 1010 Give root access to customize lower tier settings
User Story 931 Create Script to reset Database Schema
User Story 985 Enhance Image Service
User Story 986 Unsubscribe from BOLO emails
User Story 1001 Implement routes with authentication
User Story 1007: Redesign Filter by Agencies on the Home Page
User Story 1033: Fix several bugs
User Story 990: Redesign and add validations for General Bolo Template
User Story 981: Implement Search For New Bolo Templates
User Story 991: Redesign and add validations for Theft Auto Template
User Story 992: Redesign and add validations for Theft Boat Template
User Story 1030: Delete the Ongoing Status from Bolo
User Story 1009: Automate database creation scripts
User Story 1011: Filter BOLOS by author and reformat the dropdown
User Story 1008: Prevent user from registering with email domain outside of his
agency’s domain
User Story 1014: Lock user account after 10 incorrect logins
e User Story 889: Modify bolo email to no reply
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The following ones were rejected and moved back to the product backlog to be assigned to a
future sprint at a future Spring Planning meeting.

About us pages (moving to sprint 4)
Sent text
Toward the bolos
Have the bolos in a list to view
Automatic switch of an agency when a user switches agency.
User Story 1037 Allow Tier 3 users to control Agency subscriptions
o How this should be reflected on the user story definition in Mingle:
Moved to Sprint 4

User Story 1038 Filter by multiple agencies in bolo list page
o How this should be reflected on the user story definition in Mingle:
Moved to Sprint 4

Sprint 4 Report

Date: July 16 2016
Time: 6:00 - 6:15 pm
Burke, John
Gonzalez, Emmanuel
Medina, Jorge
Munoz, Nilton

After a show and tell presentation, the implementation of the following user stories were
accepted by the product owners: All.

User Story 890 Implement Watermarks for agencies

User Story 1037 Allow Tier 3 users to control Agency settings

User Story 1038 Filter by multiple agencies in bolo list page

User Story 1014 Lock user account after 10 incorrect login attempts

User Story 1010 Create a page with root access to customize system settings
User Story 1096 Implement a link to download a PDF of the user’s guide based on
user’s tier

User Story 1097 Implement an About Miami Dade County Association of Chief of Police
(MDCACP) page.

User Story 1098 Implement an About us page for FIU’s contribution

User Story 1099 Create an About us page for IBM’s contribution

User Story 1100 Create a page where Root can retrieve data for analysis

User Story 1081 Prevent Tier 3 users from granting Root access

User Story 1083 Prevent Officers from previewing PDFs before confirmation

User Story 1087 Implement time retrieval points for data analysis for Create Bolo
User Story 1119 Implement time retrieval points for data analysis for Edit Bolo
User Story 1088 Deactivate and Activate Users Accounts from Root

The following ones were rejected and moved back to the product backlog to be assigned to a
future sprint at a future Spring Planning meeting.

User Story 1094 Implement confirmation of BOLO updates
¢« How this should be reflected on the user story definition in Mingle:
Moved to Sprint 5
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Sprint 5 Report

Date: July 30 2016
Time: 6:00 - 6:15 pm
Burke, John
Gonzalez, Emmanuel
Medina, Jorge
Munoz, Nilton

After a show and tell presentation, the implementation of the following user stories were
accepted by the product owners: All.

User Story 1094 Implement confirmation of BOLO updates

User Story 1155 Change PDF labels

User Story 1086 Change Interactive Edit Menu to Static Label for Status. Keep Data
Field Contents After Validations When a New User and a New Agency is Created. Add
New Aesthetic for Bolo Buttons

User Story 1089 Show Edit and Archive only for Root and Administrators and Only View
for Users. Create the functionality to go back for Details for Bolos (General, Auto and
Boat). Create the ability for view a Bolo when it is Archived, and show edit and restore
for Root

User Story 1163 Connect system setting page to backend

User Story 1164 Connect data analysis page to backend

The following ones were rejected and moved back to the product backlog to be assigned to a
future sprint at a future Spring Planning meeting.

None
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Appendix D — Sprint Retrospective Reports

Sprint 1 Retrospective

Date: 06/07/2016
Attendees: Emmanuel Gonzalez, Jorge Medina, Nilton Mufioz, John Burke
Start time: 9:00 PM
End time: 10:00PM
What went wrong?
o Did we do a good job estimating our team's velocity?
o The team is moving along the user story completion rate at 1 per week, given the
fact that our first meeting with product owner was absent.
o Did we do a good job estimating the points (time required) for each user story?
o Most user stories implemented on time
e Did each team member work as scheduled?
o Yes, every group member dedicated the hours that were agreed towards the
project.
What went right?
e We implemented user stories approved by the product owner. He was satisfied with our
process.

How to address the issues in the next sprint?
e How to improve the process?

o Having a better understanding of the entire process of the documentation, mingle
and the code will improve our next sprint. The product also requires a sufficient
amount of testing from the previous semester.

e How to improve the product?
o Maintain communication with the product owners, the mentors and each other.

Sprint 2 Retrospective

Date: 17 June 2016
Time: 6:15 - 6:30 pm
Burke, John
Gonzalez, Emmanuel
Medina, Jorge
Munoz, Nilton

What went wrong?
Nothing. No issues.
e Did we do a good job estimating our team's velocity?
o Yes, all stories were finished on time.
o Did we do a good job estimating the points (time required) for each user story?
o Yes, we were more efficient this time in estimating our user stories
e Did each team member work as scheduled?
o Yes.
What went right?
e Everything, we had a stellar week.
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How to address the issues in the next sprint?
¢ How to improve the process?

o Having a better understanding of the entire process of the documentation, mingle
and the code will improve our next sprint. The product also requires a sufficient
amount of testing from the previous semester.

e How to improve the product?
o Maintain communication with the product owners, the mentors and each other.

Sprint 3 Retrospective

Date: July 2 2016
Time: 2:45 - 3:00 pm
Burke, John
Gonzalez, Emmanuel
Medina, Jorge
Munoz, Nilton

What went wrong?
No major issues this sprint
o Did we do a good job estimating our team's velocity?
o Yes 3 user stories per week was appropriate.
e Did we do a good job estimating the points (time required) for each user story?
o Yes, user stories were appropriately estimated
e Did each team member work as scheduled?
o Yes.
What went right?
e We completed more user stories than last sprint as a group.
o Delivered application to production server

How to address the issues in the next sprint?
e How to improve the process?
o Get more user features from the product owners and we need to recommend
more as well
e How to improve the product?
o Maintain communication with the product owners, the mentors and each other.

Sprint 4 Retrospective

Date: July 16 2016
Time: 2:45 - 3:00 pm
Burke, John
Gonzalez, Emmanuel
Medina, Jorge
Munoz, Nilton

What went wrong?
No major issues this sprint
e« Did we do a good job estimating our team's velocity?
o Yes, all stories finished on time, around 2 stories per week
« Did we do a good job estimating the points (time required) for each user story?
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o Yes, user stories were appropriately estimated based on team’s scale
e Did each team member work as scheduled?
o Yes.
What went right?
e We completed and delivered all the stories from the sprint planning

How to address the issues in the next sprint?
¢ How to improve the process?
o Get more user features from the product owners.|
e How to improve the product?
o Maintain communication with the product owners, the mentors and each other.

Sprint 5 Retrospective

Date: July 30 2016
Time: 2:45 - 3:00 pm
Burke, John
Gonzalez, Emmanuel
Medina, Jorge
Munoz, Nilton

What went wrong?
No major issues this sprint
o Did we do a good job estimating our team's velocity?
o Yes, all stories finished on time, around 2 stories per week
« Did we do a good job estimating the points (time required) for each user story?
o Yes, user stories were appropriately estimated based on team’s scale
e Did each team member work as scheduled?
o Yes.
What went right?

¢ We completed and delivered all the stories from the sprint planning

August 4th, 2016 Page 229 of 232



Final Deliverable Bolo Flier Creator v5.0

REFERENCES

Wilson, Doug (2016) body-parser source code (Version 1.13.2) [Source code].
https://www.npmjs.com/package/body-parser,

Mueller, Patrick (2016) cfenv source code (Version 1.0.3) [Source code].
https://www.npmjs.com/package/body-parser ,

Smith, J (2016) cloudant source code (Version 1.4.1) [Source code].
https://www.npmjs.com/package/cloudant ,

Smith, J (2016) cfenv source code (Version 1.0.3) [Source code].
https://www.npmjs.com/package/cfenv ,

August 4th, 2016 Page 230 of 232


https://www.npmjs.com/package/body-parser
https://www.npmjs.com/package/body-parser
https://www.npmjs.com/package/cloudant
https://www.npmjs.com/package/cfenv

Final Deliverable

Libraries:

"blob": "0.0.4",
"blob-stream™: "~0.1.3",
"blob-util™; "71.2.0",
"body-parser": ""1.13.2",
"brfs": "71.4.3",
"browserify": "713.0.0",
"cfenv": "1.0.x",
"cloudant™: "*",
"connect-flash™: ""0.1.1",
"cookie-parser™: "*",
"csurf": "1.8.3",
"dotenv": ""1.2.0",
"errorhandler™: "1.4.1",
"express": "4.12.x",
"express-session™: "1.7.6",
"gm™: "71.21.1",

"gulp™: "latest",
"gulp-confirm": "latest",
"gulp-exec": "latest",
"iframe™: "10.3.1",
"imagemin™: "~4.0.0",
"jade™: "71.11.0",

"jimp™: ""0.2.9",
"json2csv™: "13.6.2",
"lodash™: "73.10.1",
"method-override™: "2.3.3",
"moment"; "*",
"moment-timezone™: "0.5.
"morgan": "1.6.1",
"multiparty™: "~4.1.2",
"node-phantom™: "0.2.5",
"node-uuid™; "1.4.3",

5",

"node-wkhtml": "*0.1.0-alphal",

"nodepdf"; "1.2.1",
"passport™: "*0.3.0",
"passport-local™: "*1.0.0",
"pdfkit™: "10.7.2",
"phantomjs™: "12.1.3",
"promise": ""7.0.4",
"request": ""2.64.0",
"sendgrid™: "*2.0.0",
"serve-favicon™: "*2.3.0",
"socket.io": "1.0.0",
"socket.io-express-session”
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"validate.js": "~0.9.0",
"wkhtmltopdf": "~0.1.5"
"chai": ""3.3.0",
"istanbul": "~0.3.22",
"jsdoc": ""3.3.3",
"jshint™: "2.8.0",
"mocha™; ""2.3.3",
"mockery": "71.4.0",
"nock™: ""2.13.0",
"sinon": "71.17.0"
"node™: "0.12.x"

August 4th, 2016 Page 232 of 232



	Introduction
	Current System
	Purpose of New System

	User Stories
	Implemented User Stories
	Sprint 1
	Sprint 2
	Sprint 3
	Sprint 4
	Sprint 5


	Project Plan
	Hardware and Software Resources
	Development Environment
	Deployment Requirements

	Sprints Plan
	Sprint 1
	Sprint 2
	Sprint 3
	Sprint 4
	Sprint 5


	System Design
	Architectural Patterns
	System and Subsystem Decomposition
	Deployment Diagram
	Design Patterns

	System Validation
	Appendix
	Appendix A – UML Diagrams
	Static UML Diagrams
	Sprint 1
	Sprint 2
	Sprint 3
	Sprint 4
	Sprint 5
	Dynamic UML Diagrams
	Sprint 1
	Sprint 2
	Sprint 3
	Sprint 4
	Sprint 5

	Appendix B – User Interface Design
	Appendix C – Sprint Review Reports
	Appendix D – Sprint Retrospective Reports

	References

